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Computer Science 202Computer Science 202
Transaction Management and Transaction Management and 

Concurrency ControlConcurrency Control
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ObjectivesObjectives

To learn what a transaction is. To learn what a transaction is. 
To learn how an incomplete transaction can yield an To learn how an incomplete transaction can yield an 
inconsistent database. inconsistent database. 
To learn how an inconsistent database can be avoided To learn how an inconsistent database can be avoided 
through proper transaction management. through proper transaction management. 
To learn what concurrency control is. To learn what concurrency control is. 
To learn how concurrency control failure affects a To learn how concurrency control failure affects a 
database. database. 
To learn how concurrency control is accomplished. To learn how concurrency control is accomplished. 
To learn what database recovery management is. To learn what database recovery management is. 
To understand the use of transaction logs in recovery To understand the use of transaction logs in recovery 
management. management. 
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What is a Transaction?What is a Transaction?

A logical unit of work on a databaseA logical unit of work on a database
nn Read (select) and write (Update/insert/delete)Read (select) and write (Update/insert/delete)

Database request is equivalent to a single SQL Database request is equivalent to a single SQL 
statementstatement
A transaction can consist of many DB RequestsA transaction can consist of many DB Requests
A transaction must be completed, or must be A transaction must be completed, or must be 
abortedaborted
Consistency of a database is paramountConsistency of a database is paramount
DB should be maintained in a consistent stateDB should be maintained in a consistent state
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Example TransactionExample Transaction

55Barry Irwin August 2003Barry Irwin August 2003 Rhodes University CS202 : DatabasesRhodes University CS202 : Databases

So what's the problem?So what's the problem?

To ensure consistencyTo ensure consistency
nn A Transaction must start with the DB in a A Transaction must start with the DB in a 

known stateknown state
nn The transaction must complete and leave the The transaction must complete and leave the 

DB in a known stateDB in a known state

A transaction is likely to modify DB A transaction is likely to modify DB 
contentscontents
nn Protection must be given for the areas of the Protection must be given for the areas of the 

DB that the transaction works with.DB that the transaction works with.
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Transaction Evaluation (I)Transaction Evaluation (I)

Examine current account balanceExamine current account balance

Consistent state after transactionConsistent state after transaction
No changes made to DatabaseNo changes made to Database

SELECT ACC_NUM, ACC_BALANCE
FROM CHECKACC
WHERE ACC_NUM = ‘0908110638’;
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Transaction Evaluation (II)Transaction Evaluation (II)
Register credit sale of 100 units of product X to customer Register credit sale of 100 units of product X to customer 
Y for R500Y for R500

Consistent state only if both transactions are fully Consistent state only if both transactions are fully 
completedcompleted
DBMS doesn’t guarantee that the semantic meaning of a DBMS doesn’t guarantee that the semantic meaning of a 
transaction represents realtransaction represents real--world event world event 

UPDATE PRODUCT
SET PROD_QOH = PROD_QOH - 100
WHERE PROD_CODE = ‘X’;
UPDATE ACCT_RECEIVABLE
SET ACCT_BALANCE = ACCT_BALANCE + 500
WHERE ACCT_NUM = ‘Y’;
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Transaction PropertiesTransaction Properties

AtomicityAtomicity
nn All parts of must be completed OR noneAll parts of must be completed OR none
nn Indivisible Work unitIndivisible Work unit

DurabilityDurability
nn On completion DB is in a consistent stateOn completion DB is in a consistent state

SerializabilitySerializability
nn Concurrent execution of multiple transactionsConcurrent execution of multiple transactions
nn Concurrency can mean that transactions are handled Concurrency can mean that transactions are handled 

in a  serial mannerin a  serial manner
IsolationIsolation
nn Data used in a transaction cannot be used by another Data used in a transaction cannot be used by another 

un till the first completesun till the first completes
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Database PropertiesDatabase Properties

Single UserSingle User
nn Automatically ensures serializability and isolation, by Automatically ensures serializability and isolation, by 

design ( only single user)design ( only single user)
nn Durability & Atomicity need to be provided by the Durability & Atomicity need to be provided by the 

DBMSDBMS
Multi UserMulti User
nn Multiple concurrent transactionsMultiple concurrent transactions
nn DBMS must enforce serializability and isolationDBMS must enforce serializability and isolation
nn Provide concurrency control managementProvide concurrency control management
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SQL Transaction ManagementSQL Transaction Management

Transaction supportTransaction support
nn COMMITCOMMIT
nn ROLLBACKROLLBACK

User initiated transaction sequence must User initiated transaction sequence must 
continue until: continue until: 
nn COMMIT statement is reachedCOMMIT statement is reached
nn ROLLBACK statement is reachedROLLBACK statement is reached
nn End of a program reached (COMMIT)End of a program reached (COMMIT)
nn Abnormal program termination (Abnormal program termination (ROLLBACK)ROLLBACK)
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SQL ExampleSQL Example

BEGIN TRANSACTION; --Not ALL support THIS

UPDATE PRODUCT
SET PROD_QOH = PROD_QOH - 100
WHERE PROD_CODE = ‘X’;

UPDATE ACCT_RECEIVABLE
SET ACCT_BALANCE = ACCT_BALANCE + 500
WHERE ACCT_NUM = ‘Y’;

COMMIT;
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Transaction LogTransaction Log

Transaction log keeps track of all updates Transaction log keeps track of all updates 
affecting the databaseaffecting the database
Log is maintained by the DBMSLog is maintained by the DBMS
Used for DB recovery in the event of a Used for DB recovery in the event of a 
ROLLBACKROLLBACK
Can be used by some DBMS for recovery Can be used by some DBMS for recovery 
following a crashfollowing a crash
Used to help ensure Durability of Used to help ensure Durability of 
TransactionsTransactions
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Transaction LogTransaction Log

Transaction log holds information to allow Transaction log holds information to allow 
a recoverya recovery
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Concurrency ControlConcurrency Control

Ensures serializability of transactionsEnsures serializability of transactions
Protects against problems that could arise Protects against problems that could arise 
from simultaneous executionfrom simultaneous execution
nn Data IntegrityData Integrity
nn ConsistencyConsistency

HandlesHandles
nn Lost UpdatesLost Updates
nn Uncommitted DataUncommitted Data
nn Inconsistent Data RetrievalsInconsistent Data Retrievals
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Concurrency IssuesConcurrency Issues

Lost UpdatesLost Updates
nn An update is lost and the result is Erroneous data An update is lost and the result is Erroneous data 

being retrievedbeing retrieved
Uncommitted DataUncommitted Data
nn Two concurrent transactions Two concurrent transactions 
nn T1 Rolls back after T2 Has already accessed updated T1 Rolls back after T2 Has already accessed updated 

informationinformation
Inconsistent RetrievalsInconsistent Retrievals
nn Usually with Aggregation functionsUsually with Aggregation functions
nn T2  performs an aggregation while T1 is Updating T2  performs an aggregation while T1 is Updating 

valuesvalues
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Lost UpdatesLost Updates

Normal TransactionNormal Transaction
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Lost UpdatesLost Updates

Lost Update results in ErrorLost Update results in Error
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Uncommitted DataUncommitted Data

Correct ProcessingCorrect Processing
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Uncommitted DataUncommitted Data

Problems resulting from Uncommitted DataProblems resulting from Uncommitted Data
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Inconsistent Data RetrievalInconsistent Data Retrieval

Retrieval during an UpdateRetrieval during an Update
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Inconsistent Data RetrievalInconsistent Data Retrieval

Resultant OutputResultant Output
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The SchedulerThe Scheduler

Scheduler provides overall management of the Scheduler provides overall management of the 
concurrency processconcurrency process
Ordering of transactions Ordering of transactions àà serializabilityserializability
Ordering based on Control AlgorithmsOrdering based on Control Algorithms
nn Locking Locking 
nn Time stampingTime stamping

Why Not use FIFO ordering ?Why Not use FIFO ordering ?
nn NOT effective use of CPUNOT effective use of CPU
nn Poor Response timesPoor Response times
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Conflicting OperationsConflicting Operations
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Locking MethodsLocking Methods

A Lock guarantees exclusive access to a A Lock guarantees exclusive access to a 
DB objectDB object
Prevents access to inconsistent DataPrevents access to inconsistent Data
Automatically managed by DBMSAutomatically managed by DBMS
A A Lock ManagerLock Manager process is responsible for process is responsible for 
all Locking within the DBall Locking within the DB
Lock Granularity can have a big effect on Lock Granularity can have a big effect on 
performanceperformance
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Locking granularityLocking granularity

The Level at which the locks are appliedThe Level at which the locks are applied
nn Database LevelDatabase Level
nn Table LevelTable Level
nn Page LevelPage Level
nn Row LevelRow Level
nn Field LevelField Level

Locks can be of two typesLocks can be of two types
nn BinaryBinary
nn Shared/Exclusive Shared/Exclusive 
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Database LevelDatabase Level

Entire Database is lockedEntire Database is locked
Prevents use of Prevents use of anyany other tables by other tables by 
transactions T2, T3…. until T1 has transactions T2, T3…. until T1 has 
completedcompleted
Very SlowVery Slow performanceperformance
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Database LevelDatabase Level
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Table LevelTable Level

Locks are applied to specific tablesLocks are applied to specific tables
T2 can access tables within the DB T2 can access tables within the DB 
provided that they are not locked by T1provided that they are not locked by T1
Better performance than DB Level locksBetter performance than DB Level locks
Can still be problematic with multiple Can still be problematic with multiple 
accesses to a Tableaccesses to a Table
Slowdown even if T2 and T1 are Slowdown even if T2 and T1 are 
accessing different portions of a table.accessing different portions of a table.
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Table LevelTable Level

3030Barry Irwin August 2003Barry Irwin August 2003 Rhodes University CS202 : DatabasesRhodes University CS202 : Databases

Page LevelPage Level

Locks are specific to a physical disk pageLocks are specific to a physical disk page
Disk page is equivalent to a storage block Disk page is equivalent to a storage block 
on diskon disk
Size of page is dependant on underlying Size of page is dependant on underlying 
HW, OS and File systemHW, OS and File system
nn 4K , 8K , 16K , 32K 4K , 8K , 16K , 32K 

T2 cannot access a page locked by T1T2 cannot access a page locked by T1
T2 CAN access the same table if the T2 CAN access the same table if the 
portion needed is in a different disk pageportion needed is in a different disk page
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Page LevelPage Level
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Row LevelRow Level

Non restrictive locking mechanismNon restrictive locking mechanism
Locks are restricted to the particular ROW Locks are restricted to the particular ROW 
that T1, may be using. T2 May access the that T1, may be using. T2 May access the 
rest of the DB.rest of the DB.
Higher granularity results in increased Higher granularity results in increased 
overhead overhead 
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Row LevelRow Level
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Field LevelField Level

Allows Transactions to access the same Allows Transactions to access the same 
rowrow
Provides locking on fields within the rowProvides locking on fields within the row
Extremely high overheadExtremely high overhead
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Binary LocksBinary Locks

Only has two statesOnly has two states
nn LockedLocked
nn UnlockedUnlocked

Applies to all levels of granularityApplies to all levels of granularity
DBMS manages the locking processDBMS manages the locking process
Binary locks are generally exclusiveBinary locks are generally exclusive
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Binary LocksBinary Locks
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Shared/Exclusive LocksShared/Exclusive Locks

Exclusive LocksExclusive Locks
nn Only the locking transaction has accessOnly the locking transaction has access
nn Used for write operationsUsed for write operations

Shared LocksShared Locks
nn Concurrent transactions may have READ access to a Concurrent transactions may have READ access to a 

locked objectlocked object
nn No conflict provided all transactions are READNo conflict provided all transactions are READ
nn Cannot be issued if an exclusive lock for the object Cannot be issued if an exclusive lock for the object 

existsexists
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Shared/Exclusive LocksShared/Exclusive Locks

Locking statesLocking states
nn READ_LOCKREAD_LOCK
nn WRITE_LOCKWRITE_LOCK
nn UNLOCKUNLOCK

Locking problemsLocking problems
nn Transactions may not be serializableTransactions may not be serializable

Can be solved with TWOCan be solved with TWO--PHASE lockingPHASE locking
nn Scheduler may create deadlocksScheduler may create deadlocks
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TwoTwo--Phase LockingPhase Locking

Growing phaseGrowing phase
Shrinking phaseShrinking phase
Governing rulesGoverning rules
nn Two transactions cannot have conflicting Two transactions cannot have conflicting 

lockslocks
nn No unlock operation can precede a lock No unlock operation can precede a lock 

operation in the same transactionoperation in the same transaction
nn No data objects are updated until all locks are No data objects are updated until all locks are 

obtainedobtained
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TwoTwo--Phase LockingPhase Locking
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DeadlocksDeadlocks

Occurs when two transactions are waiting Occurs when two transactions are waiting 
for the other to unlock datafor the other to unlock data
T1 = Accesses DATA X & DATA YT1 = Accesses DATA X & DATA Y
T2 = Accesses DATA Y & DATA XT2 = Accesses DATA Y & DATA X

Also known as a ‘Also known as a ‘deadly embracedeadly embrace’’
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Deadlock ExampleDeadlock Example
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Deadlock ControlDeadlock Control

Deadlock PreventionDeadlock Prevention
nn New locks are aborted if there is a likelihood they New locks are aborted if there is a likelihood they 

would cause a deadlockwould cause a deadlock
nn Transaction reTransaction re--scheduledscheduled

Deadlock DetectionDeadlock Detection
nn DBMS checks DB for deadlocksDBMS checks DB for deadlocks
nn In the case of a deadlock one transaction is aborted In the case of a deadlock one transaction is aborted 

and then restartedand then restarted
Deadlock AvoidanceDeadlock Avoidance
nn Transaction must obtain ALL locks it needs prior to Transaction must obtain ALL locks it needs prior to 

execution (twoexecution (two --phase locking)phase locking)
nn Much slower due to serialization of transactionsMuch slower due to serialization of transactions
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Time stampingTime stamping

Timestamps can be used to assist with Timestamps can be used to assist with 
scheduling algorithmsscheduling algorithms
Each transaction is assigned a unique stamp Each transaction is assigned a unique stamp 
based on the order of submission to DBMSbased on the order of submission to DBMS
R/W operations can take place provided they R/W operations can take place provided they 
have the same timestamphave the same timestamp
Transactions are serialized based on timestamp Transactions are serialized based on timestamp 
orderorder
DisadvantagesDisadvantages
nn Increased adminIncreased admin
nn Increased memory (Last read & Last Update)Increased memory (Last read & Last Update)
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Optimistic MethodsOptimistic Methods

Assumption that most transactions to do Assumption that most transactions to do 
not conflictnot conflict
Transaction executed without restrictions Transaction executed without restrictions 
until committeduntil committed
Phases:Phases:
nn Read PhaseRead Phase
nn Validation PhaseValidation Phase
nn Write PhaseWrite Phase
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Database Recovery ManagementDatabase Recovery Management

Restores a database from an inconsistent Restores a database from an inconsistent 
to a  previously consistent stateto a  previously consistent state
Based on the atomic transaction propertyBased on the atomic transaction property
Level of backupLevel of backup
nn Full backupFull backup
nn Differential Differential 
nn Transaction logTransaction log
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Database FailuresDatabase Failures

SoftwareSoftware
nn Viruses, Operating System, DBMSViruses, Operating System, DBMS

HardwareHardware
nn Hard disks, Memory, NetworksHard disks, Memory, Networks

Programming ExemptionProgramming Exemption
nn Abnormal termination, premature terminationAbnormal termination, premature termination

TransactionTransaction
nn Deadlock results in termination of a transactionDeadlock results in termination of a transaction

ExternalExternal
nn Fire, Flood, TheftFire, Flood, Theft
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Transaction RecoveryTransaction Recovery

WriteWrite--Ahead LoggingAhead Logging
nn Logs written BEFORE data is modifiedLogs written BEFORE data is modified

Redundant transaction logsRedundant transaction logs
nn Multiple copies of transaction log maintainedMultiple copies of transaction log maintained

BuffersBuffers
nn Memory buffers lead to faster processingMemory buffers lead to faster processing

CheckpointsCheckpoints
nn Updated buffers committed to diskUpdated buffers committed to disk
nn Registered in Transaction logRegistered in Transaction log
nn Buffers and Physical copies synchronisedBuffers and Physical copies synchronised
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Transaction RecoveryTransaction Recovery

DeferredDeferred--write and Deferredwrite and Deferred--updateupdate
nn Changes are written to the transaction logChanges are written to the transaction log
nn Database updated after transaction reaches commit Database updated after transaction reaches commit 

pointpoint
WriteWrite--throughthrough
nn Immediately updated by during executionImmediately updated by during execution
nn Before the transaction reaches its commit pointBefore the transaction reaches its commit point
nn Transaction log also updatedTransaction log also updated
nn Transaction fails, database uses log information Transaction fails, database uses log information 

to ROLLBACKto ROLLBACK


