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Abstract

The ubiquitous nature of mobile phones and thenuparity has led to opportunistic value added
services (VAS), such as mobile money, riding ol fiiienomenon to be implemented. Several
studies have been done to find factors that infteethe adoption of mobile money and other
information systems. The thesis looks at factoterd@ning the uptake of mobile money over
cellular networks with a special emphasis on aspestating to perceived security even though
other factors namely perceived usefulness, perdepase of use, perceived trust and perceived
cost were also looked at. The research furtherd@ikhe security threats introduced to mobile
money by virtue of the nature, architecture, stasisland protocols of Global System for Mobile
Communications (GSM). The model employed for tesearch was the Technology Acceptance
Model (TAM).

Literature review was done on the security of GSbata was collected from a sample

population around Harare, Zimbabwe using physicaéstjonnaires. Statistical tests were

performed on the collected data to find the sigaifice of each construct to mobile money
adoption. The research has found positive coroeldbetween perceived security concerns and
the adoption of money mobile money services ovdulee networks. Perceived usefulness was
found to be the most important factor in the adopbf mobile money.

The research also found that customers need to tinesnetwork service provider and the
systems in use for them to adopt mobile money. ICeors driving consumer adoption were
found to be perceived ease of use and perceivedTdes findings show that players who intend
to introduce mobile money should strive to offecige and useful systems that are trustworthy
without making the service expensive or difficudt use. Literature review done showed that
there is a possibility of compromising mobile mondésansactions done over GSM.
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Chapter 1 — Introduction

1.1 Introduction

When Global System for Mobile communications (GSWBs developed it was meant for
communication and not to be as secure as bankmtfpphs. The security of GSM has been
criticized mainly because the GSM consortium chimsdevelop their security away from the
public domain (Van de Merwe, 2003)here exists security concerns with GSM networks an
the SMS/GPRS protocol and mobile banking solutionplemented by bankdn a study

covering 13 000 consumers by Javelin Strategy aese&ch, mobile banking was shown to
have been less used in developed countries in spithe explosive growth of smart phone

ownership to levels above forty percent (ABA Bamkilournal, 2011).

According to ABA Banking Journal (2011), tech-savegnsumers are increasingly using
smartphones for almost everything with the exceptadd mobile banking and purchasing.
Between 2010 and 2011 the adoption rate of molalking never changed irrespective of the
aggressive marketing. Rates of mobile purchasiag e#mained unchanged. Consumers regard
mobile banking as risky such that between 2009281 there was an increase of 54% in those

who formerly rated it as unsafe now classifyinggtvery unsafe (ABA Banking Journal, 2011).

Sub—Saharan Africa has part of the least develdplEttommunication infrastructure in the

world (Aker and Mbiti, 2010). There exists fewerth3 landlines per 100 people in Africa

(International Telecommunications Union, 2009) spite of this, the access and use of mobile
telephony has increased significantly such thanilmaber of mobile phones is ten times that of
landlines in Sub-Saharan Africa (International Telamunications Union, 2009). Mobile phone

coverage is enjoyed by 60% of the population. Molghone subscriptions went up by 49%
yearly for the period spanning the years 2002 t072€ompared to 17% achieved by Europe
(Aker and Mbiti, 2010).



This rapid adoption of mobile phones has promptesiness to introduce value added services
(VAS) to increase revenues. Safaricom of Kenyadhed M-Pesi a mobile wallet in the year
2007 that achieved its first year targets in teofmsubscribers in two months (Michaels, 2011). It
still continues to grow and had 16 million users2@ll representing 40% of the population
(Michaels, 2011). Mobile Money is particularly welinbraced by the developing world (Smart
City Magazine, 2013).

M-Pesa handles two million transactions daily, US84billion annually which is equivalent to
17% of Kenya’'s GDP (Michaels, 2011). Kenya is ndwe teading country in mobile money
market (International Telecommunications Union, @0Mther telecommunication players in

Kenya and other nations like South Africa and Zitnka have also taken up mobile money.

In Zimbabwe, NetOrfe a telecommunications firm, was the first to erkban such a project
called OneWallet in 2010, before its rival Econeiraléss introduced EcoCash in 2011. The
uptake rate of EcoCash has also been rapid compar€heWallet (Kabweza, 2012). It now
stands at 1.7 million subscribers. NetOne usedvaTlolKit (STK) based system while Econet
Wireless uses a system based on a technology datistluctured Supplementary Services Data
(USSD). STK based systems are generally considerdoe more secure than USSD based
systems (Telecom-week, 201R)etOne took a security based initiative in rollimgf its product
but the uptake rate of its system has not beenghsds that based on USSD technology despite
the latter being considered less secure.

The research seeks to find security loopholes iM@G®bile money systems and whether these
security concerns are of significance in the adwoptf mobile money technologies in Sub-

Saharan Africa. It seeks to compare the backgrautize developed world and Africa to see the
factors that affect adoption rate. Is there a d¢atimn between security of mobile money

products and usage or is it the availability o/gar and ease of use that matter?

! http://www.merchantpro.co/betterthancash.pdf
2

http://www.netone.co.zw/
3 https://www.econet.co.zw/



1.2 Research Problem

Mobile money as a VAS service provides convenieiocasers and increases average revenue
per user (ARPU) for mobile network operators (MN@s) well as reducing customer churn
(Aweda, 2010). Customers need to know the risksca®d with mobile money. MNOs need to
know the behaviour patterns of consumers so thegt tilor make their products for the market
segment they wish to target (Penicaud, 2012). Tdheynot need to over-commit resources

towards unimportant areas whilst neglecting theartgnt aspects of their systems.

There are questions that need to be answered:ambdhe security risks associated with mobile
money? What factors influence the adoption of n@hibney by members of the target market?

Does security affect the customer’s choice of aitaahoney service provider?

Research pertaining to this has been done withsfocumobile commerce and mobile banking.
There are various studies done on effects of perderisk concentrating mainly on online
banking (Masinge, 2010). Masinge (2010) who focusisdnobile money studies in the context
of South Africa, argues that perceived risk shaudtl be modelled as a single construct as this
will fail to make it highlight the risk factor chacteristics. In Zimbabwe studies to do with
mobile banking were done by Chitungo and Munond 80@ocusing on the rural population and
they found perceived ease of use to have a signifieffect on user’s attitude thereby
influencing intention to adopt.

Other studies done in Sub-Saharan Africa were don&hana, Tanzania and Kenya to
investigate key factors that influence mobile momepption using key constructs from the
Technology Acceptance Model (TAM) and Diffusion lahovation (Dol) theory (Tobbin and
Kuwornu, 2011). Demographics and socioeconomicofachave an effect on mobile money
services uptake while regulation is the only exdénomponent that can hinder the progress of a
service (Penicaud, 2012).

Penicaud (2012) notes that following best practisesitical for adoption of a service but there
is need to adapt services to the local market gbnk®r the service to survive in markets with
diverse demographic and socio-economic circumstaoperators need to tune the product to

meet the specific market requirements.



According to Tobbin and Kuwornu (2011) researchedon the adoption determinants of m-
commerce and mobile banking can be applied to moimbney since mobile money is an
extension of mobile banking. This research seelsltbvalue to previous studies by narrowing
the focus to mobile money only and limiting the pedo Sub-Saharan Africa, Zimbabwe. This
will give a better view of factors to consider whiemplementing mobile money to would be
providers and assist in improving mobile money isexw already being offered in Zimbabwe by

Econet wireless and NetOne.
1.3 Research Objectives
The following are the goals that this research s¢éelachieve.

»= To establish whether there exists a correlatiowbeth security concerns of GSM mobile
money systems and their adoption.

» To find factors that affect uptake rate of GSM n®hbmoney by users in order of
precedence.

= To give a guideline of the acceptable tradeoff leetvsecurity and other system critical

factors to be considered by operators on GSM mahderey product implementation.
1.4 Research Questions
In order to meet the research goals, the researits$0 answer following questions.

» What are the security risks associated with mabib@ey over cellular networks?

= Why is mobile money uptake rate higher in Africangared to the developed world?
= How does the security of USSD and STK based systemgare?

= Do users in Africa value security when adoptingabite money technology?

= What was the best way for NetOne to follow in majliout its mobile money project?
1.5 Research Scope

This research was conducted in both urban andupeain centres of Zimbabwe. The constructs
covered by the survey arperceived security, perceived usefulness, perceeask of use,

perceived cost and perceived trust. The researtthalgd focus on security issues associated



with mobile money systems as posed by the natuf@Si, mobile stations and their operating

systems.
The research scope can be described by the defisithat follow:

» Perceived security will cover the following facetsrivacy risk, performance risk,
financial risk, integrity, reliability.

* Perceived ease of use will encompass registratiocegures, ease of product learning,
ease of use of the payment procedures, fewer stgpered to make a payment, readily
available customers services, correct screen sigeigut capabilities and a readily
available agent network.

» Perceived usefulness will mean the extent to whidbile money will dovetail into the
daily activities of consumers and enhance their efdyansacting.

» Perceived cost refers to tariff charges incurredrassactional cost per mobile money
transaction.

» Perceived trust is the customer belief that a thady will not act opportunistically.
1.6 Research Model and Hypotheses

This research extends Technology Acceptance MotieM by additionally examining the

effects of perceived trust and perceived secursly/r
TAM based hypotheses

Perceived usability (PU) and perceived ease of (80U) are determinants of behaviour
intention (BI). This means PEOU and PU are twodecthat greatly affect adoption of mobile
money by a user since Bl is analogous to adoptfomabile money (Masinge, 2010). Actual
usage of a technology is determined by the intantmadopt the technology (Venkatesh and
Davis, 2000). This study looks at people from altegories of life for as long as they are 16

years and above. The following hypotheses are [gerho
H1: Perceived usefulness (PU) influences the adogmf mobile money over cellular networks.

H2: Perceived ease of use (PEOU) influences thetemo of mobile money over cellular

networks.



Perceived cost hypothesis

Poor people have very little disposable income timeder the cheapest prices. We hypothesize

that cost of mobile money negatively affects adwpti
H3: Perceived cost influences adoption of mobilaeayo
Perceived risk/security hypothesis

Risk is a notable factor that affects adoption obite banking (Masinge, 2010). All risk facets :
security, performance, financial, time and socisks also act as deterrents to mobile money

adoption. For the study the perceived security thygses reads as follows:
H4: The level of security has an impact on the as#gnobile money over cellular networks.

H5: The level of trust a customer has in a mobi@ay service provider affects the adoption of

mobile money .

Ferceived Usefulness H1

: HZ Adoption of
Ferceived Ease of Lse - Mobile Money - Actual Usage
Ferceived Cost i T R

He

Ferceived Security

F'erfu:ur!'nance Time Risk Financial
Rish Fiizh
Frivacy Risk Social Risk
HS
Trust

Figure 1.1: TAM based research model with hypothesebased on perceived security and perceived

cost



1.7 Research Aim

The major research target is to find the extennfiience possessed by security issues in the
adoption of mobile money over GSM. It also seekérnd other factors that influence adoption
of mobile money and the extent to which they donval as security loopholes that exist in
mobile money systems over GSM. Reasons for diffem@bile money adoption patterns in the

developed world and developing world are also ihgated.

The research adds to knowledge already presenenung customer behaviour with regards to
mobile money services. Since mobile money is aeresxbn of m-commerce, the research will
add a dimension of understanding to m-banking d& Wealso adds to academic research on
general technology adoption drivers. The reseansdsgan insight into security loopholes posed
by using mobile money over GSM.

The research objectives were met by conducting batempirical study using questionnaires
and an explorative research through literatureengvon the adoption of mobile banking as well
as mobile money . Since mobile money is an extensionobile commerce, which in turn is just
another information system (Tobbin and Kuwornu, DQtesearch previously done on adoption
of information systems was also reviewed. The teldgy acceptance model was adopted.
Research was also done on security loopholes gessbg mobile money over GSM because of

the technologies and equipment used as well agguoes in place.

Mobile money service providers need to understdredsecurity loopholes posed by offering
mobile money over GSM. They need to understandtéodnology adoption behaviour of
consumers in their target markets so that thegrtailake their products to suit the target market
(Penicaud, 2012). They need to know the optimabuees to commit to security aspects of
mobile money systems as well as other system akritejuirements, like performance speed, so
that no resources (financial/computer) are comuhstgoerfluously.

The research will equip mobile money service prexsdwith better understanding of patterns
and behaviours of Sub-Saharan Africa customersansag mobile money systems security
aspects are concerned to allow them to formulapgogpiate marketing and business models
(Masinge, 2010).



1.8 Structure of the Document
The remaining part of this document is organisefbésws.

Chapter 2: This chapter takes the reader throulierature review, provides a background to
and current mobile money services in Sub SaharaicaAfising Zimbabwe as an example. The
chapter gives an insight into other studies donmaim conceptual elements in this research like
perceived security and perceived cost. An assedsoherumerous technology adoption models

is done with a view to chose a model that fits teisearch.

Chapter 3: Methodology details of the researchgaren in the chapter. Empirical research was
used to test the hypotheses.

Chapter 4: Data analysis is done in the chapter.
Chapter 5: This chapter looks at presentation silts.

Chapter 6: Concludes this research and discusgggations of findings to business then closes

by giving recommendations for future studies.



Chapter 2 — Literature Review

2.1 Introduction

The chapter gives an insight into related work daite regards to adoption of mobile money
over GSM and CDMA in Sub Saharan Africa by othdradars. It also considers work done on
mobile banking adoption, m-commerce adoption andpadn of other information systems

which fit in the context of the study. Literatueview of security risks posed by offering mobile
money over GSM is also reviewed. An insight inte factors affecting mobile money adoption
in the developed world is also given. A thorougmparison of the security of Unstructured
Supplementary Services Data (USSD) protocol vetbas of Subscriber Identifier Module

ToolKit (SIM Toolkit) is also given.

This chapter starts by looking at the mobile momepbling technologies. It then gives a
background of GSM and looks at the architectur&8M and the algorithms that are used so
that the reader can have an appreciation of thectsffof the components and algorithms to
mobile money security. It then looks at the reasbelkind different mobile money adoption

patterns in Africa and the developing world as vwadlthe general factors that affect mobile
money adoption. The chapter proceeds to look as#uwairity concerns brought about by SIM
cards and handsets used by mobile money usersamnpaces USSD and STK based mobile

money systems security.
2.2 Mobile Money Enabling Technologies

Mobile money is the term used for using a cell ghtm make payments to others where value
can be stored on a mobile wallet before and afterttansaction. A sender can put money into
his mobile wallet by going to a registered agetgraivhich they use a secure electronic approach
to transfer funds to the mobile wallet of the résmp who can then either keep the funds in his
mobile wallet or visit an agent to convert the n@bhoney to cash (Smart City Magazine,

2013). Mobile financial services (MFS) also refdrte as mobile money (MM) is a term used to



refer to provision and availability of banking afidancial services with the help of mobile
telecommunication devices (Tiwari, Buse, and Hérs2807).

Mobile money can be made available by making ussgfof the following technologies.
2.2.1 SIM Tool Kit (STK)

This is the way through which mobile money is ofteslivered. It allows mobile operators to
load a set of menus and applications on to thecsilles identity module (SIM) thereby housing
the subscriber’s mobile money menu within the SEvidc STK works on most devices allowing
mobile money accessibility to a wide range of costrs, both rich and poor. User input is
obtained through a menu presented by a SIM progeimapplication and transaction data is
transmitted through encrypted SMS. The STK optienavailable for GSM networks and
involves swapping of a subscriber SIM in exchangéhwne that houses the required
application.

SIM Tool Kit is a GSM standard which allows the Sd&lrd to initiate actions which can be used
for a number of value added services. It consi$tsoonmands programmed on to the SIM
specifying how the SIM must interact with the ertdr environment. For applications that
require a basic, easy to understand user interfatethe ideal technology. It is secure, usable
and portable thus caters for low cost mobile stetio

2.2.2 Unstructured Supplementary Services Data (U5

This is the technology used by Econet Wirelessimbabwe and MPESA-Tanzania. USSD is a
communication protocol that works by sending texssages between a mobile phone and
applications resident on a network. It is a staddar sending and receiving information over
GSM signaling channels and is used mainly for badaquerying in prepaid GSM services
(Smart City Magazine, 2013}t is faster than SMS by nearly seven times andeis/ cost
effective. Its operations are simple and handsdependent allowing accessibility by old

cellphones to the latest smartphone (SanganagaQda).

USSD does not require as a pre-requisite, any @ijan to be installed on the SIM card or
handset. USSD requires that a subscriber dial & shde number for the menu to be activated.

At each user input data is sent to the server la@chéw menu screen is sent back which is time

10



consuming. USSD allows for session based commuaichietween the mobile device and the
server unlike SMS which employs a store and forwarednted message transaction therefore is

more secure than SMS (Sanganagouda, 2011).
2.2.3 Short Message Service (SMS)

This technology involves a direct connection frohe tSMS gateway to the mobile money
platform. It uses standard SMS messages in tramsgitransaction data implying that no
specific applications are pre-requisites for th&1 QIr handset (Smart City Magazine, 2013).
SMS is less secure compared to other options amdigebility difficulties since it does not use
menus. SMS allows for 160 alphanumeric charactéosd, 2005).

2.2.4 Web (WAP)

This is a set of protocols used to connect molilengs and radio devices to the internet. The
technology rewrites existing web pages into a giiredl language (Rouse, 2010). Consumers
will use these installed web pages for making paymeNAP has cost and speed setbacks. It has
the benefit of possible follow-on sales becauseiladdad back to visited stores. It also has high
consumer satisfaction due to quick payments. WARoisnally used alongside other systems
like SMS, USSD, STK and Voice eg YuCash of Kenya#&8 City Magazine, 2013). Lipuka of
SubSaharan Africa that had in excess of 60 millkobscribers in 2013 use WAP for bill

payment.

Mobile money can also be provided through a colsstradio technology that is able to
transmit data between devices that are a few cetgns away from each other called Near Field
Communication (NFC). The NFC chips can be embedadedmobile phone SIM cards paving

way for a whole range of digital services like ek&ting and payments (Kessler, 2011). Quick
Response codes which are square bar codes reat lIopaging device and decoded by a
specific software are also a possible technologguith which mobile money can be provided.
The technology allows customers to purchase gdudsigh their mobile phone (Korhan, 2011).
They are originally from Japan were they are vemmon. They enable a piece of information

from a transitory media to be put in a cellphongn@, 2009).
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Figure 2.1: Mobile money enabling technologies oveiew. Adapted from (Smart City Magazine,
2013)

Figure 2.1 shows a visual summary of the technekdghat enable mobile money. It shows how the
interaction between a merchant and a customeraisiet by each of the technologies.

2.3 GSM Architecture

To offer a complete mobile money service thereasdhfor a partnership between a mobile
network operator (MNO) and a financial institutiof.financial institution is not mandatory
though. A GSM network is mandatory. Figure 2.2 espnts a traditional GSM architecture.

Lines show communication between components inabioer.

A Mobile Station (MS) which can be a cell phondiates a session and signals come from it to
the Base Transceiver Station (BTS). The BTS seitvepurpose of routing signals to and from
the MS and translates to digital format the reairaio signals then forwards them to the Base
Station Controller (BSC). The BSC transmits theereed signals to the Mobile Switching
Centre (MSC) which then queries Home Location ReggHLR) and Visitor Location Register
(VLR) which are databases that keep informationualbloe destination MS (Nokia, 2002). The
HLR keeps data about all customers who belong t@raa serviced by a MSC. Such data

include the International Mobile Subscriber Ident{tMSI), services subscribed by a user,
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authentication data (Ki) and some other temporaata dSANS Institute, 2001). The VLR
contains relevant data for all subscribers a MS€lirsently serving.

BS
C

nmzm

oM

BTS IS

O uw

|
s+ C D D D
CARD

Figure 2.2: A Traditional GSM architecture

If the signal that is received is an SMS message fiorwarded to the Short Message Service
Centre (SMSC) for delivery with a copy remainingtie SMSC. The International Switching

Centre (ISC) is used for international connections.

Equipment verification and user authentication tasks performed by the Equipment Identity
Register (EIR) and Authentications Register (AR)tabases respectively. Maintenance
operations are controlled by the Operation and ament Centre (OMC). The Authentication
Centre (AuC) is a database that keeps the Ki, tB@audthentication algorithm, the A5 ciphering
algorithm and the A8 algorithm that generates dipigekeys. It creates the sets of random
numbers (RAND), Signed Response (SRES) and thee€idky (Kc) and the sets are then
stored in the HLR and VLR (Rhee, 2009).

2.3.1 Control Channels in GSM

GSM uses a variety of channels in which data isiernamelytraffic channels which are

reserved for user data andntrol channelsvhich are used for network management messages
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and channel housekeeping tasks (Singh, Kumar, &2011). Control channels are categorized

into four namely

* broadcast channels
 common control channels
e dedicated channels

* associated control channels

For the purposes of this research we look at thmadwast channels whose function and
components will be referred to later in the docum&able 2.1 lists the broadcast channels and

explains their use.

Table 2.1: Broadcast channels (BCH ) in GSM

Control Channels Usage

Broadcast Control ChanneBroadcasts continually on the downlink information
(BCCH) like on which frequencies the neighboring cells rbay

found, different cell options and access parameters

Frequency CorrectionSynchronises the mobile to time slot structure otk

Channel by defining the boundaries of burst periods andithe

(FCCH) slot numbering. Every cell in a GSM netwark

Synchronisation Channel broadcasts exactly one FCCH and one SCH which are

(SCH) by definition on time slot number O within a TDMA
frame.

Source(Yousef, 2004)
2.4 GSM security

Cellular communications are sent over the air tmesless secure than wired networks as this
introduces the possibility of eavesdropping witlprapriate receivers (SANS Institute, 2001).

GSM has built-in security functions meant to guadginst subscriber privacy which include

» Securely stored authentication keyss K

* Rejection of duplicate SIMs on the network
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» Authentication allowed for registered subscriberky o
» Data transfer security through encryption
» Subscriber identity protection

* Mobile phones rendered inoperable without a SIMicar
The security services provided by GSM are:

* Authentication - to allow the operator to know who is using thesteyn for billing
purposes

* Anonymity - To make it difficult to identify a system user.

» User data protection — to protect user data passing over the radio path

» Signaling protection — To protect sensitive information like telepham@énbers on the

signaling channel
2.4.1 GSM Algorithms

GSM makes use of security algorithms to enhancergecThe strength of these algorithms is
directly related to the suitability of GSM in deding security sensitive services like mobile
money. In order to understand security issues lroaigout by using mobile money over GSM it
is necessary to have some basic knowledge aboutltwithms in use. There are three

algorithms in use namely:

* Authentication algorithm A3 - which is one way function, implying that compugithe
signed response (SRES) using A3 is very easy Butdtnplex to retrieve the input
parameters, random number (RAND) and authenticakieyn (K, from SRES. This
ensures Kremains secret. The algorithm is operator-depemden

» Ciphering Algorithm A5 — there exists several implementations of thisrétgm due to
export restrictions on encryption technologies.€eghvariants of the algorithm are used
A5/0, A5/1 and A5/2. The strongest is A5/1 and $&diin America and Europe with
A5/2 being used in Asia. Poor countries and thoseuUN sanctions use the A5/0 with

no encryption.
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» Ciphering Key Generating Algorithm A8 — this is operator dependent and is mostly
combined with the A3 to form a single hash functoatied the COMP128 which creates
Kc and SRES on the fly.

2.4.2 Authentication

When authenticating a subscriber the validity af #ubscriber's SIM card is checked then a
check on whether the mobile station is allowed @aicular network is performed as shown on
Figure 2.3. The network performs this authenticatibrough a challenge response method
whereby a 128 bit random number (RAND) is sent akierair to the mobile station. The RAND
is then sent to the SIM card where it is processedg the A3 authentication algorithm and the
Ki.

p
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|
i Challenge RAND
| v 2 | '
: : 4+ K;
D= A3 ; : f sRES : B !
: 1 i sSponse |
: ' ; : L > ? «—
L K ; ' :
S a | |
. | | |
l\ ,f’ | |
| I
Mobile Station Radio Interface Fixed Network

Figure 2.3: GSM Authentication (Brookson, 1994)

The output of this A3 algorithm is the signed resg® (SRES) which is transmitted back to the
network via over-the-air interface back to the retw The network uses the AuC to compare its
SRES (stored in the HLR or VLR) with the receiveBRES where a match results in the
subscriber being allowed on to the network (SANSitate, 2001).

2.4.3 Anonymity

Anonymity is achieved by using temporary identsiealled the Temporary Mobile Subscriber
Identity (TMSI). The TMSI is issued the first tineesubscriber switches on the mobile phone
and the IMSI reaches AuC to prevent the use ofiMl. Unless if it is really necessary, the

IMSI is never transmitted beyond this point. Thiakes it difficult for a potential eavesdropper
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to track the GSM subscriber using the IMSI. Allther communication between the network
and mobile subscriber will be done using the TMsSthee unique identifier of the subscriber. The
TMSI is only changed during a location update ofalha new TMSI is immediately allocated

by the VLR which manages TMSI assignment. Shoutrtiobile station be switched off the

SIM card stores the TMSI for the next time (Gol2e12).

2.4.4 Encryption and Decryption of Data

A ciphering key is used by GSM to protect both algrg and user data on the susceptible air
interface. After authenticating a user on the nekwthe RAND originally from the network
together with the SIM’s Ki are sent through the A®hering key generating algorithm
producing a ciphering key (Kc). The resultant Konfr the A8 algorithm is used with the A5
ciphering algorithm to encipher or decipher datae BIM card has stored on it the A8 algorithm
while A5 algorithm is resident on the hardware leé mobile phone to allow it to encrypt and
decrypt data on the fly.

RAND -
_ A8 W c =(A5 Encrypted data
J L
K, -

Figure 2.4: GSM data encryption using a ciphering ky
2.4.5 GSM Architecture Security Weaknesses

GSM has got limitations in security issues suchlaek of data integrity and cryptographic issues
with regard to authentication and encryption alipons (Abunyang, 2007). The A5 encryption
algorithm commonly used has been reverse engine@iesl A3/A8 authentication algorithm

have been proven to be vulnerable after flaws wetentified (Abunyang, 2007; Rao, Rothagi,
& Scherzer, 2002; Van de Merwe, 2003). The secuwftynobile money is dependent on the
security of the backbone GSM components it ridedfaine GSM security is compromised this

has an effect of affecting mobile money transaetion

17



A survey has revealed that more than two thirdsnoért phone owners are yet to adopt mobile
banking applications because of security issuesifphd, 2012).The survey further states that
only fourteen percent of PC-based online bankemgéessed security based hindrance (Metaforic,
2012).The GSM standard was created in secrecy hidinthalused algorithms from the public
domain. This implies they can be attacked and comed easily if they lose this obscurity
(Chemwe, 2010). Analysts argue that a system nmdsed to scrutiny by the world’s most able
minds can not be referred to as very secure (SAfS&tute, 2001). Mobile money cash transfer

and banking application security ride on GSM sdyguhus is also affected.

Many of the valuable aspects of GSM can be attack&sM’s privacy, authentication and
confidentiality mechanisms can be compromised bwttacker with the correct tools. To break
protection an attacker needs to use active attagkgsh is base station functionality. If the

attacker can decrypt GSM traffic i.e A5/1 and Afgassive attacks are enough (Yousef, 2004).

Air interface Air interface

"o
__a )
il

Victim MS Attackers Base Station (RBTS) Legitimate Base Station (BTS)

Figure 2.5: Mounting a man in the middle attack (Yasef, 2004)

The cryptographic algorithms used to encrypt GSaffitr are cryptographically weak and can
be cryptanalysed in real time affecting confidditia (Matuszewski, 2012). Though
cryptanalysis of A5 algorithm is difficult and raggs huge amounts of computational power,
GSM does not provide satisfactory security for sseith valuable information to communicate
(Yousef, 2004). GSM security functions are adeqémt@ormal cellular communication but are
however not suitable for mobile commerce applicatidraversing these networks (Van de
Merwe, 2003). Mobile money falls in this categoAn additional layer of security would be
advisable for such users.
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GSM has one way authentication which allows falselstations to be setup as shown in Figure
2.5. It is only the network that authenticates bssuber who attempts to log on to it but the
subscriber has no way of checking the legitimacthefnetwork they are connecting to (Toorani
and Beheshti, 2008). The presence of communicatiddSM does not identify the originators
uniquely (Gold, 2011). The wireless infrastructdihat terminals use to access the network
makes these technologies vulnerable to attack ¢R&zd Brookson, 2014). The ubiquitous

nature of wireless networks make GSM very susclkptib

It is technically feasible to perform man in theddie attack by creating a rogue base station
(RBTS) to fool a mobile station as shown in Figdr. When a mobile station is turned on it

orients itself with the network by synchronizingalf in frequency and time then reading system
cell data from the BCCH (Yousef, 2004). The molstation finds the frequency where the

FCCH, SCH and BCCH are being transmitted.

GSM requires that a base station transmit somethisgery time slot of the base channel which
is the broadcast carrier. Base channel is the nktlweacon that contains the FCCH, SCH and
BCCH. If a base station tasked with broadcastirglthse channel fill its time slots the power
density for its frequency becomes higher than drith@other channels which may utilize only a
few of the allocated eight. This uniqueness oflitase channel makes it simple for an attacker to

pick the right frequency (Yousef, 2004).

Since a mobile station looks for physical chanméth the highest power levels, an outsider who
can transmit dummy outbursts more frequently cah domobile station. The attacker will then
manage to control traffic between the mobile statiad the real network as well as messages in
the other direction.

The attack described above is called man-in-thedlaicattack. It allows the attacker to
eavesdrop, modify, delete, re-order, replay, siggand user data messages exchanged between
the mobile station and the legitimate network (Gada001). Mobile money users who use

GSM to transmit alerts for financial transactioas ¢all prey to this kind of attack.

GSM does not use public key encryption citing spesiies but public key cryptographic
approach is the best way of authentication andrseguhe communication used on financial

transactions (Khan and Ullah, 2010). Today theranisncrease in computing power accessible
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at lower cost meaning cryptosystems must be ableedcst brute force attacks which were
thought unthinkable in the pagthe algorithms should be the source of strengthtimetkeys.

GSM takes ciphering of information sent over the a8 one of its security aspects but the
ciphering algorithms for data encryption are wedMatiszewski, 2012). To enable trust of

terminal identity in MFS public key encryption dssgvn in Figure 2.6 is essential.

Mobile money systems require special security wienmminals can trust each other. The public
key cryptography authentication shown in Figure 2ré&ables terminals to trust each other

therefore making mobile money transactions secure.

MS VLR HLR

Identity Message

A\ 4

Authentication Information

A 4

Authentication

Forward Authentication Acknowledgement

Acknowledgement

A

Figure 2.6 : Public key cryptography authentication(Khan and Ullah, 2010).

Even though it is possible to implement the enéd-encryption of mobile communication
using Public Key Infrastructure (PKI) the prohibéifactor is the complexity of setting up the
infrastructure and the fact that most users of fegfiiones are not well versed in cryptographic
procedures. Users may become overwhelmed when facttd public and private keys,

certificates, signatures and revocation lists (Bn®chridde, & Freisleben, 2008) .

Cryptanalysis take advantage of the fact that srack the structure pattern may ‘survive

encryption’ and be readable in ciphertext. Thisploale will make it possible to deduce the
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plaintext or the key especially in COMP128. Thidl whable an attacker to get the secret key of
a GSM subscriber (Barkan, Biham, and Keller, 2083).and A8 use COMP128 algorithm and
are used exclusively the world over. COMP128 wasled in April 1998 and another named
COMP128-2 was developed in mitigation. However tloieghe costs involved coupled with

ignorance most mobile operators are still usingdnged algorithm.

To monitor the movement and call patterns of a guibsr an attacker needs to know the IMSI
and TMSI of the mobile station. A mobile stationrfpems an IMSI attach each time it is
powered on to indicate the IMSI as active on thievagk (Dammann, 2011). A network has the
capability to request for identification informatidrom a mobile station by making use of the
identification procedure whenever it fails to idgnta mobile station using the TMSI. The
network transfers the IDENTITY REQUEST messagehtrhobile station asking it to transmit
a specific identification parameter using the IDENY TYPE information element (Yousef,
2004).

GSM does not use message authentication to chechkrtgin of a message on the radio link
(Gadaix, 2001). Attackers can use a device knowanaviSI-Catcher which masquerades as a
base station to collect the IMSI of users in aga@yea by advising the holder of an unknown
TMSI that the TMSI is invalid thereby triggeringetimobile phone user to send the IMSI again.
The IMSI-Catcher can be used to track or even &easpecific user using the signal strength

and propagation delay (Dammann, 2011).

With this IMSI the attacker can get the TMSI whighl enable the attacker to pair the IMSI and
TMSI for unique identification of subscriber thus &ble to track him/her. Since TMSI is offered
encrypted the attacker can suppress the encrypffofooling the mobile station and the real
network to believe that they are using incompatésieryption capabilities therefore A5/0 which
means no encryption (Yousef, 2004). In mobile motteg can be used to target a prolific
customer by possibly monitoring their movementdind a time they are offline then replace
their SIM card so as to perform transactions usiveyr account. The card can even be cloned
and anytime the legitimate subscriber goes offtlme cloned one is switched on so as to avoid

duplication detection by the network.
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An attacker who captures a mobile station can sgassmark information on behalf of the

captured mobile station informing the network abastciphering capabilities. The attacker
sends a message to the network indicating thantanly use A5/2 or A5/0 (no encryption).

Later on when calls are made by the specific captunobile station, the network will cipher

using the earlier specified methods preferably ASIbe attacker does this to suppress
encryption between the target user and the trueankt(Gadaix, 2001).

An attacker who has captured a mobile station ask the mobile station to inform about its

ciphering capabilities by sending it a CLASMARK EN@RY message. The mobile station then
responds with a CALSSMARK CHANGE message that dosta mobile station classmark 2

information element. On receiving the CALSSMARK CNBE message the attacker edits the
parts that have to do with encryption capabilitee$ool the network into believing that A5/1 and

A5/2 are not available to the mobile station. Tisigslone by altering the bits used to indicate
encryption algorithm availability for A5/1, A5/2 diA5/3 to 0 as 1 indicates availability.

The attacker then passes the edited classmarkmafmn to the unsuspecting network. The
network may decide to establish an un-ciphered ection, after which decision the attacker
relinquishes connection with the true network amgersonates the network to the target user.
From this point onwards all the messages transfebetween the mobile station and the

legitimate base station will not be encrypted allaythe attacker to eavesdrop.

A subscriber roaming in a foreign land will requastall establishment process when they wish
to make a call. The serving VLR of the foreign netkvdoes not have the Ki of the subscriber
hence request for authentication information frév@ home network of the subscriber (HLR).
Five triplets of RAND, SRES, Kc are then sent e tiosting network’s VLR and it authenticates
the visitor. Only one set of the triplets is useithwour being retained for future use to avoid
guerying the HLR so often. There is no guaranteeever that the hosting network or personnel
administering the databases containing such infoomavill be wholly ethical and not think of
making financial gain using unorthodox means likkirsg the data.

All networks based on 3rd Generation Partnershipeet (3GPP) standards like Universal
Mobile Telecommunications System (UMTS), Generalkea radio service (GPRS), Enhanced
Data for Global Evolution (EDGE) and Long Term Ewabn (LTE) resort back to a basic 2G
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(Global Systems for Mobile Communications, GSM) mection when connection on 3G and
beyond can not be achieved (Jover and Giura, 2Rejsons for this fallback are usually an

attempt to balance traffic or because receptiotherdesired radio band is impossible.

It is known that 2G networks provide weak encryptiand are not secure (Al-Muhtadi,
Mickunas, & Campbell, 2002) . The lack of dual auttication in GSM creates potential
security breaches. The fall back to 2G networksothices potential security breaches like the
jamming attack (Jover & Giura, 2013). This is agbit by deliberately transmitting radio signals
to disrupt communications to make a cell phone tlaidetect any '3 Generation (3G) base

station forcing a fall back to GSM for network asse

Another way to break the security of GSM just likeny other systems is through social
engineering. Foolish as it may sound, an attacker pretend to be a repair man and enter a
suitable building then install a wire tap. It is@lvery possible that the attacker can bribe an

engineer to do it for him or give him all thesKor all subscribers of the network.
2.5 SIM Card Security

SIM cards are the de facto trust anchor for motbéeices worldwide but are vulnerable to SIM
cloning® which is a great threat (Matuszewski, 2012; Virc@013). These SIM cards associate
mobile devices with phone numbers, protect the taabentity of subscribers and store payment
information in NFC-enabled phones and mobile wal(@gtincent, 2013). A subscription can be
cloned by having access to the physical card or theeair interface (Brookson, 200%)loning

a subscription over the air requires base statiaotfonality (Yousef, 2004).

In the case of GSM mobile money that make usdMfTolkit one of the security strengths lie

in having the physical SIM in person. Once the $#Wd is cloned it will appear as if it has been
replaced hence the MFS platform will allow the neavd holder an opportunity to key in a new
personal identification number (PIN). This will@l the attacker to freely perform transactions
as if they were the legitimate owner of the acco8i¥ cloning is thus a great danger to mobile

money over GSM.

4 http://www.wisegeek.org/what-is-a-sim-clone.htm
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There are over 7 billion active SIM cards in userldwide making the SIM a widely used
security token whose security is based on nothisg ether than what the manufacturers claim
(Nohl, 2013). SIM cards are extensible through @msfava software administered using over-
the-air (OTA) updates deployed via SMS. Though thigensibility is rarely used currently its
existence poses a critical hacking risk (Srlabs,320Extensibility is the ability to add new

software functionality to the SIM cards.

The OTA commands like those used for software g®late cryptographically secured SMS
messages delivered directly to the SIM. Whilst éhexists state-of-the-art Advanced Encryption
Standard (AES) or the outdated 3DES algorithm fdA®nany SIM cards use the 70s- era Data
Encryption Standard (DES) cipher (Srlabs, 2013)SKeys have long been considered to be
insecure with Nohl's method managing to comprontieeencryption within two minutes on a

standard computer (Vincent, 2013).

An attacker starts by sending a binary SMS to getadevice in order to derive a DES OTA key.
A SIM card does not execute an improperly signedd@®mmand but responds to the attacker
with an error code carrying a cryptographic sigrmatinat is also sent over binary SMS. This
plaintext signature tuple can be resolved usingisbow tablé to a 56-bit DES key within two

minutes on a standard computer (Nohl, 2013).

The DES key obtained enables an attacker to sermeéctly signed binary SMS which can
download java applets on to the SIM card. Javaepmin a SIM card are amongst other things,
allowed to send SMS, query telephone location ahdnge voice mail numbers. These
capabilities can be exploited if availed to a malis user. Nohl in his research also noted that
the Java sandbox of at least two major SIM cardleeshare not secure (Srlabs, 2013). A Java
applet can break out of its realm to access theofdbe card which allows for remote cloning of
millions of SIM cards including their InternationMobile Subscriber Identity (IMSI) and
authentication key (Ki) together with payment imf@tion stored on card. Over 750 million
users around the world are affected by SIM cloifiagmar, 2013).

In the telecommunication business subscribers déisa their SIM cards for different reasons

prompting mobile network operators to offer reptaeat SIM cards. Depending on how

> http://www.project-rainbowcrack.com/
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rigorous the SIM replacement processes are in ahgtke authenticity of credentials presented
by the SIM replacing subscriber, chances are atlat can replace a SIM that belongs to a
target. Until such a time as and when the legittrsibscriber raises alarm, the attacker can
access the MFS account of the victim. This is dasgflgctrue for SIM Toolkit based MFS

services like NetOne’s OneWallet because they oiésv PIN prompts for every SIM swap.
2.6 Handset Security

In addition to the security concerns posed by G&M,mobile stations used by subscribers have
their own security concerns. This broadens theclattsurface (Metaforic, 2012). Threats
targeting smart phones and tablets have reachet lewere they pose meaningful challenges to
users and service providers (Juniper Networks, ROM&lware threats to mobile phones is

anticipated to grow as functionality of mobile plesns enhanced (Yan, Li, Li, & Deng, 2009).

All popular mobile operating systems are similathat they support some kind of mobile device
management (MDM). The devices only differ in theywhey support MDM. Some mobile
operating systems have device-native capabilitiedevothers require third party MDM agents.
For users of smartphones and tablets manageatidipgnded on the mobile operating system
capabilities.Ultimately, security depends on device make andehadd the mobile operating
system and version (Phifer, 2013). Mobile deviceduand mobile operating system used is of

importance to mobile money users.

There are numerous factors on which resistanceotiilenoperating systems to malware depend.
Users should be concerned about the history ofpgnstore (app store provenance) and should
not install applications sideloadeffom less trustworthy sites. Preventing instabiatbf public
applications from sources that are not trustedgragen to be an effective malware deterrent
measure basing on results from Apple that exegtst ttontrol over the iTunes App Store in
comparison to the more relaxed Google Play Stoezsight that caused an increase in Android
malware (Phifer, 2013).

Mobile devices and applications have become cliticathe lives of people. They are now

ubiquitous and produced in volumes such that inl28lbne mobile handsets shipped were 1.6

6 http://searchconsumerization.techtarget.com/definition/sideloading
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billion with 66.9 million tablets (Juniper Network®012).This high volume of devices gave rise
to a wide range of possibilities for users to iattrand manage personal data while mobile.
Smartphones are becoming the major means for péo@lecess information or share it. These
opportunities however open avenues for hackerga(Jbrawson, & Omar, 2012). Malware is

increasing at an exponential rate.

Mobile malware has become smarter and new techpalogmobile phones has brought new
breed of attack. Google Android platform is thedast hit because of its dominant share in the
market and lack of control over applications in tAedroid application store (FBI and
Department of Homeland Security, 2013). Most us#rsmobile money over GSM in sub
Saharan Africa have handsets that use this molpkerating system therefore would be

vulnerable to attacks on Android.

Malicious actors continue to find new ways to explulnerabilities and human behavior.
Application stores are becoming the delivery pahinfected applications as more and more
users are downloading applications. The numbepplieation developers has surged and so has
that of attackers. Juniper MTC reports an evolufrom ‘more sophisticated, complex and deep
attacks to attacks that are light weight, fast application based (Juniper Networks, 2012).

In the PC world malware consists to a greater ektnspyware, Trojans, worms and viruses
while for mobile devices most of the malware is wpse and Trojans which come as
applications or functionality hidden in applicatsorThere are more malware samples for PC as
compared to mobile malware for the sole reason Rt@atmalware needs to evolve to remain
potent against anti-malware capabilities availavnd’Cs (Yan et al., 2009). PC security vendors
add identifying signatures to pick malware they lddwave discovered, thus an attacker needs to

modify their malware to circumvent detection thgrebeating more malware sample.

However mobile malware is a cause for serious putmncern since the population of mobile
phones is greater than that of PCs and a greateberof these mobile devices lack end-point
anti-malware solutions as yet. There were 96% odrgghones without pre-installed security
software in 2012 (Jorja et al., 2012). Malware arstsimply create malicious applications which

they post to application stores waiting for a usaunwittingly download and install.
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Even though operating system developers like Agpld Google now have the capacity to
remotely remove malware from devices that downldaddrom official application stores, a
workaround has been found by malware developetsntiodifies versions of common types of
malware to escape removal. Moreover downloads tiemweb and other third party sources are
not mitigated by this remediation from Google arngpke (Juniper Networks, 2012). Most users

use these third party application stores.

Prior to 2011, the majority of malware targeted Mo8ymbian and Java ME devices but now

there is a great shift towards Android. The stiagsare as shown in the Figure 2.7 and Figure 2.8
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Figure 2.7: Percentage malware by mobile operatingystem in 201qJuniper Networks, 2012)

Android began to attract a huge share of the ma\aéter 2011. The malware patterns changed

to proportions shown by Figure 2.8.
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Figure 2.8: Percentage malware by mobile operatingystem after 201X Juniper Networks, 2012)

A study found that from 2009 to 2010 the vulnernéibs in mobile operating systems rose by
42% (Ruggiero & Foote, 2011). The Juniper MTC idfead that there was a 155% increase in
mobile malware across all platforms in 2011 as cameg to 2010 showing a high level of
maturity for the emerging threat. Android was mpsiffected by a form of malware called
spyware in 2011. Spyware has the ability to capame transfer data such as GPS coordinates,
text records or browser history without providing explicit means for the user to identify the

application’s actions (Dimov, 2013).

Another form of malware that affects mobile devic®$SMS Trojans and accounts for 36% of

mobile malware. These run quietly in the backgrouatahdestinely sending SMS messages to
premium rate numbers owned by attackers. In additooutright malicious applications meant

to steal information or money from user, there al® many suspicious applications that
compromise privacy by sharing information with adtparty (Wright, 2012).

Juniper MTC noted that, 30.0% of applications cdiain device location without user’s
permission, 14.7 % of applications request permissthat can allow them to initiate phone calls

with the user not knowing, 6.0 % of applicationguest ability to scan accounts on the device
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including email and social networking sites, ar®l%. of the applications were able to send SMS

messages without user consent.

The ability of malicious applications to perfornagtiestine actions on a users’ handset presents
a huge security challenge to mobile money appbaoati In addition to challenges presented by
the GSM network the handset the subscriber usegpi®an extra attack surface.

2.6.1 Google Android: The Advantages and Risks ofdpularity

To get a general idea of the extent of the threahobile money brought about by the mobile
handset the subscriber uses, the most popular enopirating system, Google Android, was

used.

The rapid rise of Google Android operating systetioion made it so popular overtaking
strong incumbents like RIMs BlackBerry and Appl&XxS. Since its release in 2007 until the end
of 2011 its market share grew to 46.9% with therestacompetitor, the iOS platform coming
distant second on 28.7%. The open nature of therddhdplatform and the Android market
simplified it for developers to bring applicatiottsthe market quickly, such that there was half a
million published Android applications and 10 hali application downloads in 2011 (Juniper
Networks, 2012).

The majority of malware programs have Google Aralas their main target because Android is
the most popular mobile operating system and dgeet can easily distribute applications
through the Google Play application store (Jorjaalet 2012). The same traits that make it
succeed have created new risks. Juniper MTC folumidnbalware targeting the Android platform
rose by 3.325% to 13,302 samples in seven consecutonths of the year 2011 (Juniper
Networks, 2012). Potential attackers look for hrgturn on investment and naturally target the

largest audience in the same manner Microsoft Wirsds targeted in the computing world.

Android’s open application market place simpliftae way attackers reach victims. The official
Android Market allows developers to post applicasicand have them available immediately
without vetting to block unwanted applications (Riggo & Foote, 2011). Though Google has

been quick in removing malicious applications frim official market place, the detection and
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deletion process takes days by which time a suftdesack would have occurred (Juniper
Networks, 2012).

The ability of Android devices to download conté&nom anywhere is a huge security negative.
This has seen the sprouting of unofficial thirdtpapplication stores that make no effort to rid

themselves of malicious applications.

Android has challenges when it comes to updatim@jterating system. Its open source model
relies on mobile device manufacturers to push #ycpatches through the devices. Controlling
the operations of device manufacturers is not Ig@asiSome device manufacturers build
customized versions of the Android operating systinms certain devices either fail to receive
or have to wait to get security updates. This iggplhat even patched security vulnerabilities or
new security features may not get to all devicesleeng them less secure (Juniper Networks,
2012).

2.6.2 RIM’s BlackBerry and Other Platforms

Malware targeting RIM’'s BlackBerry and Nokia's Sy and other major operating systems
continue to grow albeit at a slower rate than pflackBerry devices were found to be infected
by Zeus Trojan. Devices affected by this malwarabéed criminals to obtain user credentials to
initiate online banking sessions. Mobile devicasning Symbian Series 60 platform are affected
by a Bluetooth worm called Cabir if they are leftdiscoverable mode (US-CERT, 2010).

Other major mobile platforms still have the thre&imalware though the threat is growing at a
rate less than that of Android. There were 3851 nalicious Java ME samples collected in
2011 showing that even though Symbian and Windowbilen devices dwindled in the market
compared to Android and i0S, there exists enougirsut attract the attention of Java ME
malware developers (Juniper Networks, 2012). UsE@GSM mobile money use mobile stations

that make use of these mobile platforms thus ayeeto threats that target these platforms.

GSM mobile money makes use of SMS platforms. Thkeea ithat most of the mobile platforms in
use by a majority of mobile stations have a chaotdaving malware sending SMS text
messages originating from them without the usedssent means the inclusion of an SMS

component in GSM mobile money transaction flows lbarexploited (Juniper Networks, 2012).
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SMS was meant for users to transmit non sensitivermation over GSM without special
emphasis on issues like data confidentiality, mudwghentication, end to end security and non
repudiation (Abunyang, 2007)here are SMS simulators that can send an SMSrtegsage on
behalf of a user, for example those developed USM& gateway software like OzekiNG. This

is referred to as message spoofing. To accomplesh attacker sends messages that appear to be
from a legitimate user by simply editing the origior address in the field in the SMS message
header (Abunyang, 2007). The originator field canchanged to another alphanumeric string

thereby enabling masquerading attacks.

The SMS centre servers hosted by mobile networkabpes store copies of SMS messages
(Abunyang, 2007). This property coupled with théadé plaintext data format of SMS implies
that any person with access to the SMS centre iseae easily see sensitive information.
Encryption in the GSM system exists only betweenrtiobile phone and the base transmission

station with end to end protection being currenthavailable.
2.7 Mobile Money Uptake Rate in Africa and the Deveped World

Demographics and socioeconomic forces have an impaanobile money services uptake
(Penicaud, 2012)Regulation is the only external factor that candeinthe progress of the

service. Penicaud (2012) notes that following lpeattices is critical for service adoption but
there is need to adapt services to the local maxixatiext. For the service to survive in markets
with diverse demographic and socio-economic cirdanmes operators need to design the

product to fit the specific market needs.

The uptake rate of mobile money has been skewdzhiijyoin favour of the developing world.
Six of the eight fastest growing mobile money pdave are in East Africa (Smart City
Magazine, 2013). Developed nations have more siessrwith smartphones which demands a
more sophisticated service such as can be attaisied technologies like NFC and QR codes
(Smart City Magazine, 2013).

In the United Kingdom 23% of consumers are williaguse mobile wallet instead of cash for
purchases (Moran, 2011). This figure rises to tiwods if the survey is conducted amongst
smartphone owners only (Boden, 2014). Above halthoke interviewed would use a mobile

wallet if their security concerns were addresseahgi$ City Magazine, 2013). Only 15% of
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consumers would use it for larger payments with ria@ainder wary about security. These
findings indicate that security and the enablinght®logy are key factors which need to be

addressed if mobile money uptake is to improvdéendeveloped world.

The mobile money ideology has been around in deeelmations for some time but the demand
for adoption has been absent. People can easigsadianks, ATMs, online banking and other
financial services thus mobile money has beendpggaling and not a necessity. Rich nations
have cash machines, credit cards, internet bantkiagefore do not see the need for mobile
banking (The Economist, 2012). Developing natiolke Kenya have populations with less

access to traditional banks and infrastructurendeudeveloped. This has driven the massive
embrace of mobile money (Cheney, 2008). In devalppiations mobile money adoption has

more to do with convenience than need for the ser{Cheney, 2008).

A tenth of the population say they may use theviserin the future while 36% of those

interviewed were ignorant of the cashless paymapélilities available on their mobile stations
which make use of the near field communication nettgy (Moran, 2011). The anticipated

benefits cited by most of those intending to useCN#habled mobile wallet in future was
convenience to pay, speed in paying and the adyarg&not carrying cash and credit cards.
Reasons cited for unwillingness to use mobile paynaere satisfaction with current payment
methods and fraud and security concerns (Moranl 201

The major reason why subscribers are not anticigatsing mobile payment options in future is
that they are content with the way they transaegt.rfaixty seven percent of the population has
no plans to use mobile money in the future. Any rieshnology will always face consumer
concerns ranging from data security, changing obilaqrovider and the reversal of mistaken
payments which are genuine worries that must Imeirdited first for consumers to adopt mobile
money (Smart City Magazine, 2013).

There are bankers who feel that mobile money aaddhiess banking is a direct challenge to
basic norms of banking and they are against tieia.idhey feel that they have to be selective of
their customers so as to serve higher value cussomstead of the general masses. They find
retail payments and money transfers as unintegestisues. Mobile money will reduce the
profitability of these bankers therefore they agaiast it (Mas, 2013).
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Mas (2013) noted that if mobile money in its elentc form does not connect with the way
people use their money it will not be accepted psraary mechanism for holding value by most
people. He also notes that as long as people centmbe in possession of cash rather than the
electronic money retailers will be unwilling to eakayments in electronic money. If the general

populace learns to hold electronic money then sholbslso use it.

There are a range of mobile wallet products thatb&ing introduced to the market with the sole
aim of persuading the developed world to use moiitsney. Such products include Google
Wallet, Apple’s PassBook and Visa. They are alingyharder to get a satisfactory share of the
mobile money market. Sayid (2012) notes that tihersd to make the service secure, accessible

and less difficult to operate to increase the uptaite.

The explosive growth of mobile payments has bedicen in the developing world mainly
because of the fewer options to cash availableesda markets (Jimenez and Vanguri, 20A0).
large number of trials lack the size and connestionthe financial ecosystem needed to succeed

in areas where there is no banking or telecommtinitapresence.
2.7.1 General Factors Affecting Uptake of Mobile Moey

Accessibility is a key factor in the choice of aywvto send and receive money (Tobbin and
Kuwornu, 2011). Perceived usefulness and easeeoérgsalso very important factors of system
adoption and use (Tobbin and Kuwornu, 2011). Rebedone on the adoption of mobile money
can be seen as the same when compared to reseawwbuply done for mobile banking and

mobile payments. This makes it possible to argws th-banking and m-payment adoption
determinants can be applied to mobile money (Tolboh Kuwornu, 2011). There are a number
of models that have been used by scholars in #tévdenty years to come up with determinants

of technology adoption which also apply to mobilermay (Nzoutchoum, 2012).

There is the diffusion of innovation theory (Dothe technology acceptance model (TAM),
theory of planned behavior (TPB), the extendedneldgy acceptance model and the unified
theory of acceptance and use of technology (UTAURE premises under which the models are
established are key to the adoption of any teclyyo{dlzoutchoum, 2012; Tobbin and Kuwornu,

2011). Mobile money services studies have shown tthe application of these information
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systems theories and models have included valuedanhbbile services (Tobbin and Kuwornu,
2011).

Perceived usefulness and ease of use are the psemmsler which TAM is established (Barati
and Mohammad, 2011). Perceived ease of use isedefis the degree of effortlessness in using a
certain system. TAM has proven to be a useful #tezal tool and has received extensive
empirical support through validations, applicatioasd replications (Tobbin and Kuwornu,
2011).

Diffusion of innovation theory (Dol) is another thaan best explain consumer behavior towards
a new technology. Innovation is an idea, objegbraictice which an individual or adoption unit
considers new, while diffusion is the process ahpwnicating and spreading the innovation
among members of the adopting set. Basing on tihefsaitions innovation diffusion is attained

by how a social system accepts and uses a technolog

Innovation according to Rogers (1995) has the Walg characteristics, relative advantage,
compatibility, complexity, trialability, observaliy. Relative advantage is the extent to which an
innovation is better than the predecessor pracBospatibility is how in line the innovation is
with what people do.

Complexity is how difficult or easy it is to useetBystem. Trialability is the degree to which one
can experiment with the innovation before makindeaision to adopt or discard. Observability
is how the innovation results are noticed by others

: Early Late
nnovators Majority Majority

Early
Adopters Laggards

Figure 2.9: Multi-Step Flow Theory Diffusion of Innovations Theory(Rogers, 1995)
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Rogers explains the dynamics that occur wheneveplpeadopt a new technology using the
innovation adoption curve (Sahin, 2006). He furtivetes that there armnovators, early

adopters, early majority, late majorigndlaggardsin the adoption curve model.

Innovators are the brave people who pull the changele the early adopters are those
respectable people, opinion leaders who try out ieas in a careful way. The early majority
comprises of the thoughtful people who are carbful still accept change more quickly than
others. The late majority is the group of skeptjpabple who use new ideas and products after
seeing the majority using them. The last grouagghrds is that group of traditional people who
care about the old ways and are very critical of rdeas such that they will only embrace them
when they become widely used or mainstream (S&@i@6). Mobile money services adoption

may also follow the pattern described by the intioves adoption curve.

Adoption of mobile money is slowed down by insu#fitt understanding of the services
(InterMedia, 2013). Amongst the top three reasatesl dy respondents for not using mobile
money in Tanzania, 13% cite lack of awareness attmuservice while 12% cited insufficient

understanding of mobile money (InterMedia, 20133agke barriers may also be noticed when
innovation is not dovetailing with existing workfls, practices or habits. This is the most

common cause of consumer resistance to innovatrautchoum, 2012).

The constructs that support TMA and Dol are similrd the models are considered
complementary. Relative advantage and perceivefiilness from Dol and TMA models are
examples. If mobile money can positively follow stmcts that support these models it will be
adopted (Tobbin and Kuwornu, 2011).

There are also other constructs that are considempdrtant for the adoption of any system,
mobile money included. These are perceived trug}, (Perceived risk (PR), perceived privacy,
and transactional cost (TC) (Tobbin and KuwornulI)0 Mobile money products should
possess these qualities if they are to be adoptezke constructs have got a security inclination
meaning security is also an important aspect censttlwhen choosing a mobile money service
for adoption (GaneshSankar, 2011).

Higher perceived usefulness leads to a higher bebl@l intention to use mobile money

(Tobbin and Kuwornu, 2011Rerceived ease of use in mobile money encompasgesration
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procedures, ease of use of the payment procediesgsr steps required to make a payment,
readily available customer services, correct scrgier and input capabilities and a readily
available agent network. The product must be abllar compatible with phones with basic

features and software.

According to Tobbin and Kuwornu (2011), studies eltefore concluded that perceived ease of
use is the main factor that determines consumeavbetral intentions. If mobile money is easy
to learn and use it will be adopted. Another engplristudy by (Yu, 2012) found intention to
adopt mobile money to be significantly influenceddwmcial influence, perceived financial cost,

performance expectancy and perceived credibilith&t order of influencing strength.

Conversely, Tan and Teo (2000) argue that attialdind perceived behavioural control factors,
rather than social influence play a huge role ftuencing internet banking. Other factors they
found include compatibility, trialability, risk, stomer confidence in service usage and

government support for electronic commerce.

The adoption of mobile money requires a certairll®f financial understanding for customers
to be able to compare and evaluate the financadymts on offer, such as saving products, bank
accounts and payment instruments (Nzoutchoum, 20123 means dealing with mobile money
needs a basic level of financial literacy from plmw income end users. (Nzoutchoum, 2012), in
a study conducted in Uganda, noted that the mawess considered by respondents in using
mobile money are speed, safety, cost-effectiveaess accessibility of the service whenever

making a saving or transferring money.

David and Penicaud (2011) noted that around 15%haifile money projects lead to successful
service usage. The frequency of use of mobile masenly 3% to 4.5% (Cobert, Helms, and
Parker, 2012). The issues that dissuade users &dwpting mobile money as noted by the
Ugandan populace are unstable mobile money netaotatform from the provider, liquidity

constraints on the part of agents, poor customer @ad inefficient registration in that order of

relevance (Nzoutchoum, 2012).

The customer’s intention to use a mobile technolisgyependent on the mobile experience the
customer possesses and the technical support gtenoer receives when using the mobile

technology (Chung & Kwon, 2009). The customer’s it@lbanking experience and the
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technical assistance rendered by the provider asseciated with perceived ease of use and
perceived usefulness (Chung & Kwon, 2009). Mohileney systems need to be easy to use and

useful to the subscriber for them to be adopted.

Mobile experience according to Chung and Kwon (2089defined as a customer’s general
experience with services found on the mobile phsareh as short messaging service (SMS) and
gaming. Experience is deemed to boost a user'sidsrde in their ability to use technology
gadgets in supporting their task performance. Aamaser’'s experience is vital in understanding
their perceptions, attitudes as well as behaviouechnological surroundings. A user who uses
mobile internet and views it as dovetailing witts thier lifestyle is more likely to adopt mobile
banking and thus mobile money (Chung & Kwon, 2009).

The Rasch model that looks at the probability ofralividual facing challenges on performing a
particular mobile banking task with respect to itheividual’s ability to generally adopt mobile
banking assumes that individuals with lower abibiye more likely to experience difficulties
than individuals of higher ability (Pallant & Temmta2007) . This is in agreement with Chung
and Kwon (2009) who view experience with technataggadgets as having a role to play in the
adoption of mobile money. Technological awarensghus a significant factor in mobile money

adoption.

Dube et al (2011) in a study looking at the chanfaced by banks in Zimbabwe in promoting
the adoption of SMS banking noted that the maimeds on adoption of banking technological
services is mainly to do with accessibility andoaffability in developing countries. The study
noted the need for increased awareness campaigmstwe customers know about the existence
of SMS banking services. Mobile money services neddllow suit to lure subscribers (Dube et
al., 2011). There is need to make the service @dtale and accessible as well as make customers
aware of the existence of the services. Uptakénahtial intermediation technology is affected

by cognitive and unfavorable economic issues (GanisWalden, & Bouwman, 2006).

Numerous scholars and researchers agree that dbitiyatwhere a product dovetails with the
lifestyle of a user, perceived usefulness, and aisk significant indicators of mobile banking
adoption. Compatibility has a strong direct effectmobile banking adoption and is the biggest

antecedent for perceived ease of use, usefulnedsparceived credibility (Koenig-Lewis,
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Palmer, & Moll, 2010). Perceived trust and credipibre important aspects in diminishing the
perceived risk of mobile banking. Mobile money seg8 should also manage their perceived

trust aspects and credibility to have a reducedgpeed risk score so as to be adopted.

The uptake of mobile banking and consequently meoliloney is affected by perceived
credibility which is defined as the belief that argmer is trustworthy and has the required
expertise to carry out transactions (Erdem & Sw20i4). Perceived credibility is the degree to
which a would be user is convinced the service Wl free of security and privacy threats
(Wang, Wang, Lin, & Tang, 2003). Reduced perceigestlibility makes users fear that money
or personal information may be made available todthparties without their consent or

knowledge in the process of using mobile bankingafh & Lin, 2005). Perceived credibility

and consequently perceived security has a signifipasitive effect on the adoption of mobile

money services (Wang et al., 2003).

Saleem and Rashid (2011) agree that the concermsistbmers on security and technology
reliability issues are hugely significant when d@nees to service adoption. Security issues are
important to potential users if they are to adopt@bile money service (Yang, 2009). System
configuration security and basic fees for mobilekiag web connections were found to be the
primary factors causing resistance to mobile baplddoption (Yang, 2009). Concerns around
risk and security issues do stall adoption of nelanking and related systems like mobile

money (Brown, Cajee, Davies, & Stroebel, 2003).

A subscriber who wishes to adopt mobile bankingforged to think about issues relating to
privacy, password integrity, encryption of datackiag and the protection of individual
information (Benamati & Serva, 2007). Customerd @&ito consider information loss during
mobile banking transactions done using mobile phai@aforet & Li, 2005). Most scholars
whose work has been reviewed to this end are ipeagent that perceived security plays a

significant role in the adoption of mobile bankiaigd consequently mobile money.

The main consideration made by customers to swhelr financial activities to the virtual
channels is security (Martin, 1998). The key deteamt in a consumer’s decision to adopt
online banking products and consequently mobile eyois perceived security (Roboff &

Charles, 1998; Sathye, 1999). Service versatibtyalso important in attracting customers to
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mobile money (Saleem & Rashid, 2011). Service \#itgais related to service usefulness.
Saleem & Rashid (2011) thus agree that serviceulmseSs is important to mobile banking

systems.

Lee (2013) showed trust and perceived risk to lbectliantecedents of intention to use a new
technology service. Research work done around tdvhas shown that trust and perceived
risk are critical factors in understanding the aeoner's acceptance of information
communications technologies (ICTs) in the e-businesvironment (Featherman & Pavlou,
2003). Trust and risk are issues related to sgcaspects of a system. Mobile money, as a subset
of the ICT systems, needs to copy the attributas tieke other ICT systems adoptable to the
users. This implies mobile money services shouldrbgtworthy and attempt to minimize the

perceived risk aspect.

Scholars and researchers whose work has been exViéw this end have pointed out the
importance of perceived security, perceived useksnperceived cost and perceived ease of use
in affecting the behavioural intention to use newhhologies and thus mobile money. Users do
not want to use systems that expose their perstatalor money to risk. Users want affordable

mobile money systems that are easy to use and thakedasks easy to accomplish.
2.8 Comparison of the USSD and STK Mobile Payment&chnologies

Giving subscribers an STK application is like giyithem a dedicated terminal looking at this
from a security perspective (Kabweza, 2012; Mike2€112). USSD is less secure than STK, for
instance it displays customer personal identifasathumber (PIN) in the clear whereas STK

encrypts data using the triple Data Encryption &ad algorithm ( Lee, 2008).

Table 2.2 Comparison of USSD and STK Mobile Paymentechnologies

Technology| Secure Universally| Ergonomic | No telecommunications No User privacy
compatible | (Easy to| costimposed software
use) download
required
SMS/USSD X v X X v X
STK and v X v v * X
Java
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STK is ideal for financial or mobile commerce dgpients. In terms of compatibility USSD is
accessible from virtually every mobile phone whi#3tK, though it may theoretically be said to

be compatible with most phones it may practicadlgef challengés

In terms of ease of use STK does not require thecsiber to remember the exact string to dial
as it is menu driven. This makes it easy for custsnto use. Its drawback is that it requires the
MNO to offer a new SIM card. This has an negatigenemic impact on the mobile network
operator as the subscriber would have to obtairewa 8IM card to utilize the application
(Krugel, 2007). USSD does not require any spesifitware to be downloaded to a subscriber’s
SIM card or handset. STK based applications mayireqthat the operator re-load the
application over-the-air to all active SIM cardslve market every time changes are made to the

application (Krugel, 2007).
2.9 Summary

This chapter has looked at the GSM architecture taedway GSM works. It identified the
security concerns brought about by the nature dfi@B8e handsets (operating system/hardware)
used and the SIM cards (algorithms-A3/A5/A8). ltimed out the factors that affect mobile
money in the developed world and the developinddvdr looked at prior work done in Africa
on adoption drivers of mobile money and mobile laglor m-commerce with a view to make
this research add to that knowledge. The next enapitl outline the methodology followed to
obtain the results that were achieved.

7 http://www.advocotek.com/white-papers/TagPay%20Unique.pdf
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Chapter 3 — Methodology

3.1 Introduction

This chapter describes how the research data wekstedl. It seeks to take the reader through
the processes that were involved to collect tha datl the processes that will be applied to the
resultant data to yield the conclusions reachelt &tthe research methodology of the study that

deals with research design, setting, populatiompéaaand data collection instrument.
3.2 Research Design

The research was carried out using a quantitaggearch methodology. Questionnaires were
used in the survey. The research aimed to findstlaéistical importance of factors in the
adoption of mobile money over cellular networkseTéffect of independent variables on the
dependent variable (mobile money uptake) was esksnl. The study was done using a
guestionnaire because of the distinct advantagessiofy a questionnaire. Questionnaires are
cheaper as compared to methods like personal ietesv They allow confidentiality to be

maintained.
3.2.1 Population

A population is an accessible group of people wineat well-defined set of eligibility criteria.
For the purposes of this study, the population tt@swhole Zimbabwean populace aged 16
years and above whether they use mobile moneytoiThe idea was to capture views of those
who use the product to pick the traits they considen choosing their provider as well as get
the reasons why those who shun or do not use thedégy do so to allow for corrections in

future deployments. For this reason the eligiblpytation was huge.

According to Zimbabwe National Statistical AgenZymbabwe has a population of 12 973 808
people with over 42% of them aged 15 years andwb¢kimStat, 2012). About 55% of the
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population, which translates to 7,1 million is l€ays and above. This is the population that is
eligible to respond to the circulated questionrgaire

3.2.2 Sampling and Size of Sample

A sample is a subset of the population that iscsetefor a study. Sampling is done by choosing
some of the members of a population, in order &ehiea conclusion about the population as a
whole (Masinge, 2010).

The sample size was determined using the Assungpjiasf Normality (Mordkoff, 2011).
According to the normality assumption, all dataldsl a normal distribution as tends to
infinity or to N or asN tends to infinity or whem is large wheren = sample sizeN is
population size and a large was statistically proven to be >30 (Mordkoff, 2011). Asn

increases the dataset becomes more representliiet & Chaffin, 1996).

For academic purposes as well as taking time, resooonstraints and the lengthy of the
guestionnaire into consideration, 250 copies ofgilxestionnaire were printed and distributed. Of
these there were 179 that were responded to arelreeeived. Thirty seven (37) questionnaires
were discarded because of incomplete data entipvadid responses using listwise deletion
which states that if a record is missing on any\ear@able it should be thrown out. The analysis
was done on 142 remaining questionnaires.

Convenience or non probability sampling was emplog® the questionnaires were circulated to
eligible people. Not every eligible person had arde of making part of the sample since there
was no prior database of all eligible respondertie. researcher thus used convenience sampling

which is the rationale choice in cases were idgintgf all members of a population is impossible.
3.2.3 Data Collection

To conduct the survey physical copies of the pdrgaestionnaire were circulated in urban and
rural communities of Zimbabwe. The respondents weeenly from Harare and Midlands

provinces. Harare was chosen mainly because itpl@ where people with different socio-
economic circumstances, from diverse cultural bemkgds from almost all towns and cities of

Zimbabwe converge. From it you can find responées¢ &re far reaching without travelling
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much. Permission to conduct the survey was giveéh glearance from the ethics approval from

Rhodes University.

Sixty percent of the respondents were from Harditeey include people from EyreCourt
township (15%), Chitugwiza city (20%), Mbare Msias terminus (12%), the Central Business
District (7%), some college students from the Ursitg of Zimbabwe (6%). The remaining 40%

was derived from the Midlands province.

Harare
o Chitungwiza

Gweru
0

)
Shurugwi

100 miles

Figure 3.1: Map of Zimbabwe
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Areas deemed representative of the rural, urbarfaand setup of the Zimbabwean society were
picked to ensure research data remains crediblée wbntaining the costs of the research. It

consisted of respondents from Shurugwi town (238¢)tae central city of Gweru (17%).

The questionnaire makes use of the five point Lilsrale. Respondents can indicate their

attitudes by checking how strongly they agree sagiiee with statements constructed (Masinge,
2010). The questionnaire offered five alternatiwsongly agree, agree, undecided, disagree and
strongly disagree. Respondents would choose frasetlwhen responding to posed questions to

indicate their feelings or attitudes.
3.3 Pre-Test

Prior to conducting the survey a pilot study wadiated for purposes of validating the
instrument. This was meant to give the researchetear position on whether or not the
respondents were facing challenges in understantimgjuestionnaire. It worked as a tool to
discard and iron out ambiguous or biased questibins.pre-test was sent to ten respondents in
two batches of five. The first five participantsreeequested to provide feedback pertaining to
format, length, understanding of wording and th&lecused on the questionnaire. Adjustments
were made and the questionnaire was printed artdsé¢he last five pre-test respondents. The
responses were used to judge how the respondeatadted with the questionnaire. After the

pre-test the survey questionnaire was circulateédeavhole identified sample population.
3.4 Survey Distribution

Harare and Midlands provinces were the provincewhich the survey was conducted by the
researcher (see map on Figure 3.1). The researdbened the community authorities about the
survey before going on the ground. The researcésstad some respondents especially those
who were illiterate on how to complete the survieges the questionnaire was written in English.
English language was chosen because it is the yviggddd official language in Zimbabwe. The
researcher explained the mobile money concept mms$lated some sentences into vernacular
for the illiterate respondents and those who didurmmerstand. Anyone who was 16 years and
above was eligible to participate in the surveye Tjuestionnaire was distributed in person by

the researcher with respondents given time to cet®ghe questionnaire. Some questionnaires
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were collected as soon as respondents completdd atine were collected from a day to a

month later.
3.5 The Questionnaire

The questionnaire used in the survey had thres,gaatt A, B and C. The first part, part A, was
concerned with gathering data from users of mobitmey. The second part, part B, was a
section for those who do not use mobile money.dam to gather data on why they do not use
the technology and what improvements could makmthse it in future. The third section, part
C, was a section for all respondents. It meantatbhey demographic variables like gender, age,

work status, education level and income level.

The questionnaire sought to ascertain whether #mables deemed independent had any
statistically significance or correlation with adiop of mobile money. The dependent variable
identified in the study iadoption of monewhile the independent variables identified in Glaap

2 were perceived ease of use, perceive usefulmpesseived cost, perceived security and
perceived trust.

3.6 Data Analysis

Data from returning questionnaires was capturedtaiSPSS. The questions were grouped
according to the applicable constructs being tested statistical analysis was done on the
collected data. The dependent variable in the sisidgloption of mobile banking. The variable
was grouped into three categories: users, potens@ts, and non users. The users were those
participants who use mobile money, potential useese those respondents who do not use
mobile money but intend to do so if certain cormai e.g. security aspects are met. Non users

were those respondents who do not use mobile mamgé¥yrave no intention to use it in future.

To determine which of the independent variables thed greatest effect in determining the

outcome of the dependent variable discriminantysimalwas employed. There are three possible
outcomes to the dependent variable which are cuus@ of mobile money, intention to use

mobile money in future or no intention to use mebtioney in future. The variables analysed
were perceived security, perceived ease of useseped usefulness, perceived cost and
perceived trust.
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3.7 Limitations

The survey questionnaire was in English languadg and could possibly have affected the
understanding of questions by the respondents. Evemgh translations in vernacular were
offered some aspects have got no direct translabofocal languages hence there exists a
possibility that respondents could pretend to ustded.

3.8 Summary

The chapter explained how data was obtained. #sgan overview of the limitations that exists
courtesy of the data gathering instrument propertike language used. It explains how
reliability of the data obtained was measured aow prior checks were made to ensure the
guestionnaire was understandable to the respondérgsiext chapter analyses the data gathered

using statistical tools. To achieve this, a sofemaackage called SPSS was used.
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Chapter 4 — Analysis

4.1 Introduction to Results

This chapter presents, analyses and interpretesipmnses that were obtained on the impacts of
perceived security concerns on mobile money systadwption. The chapter looks at the
demographic information of the participants in $tedy and then concentrates on discussing the
relationship that exists between perceived secany mobile money usage. The data for this
research will be interpreted by descriptive me@nguantitative means of analyzing the data is

employed for the questionnaire responses.

To evaluate the reliability of the questionnaires used the Cronbach’s alpha. The Cronbach’s
alpha is a value that should range between 0.6lafwt it to be acceptable (Hair, Anderson,
Tatham, & Black, 1998). Values above 0.6 show thaasures have strong adequate reliability
and discriminate validity (Sekeran, 1992). If tlaage is 0.6 to 0.8 it is considered acceptable,
above 0.8 its good (Nunnally & Bernstein, 1994)li&elity and validity are important elements
in evaluating a measurement instrument. Validityasuges the extent to which an instrument
measures what it is required to measure whileb#ilyalooks at how consistent the instrument
is in measuring the intended aspects and the tevclasely associated. Cronbach’s alpha is used
to measure reliability. It measures internal caesise, which describes the extent to which all

the items in a test measure the same concept straoh(Tavakol & Dennick, 2011).

Table 4.1: Construct Reliability and Validity

Construct Cronbach’s Alpha Specification
Perceived security 0.67 Acceptable >0.6
Perceived usefulness 0.78 Acceptable >0.6
Perceived ease of use 0.61 Acceptable >0.6
Perceived cost 0.80 Good >0.6
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4.2 Demographic Characteristics

The section gives an overview on the demographicadteristics of the sample population. It
looks at gender, age, race, level of educationonme level, residential location as well as

employment status.
4.2.1 Gender of the Participants

In terms of gender 75% of respondents were maléevidainale respondents were 25%.

W male

m female

Figure 4.1 : Gender Representation
4.2.2 Age of the Participants

The age group with the highest number of resposdenas 16 to 25 years (56%), the second
largest age group was between 26 and 35 years webicstituted 25% of the respondents as
shown in Figure 4.2. The third largest age groug @& to 50 years which had 18% while 1%

were over 50 years.
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1%

m16-25
H26-35
1 36-50
W Over 50

Figure 4.2 : Gender Representation
4.2.3 Educational Level of the Participants

The level of education of the persons who took pattie research is shown Figure 4.3. Most of
the respondents had at least some basic level &alu¢89%). These comprise of 34% who

have a bachelors degree, 15% who obtained somalfeduacation, 18% who graduated from
high school, 30% who acquired diplomas, while thogh a masters degree or higher accounted

for 2% with only two (1%) without any form of forrhaducation.

2% 1%

M No formal education

H Some formal education
m Graduated high school
H Diploma

m Banchelor's degree

m Master's degree or higher

Figure 4.3 : Educational Level of the Participants
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4.2.4 Employment Status of the Participants

Respondents who are in some form of employmentuaded for 61%. These were full time
employed (38%), part time employed (14%) and seipleyed (9%). Respondents who were
unemployed accounted for 39%. Two respondents vetired accounting for 1% of respondents

while 38.0% were unemployed as shown in Figure 4.4.

1%

M Full time employed

M Part time employed
Self employed

B Unemployed

M Retired

Figure 4.4 : Employment Status of the Participants
4.2.5 Income Level, Residential Place and Race

The income level of 81.7% of the respondents wasw&SD500 per month. A paltry 5.6%
earned higher than USD1000 while the remainder 227% earned between USD500 and
USD1000. Most of the respondents were African (&§.6vith 2.8% being white. Asian and
Coloured respondents constituted 0.7% apiece. Oweethirds (68.3%) of the respondents were

urban dwellers while there were 31.7% from rurdlements.
4.3 Analysis of the Questionnaire

The method of data analysis adopted was one whateeabtained from the questionnaire had
frequency calculated to find the rate of occurreridee totality of responses to each individual
guestion was summed to identify the highest cofintourrence for each peculiar response. The

guantified responses to each question were madéalleaas a percentage and presented in
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tabular form. Depending on the point that the regess wishes to put across tables containing

one or more variables are used. Cross tabulatioartdble responses is also used.

The questionnaire was designed with a first sectia intended to identify respondents who
own cellphones and use mobile money. This madestiple for the researcher to identify
responses from respondents who never used mobitkeyrto allow classification when finding
reasons why they do not use the service and aldardasons why those who use the service do
so. The second last part of the questionnaire wesgded to distinguish between those
respondents who do not use mobile money, to $@intinto two categories i.e. those who will
use mobile money in future and those who will neg¢ it for life and get the reasons for their
decisions too. This allowed the researcher to comevith the three groups of users, potential

users and non users.
* Mobile Money Use By Participants

The first part of the questionnaire was used teerdehe who amongst the respondents are
mobile money users and those who are not. Tablshb®/s the frequencies obtained for each

group.

Table 4.2 : Mobile Money Use by Participants

Q2 Do you use mobile money?

Possible Response| Frequency Percentage

Yes 106 74.6

No 36 25.4

Total 142 100
N=142

Table 4.2 shows that 74.6% of the respondents wdslermoney. Just over a quarter (25.4%) of
the respondents do not use mobile money. The motaber of those who explicitly specified
that they use mobile money and those who also @ttplspecified that they do not use mobile
money was regarded as the totality of the sampke dudging from the fact that this is based on
the responses of the respondents other than speaullae results are reliable. The results show
that a high number of respondents use mobile money.
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Basing on the data obtained we have 106 mobileswss®t 36 who do not use. Of these 36 who
do not use mobile money 33 indicated that theynihti® use mobile money in future while 3 do
not intend to do so. These three groups will berrefl to as users (106), potential users (33) and
non-users (3) respectively. In order to get theswaa behind these actions of respondents with
regard to mobile money use and perceived secwsgyess, their responses will be analysed
separately and a conclusion will be made on eamhypgr

4.4 Perceived Security Construct

The perceived security construct is a construct thamade up of a number of tributary
guestions. Most of the questions asked in the tprestire (see Appendix A) were those that
relate to the perceived security construct sineektry focus of the research was on the impact of
perceived security on mobile money systems adopfibe results found on analysis of each of
these questions added towards the overall percepiimut the perceived security construct.
Each of these questions was analysed independeamdlya conclusion about its findings made in

relation to the perceived security construct.

The analysis was divided into two parts, one wHatbked at consumer beliefs with regard to
perceived security issues on mobile money. Thikddaat what respondents thought and believe
is right. The next part looked at what the respaitslelo in practice to show their allegiance to
their beliefs. The first section looks at the usecsget to understand why they use mobile

money.
4.4.1 Conceptual Beliefs of Respondents - Users

The questionnaire included questions that looketthetideal mobile money characteristics that
users expect and believe should be implementedder dor them to adopt mobile money. This
included processes like trainings, awareness a&lead the characteristics of an ideal provider

like trustworthiness.

Questions that were thought to represent userfbeliere analyzed in the context of users in the

sections that follow to get a firm understandingwify they use mobile money.

» Effectsof Security Featureson System User Friendliness
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Respondents were asked whether they thought sgdeatures reduce user friendliness or not
on mobile money systems. Of those who use mobileeynd106), there were 39.7% who

explicitly agreed that security features reduce rgendliness. There were 35.8% who disagreed
and 7.5% who strongly disagreed that security regluser friendliness giving a total of 43.3%

explicitly disagreeing that security features regluser friendliness.

Table 4.3 : Effects of Security Features on User kendliness

Q5 Do security measures on mobile money systemseedser friend friendlinesg?
Possible response Frequency Percentage
Strongly Agree 13 12.3
Agree 29 27.4
Undecided 18 17.0
Disagree 38 35.8
Strongly disagree 3 7.5
Total 106 100
N=106

According to these results in Table 4.3, of theasisieat explicitly specified their positions on the
effects of security features on user friendline$smmbile money systems, the researcher
concluded that users believe that security feataresmportant to mobile money systems since
those users who indicated that security featuresndb affect user friendliness (43.3%)
outweighed those who believe so (39.7%). This shinassecurity features do not deter people

from using mobile money systems as the users deaethem as deterrent.
* Importance of Mobile Money Security Awareness Prior to Adoption

The researcher intended to find out whether thesueé mobile money systems think it is
necessary to go through awareness seminars omgaion security aspects prior to adopting

mobile money. Table 4.4 shows the results obtafreed the questionnaire analysis.
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Table 4.4 : Importance of Mobile Money Security Awaeness Prior to Adoption

Q8 Do you think users should go through securityaraness training before adopting mobile
money?
Possible response Frequency Percentage
Strongly Agree 51 48.1
Agree 35 33.0
Undecided 6 5.7
Disagree 10 9.4
Strongly disagree 1 3.8
Total 106 100
N=106

The table shows that 51 users (48.1%) stronglyeaigtbat users should go through security
awareness trainings before adopting mobile momegohjunction with those that agreed (33%)
these make a majority of 81.1% explicitly statirigatt security awareness is important. A
minority of 13.2% explicitly disagreed. This clearlshows that users value security
consciousness of their mobile money systems.

» Safety of Mobile Money Transactions Over the Air

Users were asked to specify whether they thougltiilmononey systems can be intercepted or

not. Table 4.5 shows the tabulated results frongthestionnaire analysis.

Table 4.5: Safety of Mobile Money Transactions Ovethe Air

Q10 Do you believe mobile money transactions caimteecepted?
Possible response Frequency Percentage
Yes 72 67.9
No 34 32.1
Total 106 100
N=106
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Table 4.5 shows that the majority of users (67.8%)eve that mobile money transactions can
be intercepted even though they use mobile mondwe fesearcher wanted to know the

likelihood of interceptions as viewed by those viletieve transactions can be intercepted.

Table 4.6 : Likelihood of Mobile Money Transactioninterceptions

Q10a What do you think is the likelihood of thappaning?
Possible response| Frequency Percentage

Highly likely 8 111
Likely 35 48.6
Moderate 24 33.3
Unlikely 0 0
Highly unlikely 5 6.9
Total 72 100
N=72

Table 4.6 shows that of the 72 users who believbilsnononey transactions can be intercepted
43 of them representing 59.7% believe that thdiliked of an interception ranges from likely to
high likely. Those who think that the likelihoodrisoderate are 33.3% whilst those who believe
it is highly unlikely constitute only 6.9%. Fromeliindings displayed in Table 4.5 where 67.9%
of users believe that the transactions they do theerir are susceptible to interceptions, and the
results from Table 4.6 which shows that 59.7% efnhbelieve that the likelihood of such is
likely to highly likely, the researcher concludddht users use mobile money even though they
believe it may not be very safe to do so implyingiab down on their security beliefs.

* Roleof Usersin Safeguarding Mobile Money Transactions

The researcher intended to find out if users believ think they have any role to play in
ensuring the safety of transactions they perforrmobile money. Table 4.7 tabulates the results
obtained from the questionnaire analysis. Fromtélhée, it can be seen that a huge total 86.8%

of users explicitly agree that they should plagle in ensuring mobile money security.
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Table 4.7 : Role of Users in Safeguarding Mobile Meey Transactions

Q13 Do you believe users have a role to play imeng the security of their mobile money?

Possible response Frequency Percentage
Strongly Agree 45 42.5
Agree 47 44.3
Undecided 7.5
Disagree 3 2.8
Strongly disagree 3 2.8
Total 106 100
N=106

There were 7.5% who were undecided while the redeainf 5.6% think they do not have a role

to play in ensuring the security of their mobile mag systems. The researcher concluded that

users believe that they should exhibit behavioat #dds to a commitment to ensuring mobile

money security.

* Perceptions of Userson Sensitive I nformation Security on Mobile Money

The researcher included questions to find out heeure users feel when they send personal

information over the air on mobile money system®iider to find out if there is a correlation

with adoption.

Table 4.8 : Perception of Users on Security of Sdtige Information on Mobile Money

Q14 Do you feel secure sending sensitive infornmadieer mobile money systems?
Possible response Frequency Percentage
Strongly Agree 12 11.3
Agree 29 27.4
Undecided 19 17.9
Disagree 36 34.0
Strongly disagree 10 9.4
Total 106 100
N=106
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Table 4.8 shows that 38.7% of users explicitly agteat they feel secure to send sensitive
information over mobile money systems (see totathoise who agree and strongly agree in
Table 4.8). Those who do not feel secure to semdisve information over mobile money

systems were 43.4% (see Table 4.8). The fact tleatusers who do not feel secure sending
sensitive information over mobile money systems4%43 outweighed those who feel secure
(34.0%) got the researcher to conclude that ussranobile money systems irrespective of how
secure they feel when using the systems implyiag) ttrey do not value the perceived security

issues.

» Perceived Security Against Perceived Usefulness

To find out how perceived security aspect faresnwbempared against other factors that also
affect the decision of a user in choosing a mobitmey service, questions pertaining to that

were included in the questionnaire.

Table 4.9 : Perceived Security Against Perceived Bhilness

Q15 Which mobile money product attribute is mor@amant than the other?
Possible response Frequency Percentage
Security 44 41.5
Usefulness 1% 14.2
Equally important 41 44.3
Total 106 100
N=106

Table 4.9 shows that 41.5% of users rank mobile apaecurity as more important than its
usefulness while only 14.2% think usefulness iseriorportant than security. Those who think
the two attributes are equally important accoumt4#4.3%. From these findings the researcher

concluded that users believe mobile money secigrityore important than product usefulness.

» Perceived Security Against Affordability

The research collected responses that looked atgeeeived system security fared against
affordability in the mind of the users. Table 4ciihtains the tabulated results.
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Table 4.10 : Perceived Security Against Perceivedfdrdability

Q16 Which mobile money product attribute is morgamant than the other?
Possible response Frequency Percentage
Security 33 31.1
Affordability 26 24.5
Equally important 41 44.3
Total 106 100
N=106

Table 4.10 shows that 31.1 % of users think secuatitributes of mobile money systems are
more important than its affordability, while 24.58tink that affordability is more important.
Those who think the two attributes are equally ingoat are 44.3%. From the table it can be

seen than more users deem security as more imptntanaffordability.

» Perceived Security Against Ease of Use

The research also gathered the perception of wgdrsegards to the importance of perceived

security when compared against mobile money easseof

Table 4.11 : Perceived Security Against Ease of Use

Q17 Which mobile money product attribute is mor@amant than the other?
Possible response Frequency Percentage
Security 40 37.7
Ease of Use 22 20.8
Equally important 44 41.5
Total 106 100
N=106

As can be seen from Table 4.11 there are 37.7%a@kWelieve mobile money security is more
important than mobile money ease of use while 208i%k ease of use is more important than
security. There are 41.5% users who think theseadttrdoutes are equally important. Since the

number of users who believe security is more ingraroutweighs the number of those that think
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ease of use is more important, without considettiegneutral ones, the researcher concluded that

users want mobile money product to be secure.

Findings from the three tables Table 4.9, Tablé® 4ahd Table 4.11 show that users believe
security is more important than usefulness, affbildg and ease of use since the users who are
not neutral about the importance of security witlctecomparative attribute had a larger group

picking security as the most important. This shtivet users value security in their minds.

* UsersView on Importance of Security to Mobile Money Systems

The researcher asked respondents to rank the iampertof security to mobile money systems
without comparing it to any other attribute. Talklel2 shows the tabulated responses as

obtained.

Table 4.12 : Users View on Importance of SecurityotMobile Money Systems

Q19 On a scale of 1-5, 1 being least importanteidvery important, how dp
you rank the importance of security to mobile mosgstems?

Possible response Frequency Percentage

1 (Least important) 0 0.0
2 2 1.9
3 23 21.7
4 20 18.9
5 (Very important) 61 57.5
Total 106 100
N=106

Table 4.12 shows that users who classified secastthe most important are 57.5%. Those who
thought it is second most important are 18.9%. &hm® the users who view security as a
priority. Their totality accounted for 76.4% of useThose who view the importance of security
as moderate to least important accounted for 226% no user ranking security as least

important. The researcher concluded from thisulsats perceive security as important to mobile

money systems.
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4.4.2 Summary on Users Conceptual Beliefs on MobiMoney Security

The analysis done to find out the conceptual belegfmobile money users on security related
issues showed that users do not view security fleaton mobile money systems as hindering
adoption. Users believe they should play a rolensuring the security of their mobile money
accounts. Users of mobile money services beliecargg of mobile money systems is more
important than other attributes namely affordajpilitase of use and usefulness. The users
viewed security as the most important aspect withuser ranking security as least important
amongst the mobile money systems attributes. Usangever feel mobile money transactions

can be intercepted though they still use mobile eyon
4.4.3 Conceptual Beliefs of Respondents - Potentidsers and Non Users

This section looks at the conceptual beliefs ofeptal users and non users with regards to
perceived security on mobile money and other factbat may affect mobile money uptake.
These respondents were asked to complete questiptise questionnaire that intended to find
reasons why they do not use mobile money and iteliwhat can be done for them to come on
board. For these respondents the reason why thagtdesse mobile money and what they expect
to change or to be added to mobile money systerosdier for them to adopt it was considered
all that this group could contribute to the reskatberefore there is no analysis of their

behaviour with regards to mobile money transactamthey do not use the service.
* Reasons For Not Using Mobile Money

The researcher gathered information from resposdeio do not use mobile money on the

different reasons why they do not use the servibe.findings were tabulated in Table 4.13.

Table 4.13 shows that the largest group of poteatid non users shun mobile money because of
lack of usefulness to them. The second most remreason amongst the group is poor ease of
use attributes. The third most recurring reason seasirity and affordability. There are 5.6% of
non users who do not use mobile money becausedieyt know that it exists. It is evident
from this analysis that the main reason why nomsuskun mobile money is because they do not

see its usefulness. The second reason is becasas®bf use concerns, where 22.2% of non
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Table 4.13 : Reasons For Not Using Mobile Money

Q42 What is the primary reason why you do not usbil® money

(tick one)?

Possible response Frequency Percentage
| do not know it exists 2 5.6

| do not think it is safe/secure to use it 7 194
The service is not very useful to me| it 12 33.3

does not change the way | transact.

It is difficult to use (i.e learn, enrol into, 8 22.2

use and/or access)

It is expensive to use it i.e. higher tariff 7 19.4
charges.

Other reason 0 0.0
Total 36 100
N=36

users cited difficulties in using the product. R&red security features and cost are deterrent
factors but they are not the main ones.

* Most Important Characteristics of Mobile Money to Potential and Non Users

The researcher intended to find out reasons thaldMare non users to the product. The non
users were asked which feature on mobile moneyweyd consider as most important if they
were to use it in future. Table 4.14 shows theltesibtained.

The trait most cited by the non users and potensals groups as most important was security.
The second most important trait to lure non usemnbbile money was jointly cited as ease of

use and affordability. Product usefulness came dasbngst the other traits (see Table 4.14).
From the findings in Table 4.14 the researcher lenled that non users would adopt mobile

money if it became secure in their view. Perceigest and ease of use are also the joint next
important.
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Table 4.14 : Most Important Characteristics of Moble Money to Potential and Non Users

Q43 If you decided to adopt mobile money, whatdesctvould you consider most when
choosing a mobile money provider (tick one)?

Possible response Frequency | Percentage
The product should be secure, risk free, trustwodhd 13 36.1
reliable

It must have useful services, be innovative andravg the 5 13.9

way | transact

It must be easy to learn, enroll and use, and shbale 9 25.0

readily available agent outlets.

It must be cheap to use 9 25.0

Other reason 0 0.0

Total 36 100
N=36

4.4.4 Summary of Conceptual Beliefs of Potential @hNon Users

The researcher noted that most of the non useesl déecurity related issues as the main
characteristic that would not lure them to use rneobioney systems. On reasons why they do
not use mobile money most cited non usefulneshi®fservice and mentioned security as the
third most popular reason why they do not use neamibney. The results showed that the users

believe security is important to mobile money syse
4.4.5 Actual Behaviour of Respondents - Users

The questionnaire that was circulated to respomsdeatl questions that were meant to gather
information on what the respondent thought in teahsharacteristics that are ideal for mobile
money systems (conceptual). It also contained tpressthat checked how in practice those users
behave, to see if the conceptual and the obsereeds match. An evaluation of the practiced

and the conceptualized was then made to give duian to the research.
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» Awareness of Security Features on Adopted Mobile Money System

The research sought to find out if users are awasecurity features available on their mobile

money systems.

Table 4.15 shows that 66.0% of respondents whonatgle money users are aware of security
features present on the mobile money service tey The remainder of 34.0% are not aware.
Table 4.15 also shows that 59.4% of these userskabe the security of the mobile money

product they use, whilst 40.6% do not.

Table 4.15 : Awareness of Security Features on Adtgrl Mobile Money System

Q4 Are you aware of any security feature(s) avéalaim your mobile money service?

Possible response Frequency Percentage
Yes 70 66.0
No 36 34.0
Total 106 100
Q40 Do you check on the security of the mobile nygm®duct you use ?

Possible response Frequency Percentage
Yes 63 59.4
No 43 40.6
Total 106 100
N=106

From Table 4.15 it can be observed that the nurabasers who are aware of security features
available on their mobile money service outweidret bf unaware users. This shows that users

are security conscious when choosing a mobile meeeyice.
* Customer Reaction To Enhanced Security Features on Mobile Money

Table 4.16 shows that 97.9% of the users who asrewaf security features available on their
mobile money would continue to use the service at/¢he security features were enhanced.
Only 2.1% would not. This is in agreement with #eglier observation (see Table 4.3) were

users agreed that they do not see security featsrdsterrent to the use of mobile money
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Table 4.16 : Customer Reaction To Enhanced Securifyeatures on Mobile Money

Q4a Would you continue using the mobile money serifi these security features
were increased/enhanced? (For those who are alvseewrity features.)

Possible response Frequency Percentage

Yes 68 97.9
No 2 2.1
Total 70 100
N=70

systems. From this analysis it can be said thatepesd security has a positive correlation with

mobile money adoption.
* Mobile Money Security Awareness Campaigns

Respondents were asked about their knowledge afripedeatures available on the mobile

money systems they use and also if they think uskaald go through security awareness
trainings before adopting mobile money. To validdiis, respondents were also asked if their
mobile money service provider airs adverts on #eusty features available on their service.

Table 4.17 shows the responses.

Table 4.17: Mobile Money Security Awareness Campaits

Q6 Does your mobile money service provider air aigven
the security features available on their service?
Possible response Frequency Percentage
Yes 58 54.7
No 48 45.3
Total 70 100
N=70

Table 4.17 shows that there are 54.7% of respoadenh the users group whose mobile money
service provider airs adverts on the security iestavailable on the mobile money service. The

remainder of 45.3%, use a mobile service provideo Wo not do that. From the above findings
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it can be seen that there are more users of maimieey services who are aware of security

features on their mobile money service than thdse ave not.

» Attendance of Mobile Money Security Awareness Campaigns

The researcher intended to find out if users of ilrolmoney systems actually went through
mobile money security awareness prior to adoptiegy tcurrent services. Table 4.18 shows the

responses obtained.

Table 4.18: Attendance of Mobile Money Security Awegeness Campaigns

Q7 Did you go through a mobile money security awass training beforg
using mobile money?

Possible response Frequency Percentage
Yes 15 14.2
No 91 85.8
Total 106 100
N=106

Findings displayed on Table 4.18 show that 85.8%hefusers did not attend a mobile money
security awareness campaign. Only 14.2% did att€his. shows that users did not attach much
importance to security or did not get access tt stainings. However they still went on to use

the service without such trainings hence they didsee the trainings as important.
» Customer Awareness of Official Mobile Money SMS Notification Shortcodes

The researcher wanted to know whether customersdwsuvive phishing attacks through the
use of bogus SMS shortcodes when transactions .o€ustomers were asked about their
knowledge of the official shortcodes used by tmeabile money service providers. Table 4.19

shows the responses obtained.

The results from the table show that 56.6% of thersiare aware of the SMS shortcodes used by
their mobile money service provider for alerts tielg to mobile money transactions. There are
43.4% of users who are not aware of their offionbile money service alert SMS notification

shortcodes. These are the ones susceptible to boggsages.
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Table 4.19: Customer Awareness of Official Mobile Mney SMS Notification Shortcodes

Q11 Are you aware of the SMS shortcodes used by ymibile money service provider fdr
alerts relating to mobile money transactions?

Possible response Frequency Percentage

Yes 60 56.6
No 46 43.4
Total 106 100
N=106

The fact that more users are aware of the offi8MIS shortcodes used for transactional alerts
means that users reduce vulnerability to bogus &MSsages. This is a user behaviour that adds

towards a commitment to improving security.

» Origin Verification of Mobile Money SMS Messages By Users

Table 4.20 compliments findings from Table 4.19efEhare 60.4% of users who verify the
origins of mobile money SMS messages. These usess less chance of falling prey to bogus

messages. There are 39.6% of users who do noy Weeiforigins of transactional alerts. The fact

Table 4.20: Origin Verification of Mobile Money SMSMessages By Users

Q12 When you receive mobile money SMS messagesuawsrify their origin?
Possible response Frequency Percentage

Yes 64 60.4
No 42 39.6
Total 106 100

N=106

that there are more users who verify the transaatiSMS origins compared to those who do not

shows a behaviour that is pro security being extabby users.
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* Most Important Mobile Money Factor for Users

To find out the main reason considered by those ugemobile money for them to use it, the
researcher included a question on that aspect.eTéld1l shows the results of the findings
tabulated.

The largest group of users chose their mobile mdraeyng on its usefulness (see Table 4.21).
The second most recurring attribute used for cmgpsi mobile money service was security
related. Affordability was the third most cited sea to lure customers to use a service while

ease of use attribute anchored the list of reasotesms of recurrence (see Table 4.21).

Table 4.21: Most Important Characteristics of Mobile Money to Non Users

Q18 What was the most important factor you thatsmered when you chose your

current mobile money service (tick one)?

Possible response Frequency | Percentage
It enables me to accomplish my tasks easier dueséul, 52 49.1
innovative services

Using the mobile wallet does not require a lot cfntal 9 8.5
effort

The service is secure, risk free, trustworthy aeible 25 23.6
The service is affordable to use 7 16.0
Other reason 3 2.8
Total 106 100
N=106

The remaining users (2.8%) chose theirs for otkeasons which they unfortunately did not
specify even though they had an option to do sds Bhows that mobile money service
usefulness is the most important factor for adept®ecurity comes second followed by cost

then ease of use amongst the user group.
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* User Behaviour and Handset | ssues

For the researcher to thoroughly scan the secigliiged behaviour exhibited by the respondents
who use mobile money, there was need for a backgraheck on the handsets they use the
operating system used, the behaviour the userstartlys exhibit when using their mobile

handsets which they in turn use for mobile moneyhsat this behaviour can be evaluated in

relation to the security issues it poses to mabib@ey transactions.

Information about the mobile operating systems usgdisers was gathered and tabulated in
Table 4.22.

Table 4.22: Mobile Operating System of User Handsgt

Q23 Which mobile operating system software is usegour mobile phone?
Possible response Frequency Percentage
Android 46 43.4
Symbian 19 17.9
Windows 16 15.1
Blackberry 10 9.4
Java ME 10 9.4
Other 5 4.7
Total 106 100
N=106

The most used mobile operating system amongst mahdney adopters is Android which
commands 43.4% of the users as shown on Table AtZ2most used mobile operating system
amongst adopters, Android, is the most affectedmiayware (Juniper Networks, 2012). This
implies that mobile money users are vulnerable le threats caused by this malware.

Irrespective of this the users still use mobile ;paon these gadgets.

The researcher uses Table 4.23 to highlight theackexistics of mobile money users with
respect to security concerns. Table 4.23 shows%&t% of mobile money users did not have
their handsets scanned for virus prior to adoptiapile money. Only a paltry 7.5% users did

scan their handsets prior to adoption. Table 4128 shows that less than a quarter (20.8%) of
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mobile money users use antivirus software on thebile phones. The majority (79.2%) of
users do not use antivirus software on mobile psombich they use for mobile money
irrespective of the fact that 43.4% of them useAhdroid platform which is the most targeted

by malware (Juniper Networks, 2012).

Table 4.23 : Mobile Money User Behaviour Summary- Ativirus

Q9 Did you have your mobile handset scanned fanseis before using mobile

money?

Possible response Frequency Percentage
Yes 8 7.5
No 98 92.5
Total 106 100
Q20 Do you use antivirus software for your mobit@pe?

Possible response Frequency Percentage
Yes 22 20.8
No 84 79.2
Total 106 100
Q20a How often do you update the antivirus soft®gFor those who do update)
Possible response Frequency Percentage
Daily 5 22.7
Twice a week 2 9.1
Weekly 3 13.6
Monthly 6 27.3
Less frequently than monthly 3 13.6
Never 3 13.6
Total 22 100

Of the 20.8% of users who use antivirus, the retearwanted to get their virus updating

behaviour to inquire more about their security comssness. Table 4.23 shows that 72.8% of

69



these users update it at least once monthly. Taexe27.2% of them who never update their
antivirus or update it less frequently than montflge number of users who update antivirus out
of those who use antivirus is encouraging but #et that they are a majority (72.8%) of a
minority group (22) still means in terms of antudrusage on their mobile phones, the mobile
money users have a behaviour that is not pro dgcdimey however are comfortably using

mobile money.

Table 4.24 : Customers Mobile Phone Usage Behaviour

Q21 Have you verified that your mobile phone isrirthe displayed brand (e.g. if branded Nokia

have you verified that it is from Nokia)?

Possible response Frequency Percentage

Yes 78 73.6
No 28 26.4
Total 106 100
Q22 Do you download software applications to yoobite phone ?

Possible response Frequency Percentage

Yes 75 70.8
No 31 29.2
Total 103 100
Q22a Do you download from official sites only? (Fleose who download)

Possible response Frequency Percentage

Yes 32 42.7
No 43 57.3
Total 75 100

Table 4.24 continues to look at the security reldtehaviour from mobile money users. The
results show that 73.6% of users verify the auibgytof the mobile handset brands they use.
Only 26.4% do not verify authenticity of the mobindsets. This is a good thing from a
security perspective as it allows users to knowctsite is official for them to get software

updates for their handsets as well as other suppattires. Table 4.24 further shows that the
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majority of these users (70.8%) download softwgpplieations to their handsets while the
remaining minority (29.2%) do not. It is critical took at the behaviour of interaction of these

users who download applications with the downlasess

Table 4.24 shows that most of these users (57.3#h) avhabit of downloading applications
download them from third part websites which arefficial. A lesser number (42.7%) of them
do download from official websites. According li¢ure review done in the second chapter of
this document, unofficial websites have applicatitmat can contain viruses as no one bothers to
monitor such sites (Juniper Networks, 2012). Thakdviour by the users is not good for their
security given the malicious abilities of malwaree it becomes resident on their gadgets. It can
be concluded from this reckless behaviour thatsusee not very serious about their mobile

handset security, which can affect their mobile eyotransaction security.

Table 4.25 : Customers Mobile Phone Usage BehaviouBluetooth

Q24 Does your phone have Bluetooth capabilities?

Possible response Frequency Percentage
Yes 96 90.6
No 10 9.4
Total 106 100
Q24a Do you always switch it off after use? (Farsawho have Bluetooth)
Possible response Frequency Percentage
Yes 78 81.3
No 18 18.7
Total 96 100

Table 4.25 shows that a majority of mobile monegrsisuse handsets that have Bluetooth
capabilities. Only a minority of 9.4% of users haw®bile handsets without Bluetooth
capabilities. Table 4.25 further shows that mogheke users with handsets that have Bluetooth
capabilities do switch off their Bluetooth afteingsit. A smaller number of them (18.7%) do not
switch it off after use. Bluetooth if not switchedf, allows malicious elements to control the

handset of a user, allowing them to clandestinehdsSMS messages or even make phone calls
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without the consent of the owner (US-CERT, 2016yom a mobile money perspective this
poses threats as the users may have confidertaimation sent to attacker defined destinations
for improper use. The fact that most of the usatk ®Wluetooth enabled handsets switch it off

after use shows that users are security conscioliar@ therefore less vulnerable to such attacks.

Table 4.26: Customers Mobile Phone Usage BehaviouHandset

Q25 Do you share your mobile phone with others?

Possible response Frequency Percentage
Yes 27 25.2
No 80 74.8
Total 107 100
Q29 Do you use the security lock on your mobilergtd

Possible response Frequency Percentage
Yes 65 63.1
No 38 36.9
Total 103 100

A majority of mobile money users do not share theobile handsets with anyone whilst a
minority do share theirs with others (see Tablé).8haring handsets increases vulnerability of
the mobile money related data contained in theseldeds. Since most of the mobile money
users (74.8%) do not share their handsets withrethemplies their mobile money related

information resident on these handsets is lessevable to eavesdropping. This behaviour of
most users of not sharing their handsets, coupiéd tive fact that most of them (63.1%) use

security lock on their phones shows a security cions mobile money user population.

Table 4.27 contains information about the way useemage their personal identification
credentials on mobile money systems. A large nunib&i6%) of the users do not share their
mobile money usage credentials with others whetteasemaining 26.4% do share. Sharing of
mobile money usage credentials is risky as accouiyabecomes difficult. However the

majority of users (see Table 4.27) do not sharé ttn@bile money usage credential. This

observation shows a user population with mobile eyasecurity awareness.
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Table 4.27: Customers Mobile Money Usage BehaviouPINs

Q26 Do you share your mobile wallet usage credintidgh others (spouse, friends or relative
Possible response Frequency Percentage

Yes 28 26.4
No 78 73.6
Total 106 100

Q30 Do you renew/change the password/personalifidatibn number (PIN) of your mobil

money account?

11%

Possible response Frequency Percentage

Yes 47 44.3
No 59 55.7
Total 106 100
30a How often do you change it? (For those who gépn

Possible response Frequency Percentage

Daily 8.5
Twice a week 6.4
Weekly 17.0
Monthly 13 27.7
Less frequently than monthly 1 36.2
Never 2 4.3
Total 47 100

Below half of users change their PINs whilst 55.d&onot change their PINs ( see Table 4.27).

Although most of the mobile money users do noteshiaeir PINs most of them (55.7%) do not

change their PINs. This increases the chanced afahning elements with access to mobile

money accessing gadgets to guess these credemtdilyy up abusing funds stored in a mobile

money account belonging to a user. The fact thadtmsers do not change their PINs shows a

user population not very concerned about the syaofrtheir mobile money accounts.

73



Table 4.27 reveals that only 44.3% of mobile mouaggrs do change their PINs on their mobile
money systems. Of these 8.5% change it daily, @&ndil4% twice a week and another 17.0%
weekly. There are 27.2% who change monthly. Thepoorant of these users adds up to 59.6%
who change mobile money system PINs at least ormoerdgh. Those users who change it less
frequently than monthly make up the rest (40.5%)ari@ing PINs on mobile money systems
reduces the chances of having accounts accessewlmrous elements without the consent of
the legitimate owner. The fact that more users6@9.of those who change their mobile money
PINs change it at least once a month is a posseeerity related behaviour.

* Mobile Money User Experiences

To further analyse the behaviour of mobile monegrsighe researcher looked further at user
experiences concerning mobile money with a vieviirtd out why they exhibit the tendencies
they have shown in the prior findings revealed.|&@abh28 shows the results tabulated from the
findings.

A huge number of users use subscriptions registerdtieir own names to perform mobile
money transactions whilst 9.4% of them do not (Balele 4.28). Using subscriptions registered
in names of other users to perform mobile moneystaations has got risks such as the rejection
of erroneous transaction reversals presented byséewho is not registered as the official user
of the transacting account. The fact that moshefisers (90.6%) use subscriptions registered in
their own names shows that the user populatiommsaous of the security issues surrounding

borrowing a mobile money account.

A majority of users are not aware of someone thegwkwho have suffered from a security
breach or theft as a result of a mobile device dp&iacked and they themselves have also not
become victims (see Table 4.28). Only a paltry 9cf%sers have experienced that. This may be
the reason for the behaviour that shows lack afirsigcconsciousness exhibited by some mobile

money users as revealed by some sections in thegmalysis done.

74



Table 4.28: Mobile Money User Experiences

Q31 Is the subscription (mobile number) you usepfaforming transactions registered in

your name?

Possible response Frequency Percentage

Yes 96 90.6
No 10 9.4
Total 106 100

Q32 Have you or someone you know suffered fromcardy breach or theft as a result of
your mobile device being hacked?

Possible response Frequency Percentage

Yes 10 9.4
No 96 90.6
Total 106 100

Q33 When you lose your SIM card, are you satisivétl the security checks taken by your

provider to ensure only the legitimate owner reptaa SIM card ?

Possible response Frequency Percentage

Yes 89 84.0
No 17 16.0
Total 106 100
Q34 Do mobile money banking services sometimes tfailperform well due to networ
problems?

Possible response Frequency Percentage
Strongly Agree 51 48.1
Agree 41 38.7
Undecided 5 4.7
Disagree 3 2.8
Strongly Disagree 6 5.7
Total 106 100
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Mobile money users are satisfied with the seculitgcks taken by their mobile money provider
to ensure that only the legitimate owner replacesissing SIM card (see Table 4.28) whilst
16.0% do not. In STK based systems like OneWdiletphysical SIM card plays a major role in
safeguarding the mobile money account of a subecriba SIM card is cloned or replaced, the
mobile money system automatically overrides theteg access credentials and gives the new
SIM card owner the chance to key in new credenfiBN). This may result in cloned or
wrongly replaced SIM cards accessing the wrong waaso Malicious elements can exploit this.
The fact that more users (84.0%) are satisfied tmatSIM replacement procedures uniquely

identify the legitimate owner shows that they avastious of this security issue.

The researcher needed to get an insight into tHalenasers experience with regard to mobile
money systems availability. Just like confidentiaind integrity, availability is a key issue of
system security. Table 4.28 shows that 86.8% ofsusa&plicitly agree that mobile money
banking services sometimes fail to perform well daenetwork problems. The fact that the
majority of users (86.8%) are in agreement thatvast challenges have a negative effect on
system availability but still use the mobile morgystems shows that they do not really see

occasional system unavailability as an impedimenisage.

4.4.6 Summary on Actual Behaviour of Mobile Money Wers

The researcher noted that most of the mobile maeys claim to be aware of security features
available on their mobile money systems and theghadk on the security features available on
their services (see Table 4.15). They also usacasnfrom service providers who make them
aware of security features available on their mehiloney services through adverts (see Table
4.17). Most of the mobile money users are awar&asfsactional alert shortcodes from their

providers and would verify the origins of mobile mey transactional alert messages.

The users of mobile money ranked security as tbengemost important reason why they chose
their mobile money service after usefulness. Usbexck the authenticity of the handsets they
use for mobile money so as to get software updates official websites. Most users have
Bluetooth enabled handsets but switch the senvit@ronediately after use. Users of mobile
money do not share their phones with others andsesearity lock features present on the

gadgets. They do not share mobile money accougeusadentials and those who change these
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credentials change them at least once a month. dbeyt borrow mobile money accounts but
use their own. The surveyed users are satisfied theg security related conduct exhibited by
their mobile money service providers. The usersehaot fallen prey or had anyone who has

fallen prey to malicious elements on mobile mongstems.

Users however exhibit behaviour that makes thefdmevable to attacks on mobile money
systems. Most of them did not attend awarenessinigs prior to adopting mobile money. A
large group of the users use the Android operaysgem on their handsets which is prime target
of most malware developers (FBI and Department afieland Security, 2013). Most of them
do not use antivirus software on their phones andda who use antivirus do not update it or take
longer to update it exposing themselves to malwtareats. The majority of these users
download applications from unofficial sites furthecreasing the risk they expose themselves to.
A large group of users do not change their mobin@y account access credentials thereby
increasing the risk of having the credentials geedsy malicious elements. Most of these users

are aware that network issues may affect systeitabildy but still use the services.
4.4.7 Summary

The chapter looked at the demographic aspectseofdbpondents. It looked at the perceived
security construct of the research by looking atdbnceptual elements of users, potential users
and non users of mobile money. It then looked atabtual behaviour of users to get a good
understanding of the value they attach to percesemlirity as an aspect of mobile money. The
next chapter continues to look at perceived tresise of use, affordability and perceived

usefulness to see how they affect mobile moneytsmothen gives a conclusion to the findings.
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Chapter 5 — Presentation of Results

5.1 Introduction

This chapter continues to analyse the researcltsemud interprets them in the context of the
research objectives. It looks at the relationstepMeen mobile money adoption and the other
constructs not looked at in the previous chaptée Tonstructs are perceived trust, perceived

usefulness, perceived cost and perceived easeof us
5.2 Perceived Trust

The questionnaire (complete copy is contained ipeXglix) included questions that sought to
find out whether users trust the mobile money sgstéhey use or not. This section analyses the

guestions that pertain to the perceived securitygiract.
5.2.1 Users Trust of Mobile Money Systems

The researcher wanted to find out if users trust mobile money systems they use. The
circulated questionnaires contained questions ipartato that. Table 5.1 shows the frequencies

of the responses tabulated.

Results show that 68.9% of mobile money users Veelibat mobile banking service providers
are fair in their conduct of customer transacti(see Table 5.1). There are 18.7% of users who
do not believe that mobile banking service prowsdare fair in their conduct of customer
transactions. Table 5.1 also shows that 65.1% efsubelieve that network providers are
trustworthy. There are 17.0% who disagree that laai@twork providers are trustworthy. Since
most of the users agree that mobile network opexafairly conduct transactions and are
trustworthy the findings show that mobile money ras&ust their mobile money service
providers. This is in agreement with finding by &mland Swait (2004) and Yu (2012).
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Table 5.1: Users Trust of Mobile Money Systems

Q35 Do you believe mobile banking service providars fair in their conduct of customler
transactions?

Possible response Frequency Percentage
Strongly Agree 23 21.7
Agree 50 47.2
Undecided 13 12.3
Disagree 14 13.2
Strongly Disagree 6 5.7
Total 106 100
Q36 Do you believe that mobile network providers @mustworthy?

Possible response Frequency Percentage
Strongly Agree 19 17.9
Agree 50 47.2
Undecided 19 17.9
Disagree 13 12.3
Strongly Disagree 5 4.7
Total 106 100
Q37 Do you believe wireless infrastructure canrbsted?

Possible response Frequency Percentage
Strongly Agree 18 17.0
Agree 50 47.2
Undecided 11 10.4
Disagree 20 18.9
Strongly Disagree 7 6.6
Total 106 100

Table 5.1 further shows that 64.2% of users belmwbile wireless infrastructure can be trusted.

The remaining 25.5% do not believe mobile wireliedsastructure can be trusted. The fact that
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the number of users who trust wireless infrastmec{64.2%) outweighs that of users who do not

trust wireless infrastructure shows that mobile eyousers trust wireless infrastructure.

5.2.2 Users Operational Concerns on Mobile Money Siems

There are 56.6% of users believe that mobile bankervices may not perform well or may

incorrectly process payments (see Table 5.2). Ther@7.3% who do not believe that mobile

Table 5.2: Users Operational Concerns on Mobile Mogy Systems

Q38 Do you believe that mobile banking services matyperform well or may incorrectly

process payments?

Possible response Frequency Percentage

Strongly Agree 16 15.1
Agree 44 41.5
Undecided 17 16.0
Disagree 26 24.5
Strongly Disagree 3 2.8
Total 106 100

Q39 When transferring money through mobile bankéagyou fear that you will lose money d

to careless mistakes such as wrong input of acamumber or wrong input of amount of

money?

Possible response Frequency Percentage
Strongly Agree 35 33.0
Agree 41 38.7
Undecided 11 10.4
Disagree 18 17.0
Strongly Disagree 1 0.9
Total 106 100

banking services may not perform well or may ineotlly process payments. The fact that more

users (56.6%) believe that mobile banking servivey not perform well or may incorrectly
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process payments shows that customers have lassgrtnnobile money systems. They however

use these services.

Table 5.2 shows further that 71.7% of users fedwte money when transferring money through
mobile banking due to careless mistakes such asgarput of account number or wrong input
of amount of money. There are 17.9% who do not fieair they will lose money through such
mistakes (see Table 5.2). The fact that the mgjrit.7%) of users fear to lose money through
carelessness means they do not trust mobile moségnss.

5.2.3 Summary on Perceived Trust

The researcher noted that most of the mobile marseys trust that their service providers are
fair in their conduct of transactions done by costos. Most of these customers have trust in the
mobile network providers. The users also trustwireless infrastructure used by the network
providers. They however believe that mobile monegtesns may incorrectly process
transactions. They fear also that careless mistedtesnake them lose money whilst transacting
on these mobile money systems. Generally thoughs usemobile money systems trust the

mobile money service they use.
5.3 Most Important Characteristic for Mobile Money Adoption

The researcher wanted to find the most importaarattteristic of mobile money. Table 5.3
shows the results obtained from the analysis ad datained from non users, potential users and
users. The most important factor that affects neobibney adoption is reached at through the
amalgamation of the reasons for not using mobil@egyoof non users and potential users, the
reasons that would make them use mobile money lamddasons that made users to adopt
mobile money. The most important factor as candas $rom the frequency column in Table 5.3
is perceived usefulness, followed by perceived sigcuPerceived cost is the third most

important with perceived ease of use being thd legsortant as shown in Table 5.3.
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Table 5.3: Most Important Construct on Mobile Money Adoption

Perceived Non Non Users| Calculated | Users Frequency | %
Construct Users (Expected | Average

(Shun | Attribute) (Usage

Reason) Reason)
Usefulness 12 5 8.5 52 60.5 42.6
Security 7 13 10 25 35.0 24.6
Cost 7 9 8.0 17 25 17.6
Ease of Use 8 9 8.5 9 17.5 12.8
Other 2 0 1 3 4 2.8

N=142

5.4 Hypothesis Analysis of All Constructs

Table 5.4 shows the calculated P values for eacdlstaect to ascertain whether there exists a
correlation between adoption of mobile money arel dbnstruct. The constructs looked at are

perceived usefulness, perceived security, percetost, perceived ease of use and perceived

trust.
Table 5.4 : Computed Coefficients
Perceived Unstandardized Standardized Sig
t
Construct Coefficients Coefficients (P-Value)
B Std. Error Beta
Usefulness 221 .333 445 6.129 .000
Security 242 .046 .465 3.312 .002
Cost 112 .036 484 7.144 .002
Ease of Use 231 .031 .458 3.937 .001
Trust .165 .047 .309 3.375 .004

Dependent variable : Mobile Money Adoption.
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Table 5.4 shows that all five of the null hypotredeve been rejected. This confirms a
significant relationship between adoption of mobiteney and perceived usefulness, security,
cost, trust and ease of use. The values obtainedaich construct are as follows, Usefulness
(P<0.05), Security (P<0.05), Trust (P<0.05), C&st(.05) and Ease of Use (P<0.05) thus there
is adequate evidence to suggest a correlation betwa# constructs and adoption of mobile

money systems.

The findings are in agreement with Masinge (2018pwoted that customers at the Bottom of
the Pyramid (BOP) will consider adopting mobile kiag as long as it is perceived to be useful,
easy to use and not expensive. The research isiralagreement with Tobbin and Kuwornu
(2011) who noted that perceived usefulness anceped ease of use are important factors in the
adoption of mobile money in the study done in Gham@arn and Lin (2005), Wang et al (2003),
Saleem and Rashid (2011), Brown et al (2003), Baiaand Serva (2007) also found perceived
trust and perceived risk to significantly afféxgthavioural intention to adopt mobile money.
This research is in agreement with these findiige study by Chitungo and Munongo (2013)
reported that cost, perceived usefulness and dasseopositively contribute towards mobile

banking adoption which is in agreement with thisegech and other studies looked at this far.
5.5 Mobile Money Usage Against Demographic Charaatistics

The researcher looked at the relationship betweebilen money usage and demographic
characteristics of the respondents like age, ettutdévels and income level. These were
discussed individually in sections 5.5.1, 5.5.5.%.and 5.5.4. Table 5.5 shows The P values
obtained at 5% significance level for testing ok tindependence of association between
demographic characteristics and mobile money usage.

Table 5.5: Chi-Square Mobile Money Usage Versus Dargraphic Characteristics

Demographic Variable Computed Pearson Chi-Square Ralue
Residential area 0.057
Employment status 0.004
Age 0.055
Earnings 0.105
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A chi-square hypothesis testing was carried o@%atsignificance level where Ho is rejected if
P>0.05

The following hypotheses were tested.
5.5.1 Relationship Between Mobile Money Usage anceRpondent Residential Area

Ho: There is no association between mobile moneyice use and the residential area of a
respondent

Decision

The P value of 0.057 for residential area obtaiinech SPSS shown in Table 5.5 shows that the
test is insignificant and thus we fail to reject Blad conclude that there no association between
mobile money service use and the residential areaespondent.

5.5.2 Relationship Between Mobile Money Usage andriployment Status

Ho: There is no association between mobile moneyicgeuse and the employment status of a
respondent.

Decision

The P value of 0.004 for employment status obtain@eh the SPSS shown in Table 5.5 shows
that the test is significant and thus we rejectadd conclude that there is adequate evidence to
suggest an association between mobile money sems$ee and employment status of a
respondent.

5.5.3 Relationship Between Mobile Money Usage andgé
Ho: There is no association between mobile moneyiceuse and the age of a respondent
Decision

The P value of 0.055 for age obtained from the S8188vn in Table 5.5 shows that the test is
insignificant and thus we fail to reject Ho and claidle that there no association between mobile

money service use and the age of a respondent.
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5.5.4 Relationship Between Mobile Money Usage andaEhings
Ho: There is no association between mobile moneyicgeuse and earnings
Decision

The P value of 0.105 for earnings obtained from3R&S shown in Table 5.5 shows that the test
is insignificant and thus fail to reject Ho and clude that there no association between mobile

money service use and the earnings of a respondent.
5.5.5 Summary on Adoption Versus Demographic Charaeristics

The findings in Section 5.5 shows that there isemmlence to suggest a correlation between
mobile money adoption and three of the demographaracteristics namely, residential area,
age and monthly earnings. There however is a atioael between mobile money adoption and
employment status. These may be due to the fad¢t gbaple who are in some form of

employment are usually the breadwinners hence toesehd money to their dependencies.
5.6 Analysis of Perceived Security Construct

The results of the questionnaire analysis resutede following observations being drawn. The
analysis done to find out the conceptual beliefsobile money users on security related issues
showed that users do not view security featuresiobile money systems as hindering adoption.
Users believe they should play a role in ensuriveg gecurity of their mobile money accounts.
Users of mobile money services believe securitynobile money systems is more important
than other attributes namely affordability, easeisé and usefulness. The users viewed security
as the most important aspect with no user rankéegrity as least important amongst the mobile
money systems attributes This is in agreement finttings by Brown et al (2003, Featherman
and Pavlou (2003), GaneshSankar (2011), Koenig4.ewvial (2010) and Martin (1998). Users

however feel mobile money transactions can bedetged though they still use mobile money.

The researcher noted that most of the non useesl déecurity related issues as the main
characteristic that would lure them to use mobiengy systems. On reasons why they do not

use mobile money most cited non usefulness of ¢hdce and mentioned security as the third
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most popular reason why they do not use mobile mombe results showed that the users

believe security is important to mobile money syste

The researcher noted that most of the mobile mamsrs are aware of security features
available on their mobile money systems and thegldwk on the security features available on
their services. They also use services from semiogiders who make them aware of security
features available on their mobile money servitesugh adverts. Most of the mobile money
users are aware of transactional alert shortcod®s their providers and would verify the

origins of mobile money transactional alert message

The users of mobile money ranked security as tbengemost important reason why they chose
their mobile money service after usefulness. Usbeck the authenticity of the handsets they
use for mobile money so as to get software updiabes official websites. Most users have
Bluetooth enabled handsets but switch the servitéronediately after use. Users of mobile
money do not share their phones with others andsesearity lock features present on the
gadgets. They do not share mobile money accourgeuseedentials and most of those who
change these access credentials change them tabiheasa month. They do not borrow mobile
money accounts but use their own. The users aigfisdtwith the security related conduct
exhibited by their mobile money service providdise users have not fallen prey or had anyone

who has fallen prey to malicious elements on matibaey systems.

Users however exhibit behaviour that makes thefdmevable to attacks on mobile money
systems. Most of them did not attend awarenessirigs prior to adopting mobile money. A
large group of the users use the Android operaystem on their handsets which is prime target
of most malware developers (Phifer, 2013). Mosthein do not use antivirus software on their
phones and those who have it do not update itker tanger to update it exposing themselves to
malware threats. The majority of these users dosthkpplications from unofficial sites further
increasing the risk they expose themselves toardel group of users do not change their mobile
money account access credentials thereby increéisengsk of having the credentials guessed
by malicious elements. Most of these users are eraat network issues may affect system

availability but still use the services.
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The researcher noted that most of the mobile maiseys trust that their service providers are
fair in their conduct of transactions done by costos. Most of these customers have trust in the
mobile network providers. The users also trustwireless infrastructure used by the network
providers. They however believe that mobile monegtesns may incorrectly process
transactions. They also fear that careless mistedeesnake them lose money whilst transacting
on these mobile money systems. Generally thoughs ustemobile money systems trust the
mobile money service they use.

From the analysis the researcher concluded thas wseceptually value security. They also

exhibit traits that reveal the wish to have a segupbbile money account. They however show
characteristics that expose them to risks as thamysact on the mobile money systems like
downloading applications from third part sites. Hmer for them to adopt a mobile money

package it is what they think more than what théydoe when they are now using the service

that matters. Basing on this, the researcher cdedldhat the conceptual points raised coupled
with a number of positive security related behawiexhibited by users, perceived security has
got an impact on the adoption of mobile money. Bs®tpect mobile money systems to be
secure for them to use them.

5.7 Research Objectives

This section looks at how research questions westvered and how research objectives were
met. It also looks at the outcome of the hypothe=sing done in order to assist in answering the
research questions and meet the objectives. Thisoseties back the results to the research
objectives and give the extent to which each ofabiectives was met. The objectives are listed
and a brief of how each was met or not met is ghvelow each objective.

5.7.1 To establish whether there exists a correlai between security concerns of GSM
mobile money systems and their adoption.

The research results in Section 5.4 showed thae thrists adequate evidence to suggest a
correlation between perceived security and mobitmney adoption (P<0.05 see Table 5.4).

Section 5.6 further shows that users value mobdeey security. In Section 5.3 mobile money
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perceived security was seen to be the second mmpsiriant aspect considered by consumers
when they chose a mobile money service. Thesenfysdshow that there is a correlation between
security concerns of GSM mobile money systems dmaik tadoption agreeing with earlier
research by Laforet and Li (2005), Luarn and Li060%), Yang (2009).

5.7.2 To find factors that affect uptake rate of G® mobile money by users in order of

precedence

The results in Section 5.3 (see Table 5.3) showerdepved usefulness to have a significant
influence on the adoption of mobile money over wdell networks. It is the most important
aspect of mobile money systems agreeing with M&L3p Koenig-Lewis et al (2010) and
Nzoutchoum (2012). People adopt mobile money whey tleem that the product is of value
and will benefit them. Respondents who are curyending mobile money thought of it as
useful. The second most important attribute is giged security, followed by perceived cost

then lastly perceived ease of use (see Table5.3).

5.7.3 To give a guideline of the acceptable traddobetween security and other system
critical factors to be considered by operators on SM mobile money product

implementation

Results in Section 5.3 show that perceived usedsling the most important aspect of mobile
money considered by users. Security is the secoost important (see Table 5.3). All other

perceived constructs (trust, cost, ease of use) hasorrelation with mobile money adoption as
well as shown in Section 5.4 even though they nwybe as influential as perceived usefulness
and perceived security. It is critical for mobil@ney service providers to know how to fuse the
attributes together in their product to come ughwite optimum product for their market. This

research shows that perceived security and pertaigefulness require bigger attention than

other attributes in designing the mobile money pgek
5.8 Research Questions

This section seeks to show how research questiens answered and give the extent to which
this was so. The questions are listed and a bfibbw each was answered or not answered is

given below each question.
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5.8.1 What are the security risks associated with afbile money over cellular networks?

Section 2.4 looked at the security risks posedheyGSM architecture like man in the middle
attacks caused by one way authentication and IM&t.tSection 2.5 then looked at SIM card
security, explaining the risks posed by the us8Id cards in mobile money like SIM cloning.
Section 2.6 then looked at handset security, gigimgnsight into some of the security issues that
could arise because of the mobile operating systesesl by the mobile money gadgets like
malware infections. The combination of these sestishows that mobile money over GSM is

not without its worries in terms of security.
5.8.2 Why is mobile money uptake rate higher in Afica compared to the developed world?

The biggest reason why there is a higher uptakenalfile money in Africa compared to the
developed world is the lack of financial inclusioptions for the majority. Traditional banks are
scarce and their requirements are not within rdactthe majority as seen in Section 2.7. In

Europe and the developed world people can choadetbat mobile money is not a necessity.
5.8.3 How does the security of USSD and STK basegsgeems compare?

STK systems are more secure than USSD systems.d®€K not display customer personal
identification numbers, it encrypts. STK is likedadicated channel from a security perspective.
The advantages of USSD are that it is cheaper memment and is universally accessible to

every phone (see Section 2.8).
5.8.4 Do users in Africa value security when adoptg a mobile money technology?

The research was done in parts of Zimbabwe an &fraountry. Section 5.4 showed that there is
enough evidence to suggest a correlation betweseiped security and mobile money adoption
in the study population. Section 5.6 also showed tisers value security of their mobile money
systems. Since Zimbabwe is an African countryait be taken as a representative sample of the
African continent population. The researcher thosctuded that African users value mobile

money security.
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5.8.5What was the best way for NetOne to follow in roling out its mobile money project?

Results in Section 5.3 show that perceived usessing the most important aspect of mobile
money considered by users. Security is the secoost important (see Table 5.3). All other

perceived constructs (trust, cost, ease of useg hasorrelation with mobile money adoption as
well as shown in Section 5.4 even though they naybe as influential as perceived usefulness
and perceived security. It is critical for mobileoney service providers like NetOne to know

how to fuse the attributes together in their pradacome up with the optimum product for their

market. This research shows that perceived secanty perceived usefulness require bigger
attention than other attributes in designing théieanoney package.

Results indicate that users will adopt mobile moiiahey regard it as easy to use (see Table
5.4). It is thus of high importance to develop m®bnoney systems that are easier to use.
Factors that make a product qualify as easiereéan@ude wide screens on mobile devices, easy
to understand terminology on product menus, pditaluf product on all gadget forms, usable
keypads, easier access of agent network and eggstra¢éion or enrollment into the mobile

money systems as well as flexible working hoursafgents.

The obtained results indicate that perceived sif isignificance influence to the adoption of
mobile money (see Table 5.4). High tariffs on prtdusage are thus a deterrent factor to mobile
money usage. People tend to shun highly priced yatsd Zimbabwe as a country is
experiencing low employment rates and lower sadar@end wages as depicted by the
demographic results (see Section 4.2.5). The gettirthe research may thus be a contributing
factor. This is an area that may need a relook diffarent setting in future for comparison of

results.

Results indicate that users will adopt a mobile eyoproduct they deem to be secure (see Table
5.4). The users conceptually want mobile money petedthat address their security concerns.
They however may exhibit behaviour that contradittis characteristic. None of the users
indicated knowledge of a relative or friend who Hast money due to hackings or related
breaches and practices. Perceived security/risiessare thus of significance to the adoption of
mobile money systems but not the only thrust.

90



NetOne as a firm invested a huge amount of monegcouiring STK based secure mobile
money system whose cost is not justifying the retuAccording to the research this was a
proper way to do things but the company may nedddio at other factors that may be hindering
adoption of its product. The company needs to labkother marketing strategies to lure

customers to use its product like increasing prodsefulness as shown by Table 5.3.

The results obtained point to a trend whereby usérsobile money adopt the product when
they regard providers and the enabling technologlyet trustworthy. The customer’s trust will
affect the customer’s behavioural intention andaltyy According to (Masinge, 2010) trust has
negative significant correlation with perceivedkfiecurity. It is therefore critical that mobile
money providers like NetOne and would be implenrsnté the mobile money service should

maintain high standards of trustworthiness ateadéls.
5.9 Chapter Conclusion

The chapter analysed the questionnaire data aatpreted results to give meaning to findings.
The findings revealed that all the five construgisrceived usefulness, perceived security,
perceived cost, perceived trust and perceived ehsise affect mobile money adoption. The
findings also revealed that the most importanttatte of mobile money is perceived usefulness
followed but perceived security. Users may exhighaviour that exposes them to risks as they
transact but they expect the systems to be se@fmrebthey adopt them. The research also

showed that users trust the mobile money systeaysuse.
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Chapter 6 — Conclusions and Recommendations

6.1 Introduction

This chapter reviews the research background afettokes and proceeds to summarise the

research findings. It then concludes with recomraéinds for future work in the related field.
6.2 Research Background and Objectives - Review

The study aimed to investigate the effects of sgcaoncerns on the adoption of mobile money
over cellular networks and find other factors thtiect adoption. It sought to find security risks
associated with mobile money over cellular networkse research intended to answer the

following:

What are the security risks associated with mabib@ey over cellular networks? Why is mobile
money uptake rate higher in Africa compared todéeeloped world®o users in Africa value
security when adopting a mobile money technologyat factors do the users consider when
adopting mobile moneyRlow does the security of USSD and STK based systempare? What
was the best way for NetOne to follow in rollingt @ mobile money project?

The factors that the study focused on were:

» Perceived usefulness of mobile money systems

» Perceived ease of use of mobile money systems

» Perceived cost of mobile money services

» Perceived security/risk of mobile money servicewided into facets, financial risk,
performance risk, security privacy risk)

» Perceived trust (from two perspectives: wirelessastructure and service providers)
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6.3 Practical Implications for Business

Results obtained indicate that 74.6% of respondardgscurrently using mobile money while
25.4% do not use. Of those who use 97.2% use theSA& based service while 2.8% use the
security focused STK based service. The reseavdaled that customers are security conscious.
The researcher noted that most of the non use&s g#efulness and security related issues as the
main characteristic that would lure them to use itealnoney systems. Mobile money providers
should thus concentrate their energies towardsyatoskecurity and product usefulness without

ignoring ease of use and cost. Marketing drive Ehemphasize on those key issues.

Customers need to know that service providers hait service enabling technologies can be
trusted. Marketing teams need to always adverégmlalities that are achievable and already
implemented on their mobile money systems to asestomer frustration and distrust. Customer
trust has an effect on customer loyalty thus tdist@bile money service providers have a better
opportunity of gaining market share (Masinge, 2010)

Cost has significant influence on mobile money d@idopthus mobile money providers should
seriously consider reducing the costs of mobile eyoto lure more customers. Users will
increase due to reduced costs and the provideiberiefit from driving volumes. It will be less
costly and justifiable to establish new branchespiaviously un-serviced locations thereby

increasing product visibility and accessibility whibenefits both the provider and the customer.

Some users showed lack of knowledge about mobileesnoMobile money providers should

conduct awareness programs for both enrolled aenuoled customers to increase product
knowledge. Trainings should cover functionalitynegits and safety of the product to instill a
culture of technology usage in the population thiltmake it easier to introduce new innovative

products to an embracing population.
6.4 Recommendation for Future Research

The research results indicated that customers @ensecurity when adopting a mobile money
service. The role played by demographic variablesnobile money adoption was not explored

extensively. Future research may need to expla@esttects of demographic variables like age,
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gender, race, education level, average incomgjioeliand culture on adoption of mobile money

systems.

The study was conducted in an environment that doeoffer many options to consumers. It
was also done in an environment where MFS is faidw. It may be necessary to perform the
study again in a changed environment when mobileeypdechnology has aged and customers
are more informed about mobile money. Adoption afbite financial services in developed
nations may be driven more by convenience thanhigyneed to provide infrastructure for
electronic access to financial services and pradast in developing nations like Zimbabwe
(Cheney, 2008).

The research did not look at the adoption factoas have to do with the marketing strength of
the mobile money services provider. Marketing styets and promotions do persuade users to
adopt a service they would otherwise not have udedrs end up adopting and getting used to a
service which seemed alien to them in a not sawuligbast because of good marketing skills.

Future research may consider this.
6.5 Conclusion

The mobile money market is influenced by many fectehich are mutually interconnected. The

main aim is to develop working systems in whichsadlkeholders play their appropriate roles.
The only way to achieve the aim is to have thel foo@sumers adopt the end product. The main
aim of this research was to point out a whole seasfdactors which are crucial to the adoption of

mobile money with special emphasis on perceivedrggfrisk.

The research successfully identified security lades in mobile money as posed by the nature
of GSM and the other enabling technologies andooost behaviour. It managed to highlight the
reasons for different adoption patterns mobile nganghe developed and the developing world.
The research contributes to the IT/IS systems @aonep research as it successfully revealed the

effects of perceived security concerns on adopifanobile money over cellular networks
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Appendix A: Survey Questionnaire

Questionnaire for mobile money users

| am Masters student studying at Rhodes Universitlghamstown, South Africa, towards an
M.Sc. in Computer Science, specialising in InfonmatSecurity. As part of my research | am
carrying out an investigation into the role playgdsecurity in the adoption of mobile money
services on cellular networks.

Thank you for taking the time to fill in this questnaire. This questionnaire consists of 53
guestions and 9 pages. It should only take 15-2Zutes of your time. Responses are indicated
by marking the appropriate box at the far righthvan X’ or filling in more detailed responses
where requested. Responses will be treated withpleien confidentiality. All questions are
optional, but it would assist in the research ifi yould complete the form as fully as possible. If
you have any questions about this questionnairesasgl contact Madebwe Charles
(012m7032@campus.ru.ac)za

Section A |

1 | Do you own a cell phone?

Yes

No

2 | Do you use mobile money?

Yes

No

If you DO NOT use mobile money, go to SedBam page 7

3 | Which service do you use for mobile money?

EcoCash

OneWallet

4 | Are you aware of any security feature(s) availaviezour mobile money service?

Yes

No

If you answered yes for question 4 above, go totdarwise go to question 5.

4a | Would you continue using the mobile money servitbase security features were
increased/enhanced?

Yes

No

5 | Do security measures on mobile money systems radiarefriendliness?

Strongly agree

Agree

Undecided

Disagree
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Strongly disagree

Yes

Yes

|
o

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Yes

Yes

|
o

No

Highly likely

If you answered yes for question 10 above, go éoatBerwise go to question 11 .

Likely

Moderate

Unlikely

Highly unlikely

Yes

Yes

| Z
o

Strongly agree

| Z
o

Agree

Undecided

Disagree

Strongly disagree
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Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Security

Usefulness

Equally important

Security

Affordability

Equally important

Security

Ease of use

Equally important

It enables me to accomplish my tasks easier dusdful, innovative services

Using the mobile wallet does not require a lotnaintal effort

The service is secure, risk free, trustworthy ealidble

The service is affordable to use

Other reason(please specify below)

1 (Least important)

2

3

4

5 (Very important)

Yes

No

If you answered yes for question 20 above, go éoa2Berwise go to question 21.

Daily

Twice a week

Weekly

Monthly
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Less frequently than monthly
Never

Yes

é =z
D o

No
If you answered yes for question 22 above, go éoa2Rerwise go to question 23.

Yes

Android

Symbian

Windows

Blackberry

Java ME
Other(specify below)

Yes
No
If you answered yes for question 24 above, go éoa2derwise go to question 25.

Yes

Yes

|
o

Yes

|
o

<
D
2]

Z
(e}

Yes
No
If you answered yes for question 30 above, go éodBlerwise go to question 31.
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Daily

Twice a week

Weekly

Monthly

Less frequently than monthly

Never

Yes

No

Yes

b e o e e
| e o e s o s

Yes

No

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Strongly agree

Agree

Undecided

Disagree

Strongly disagree
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Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Yes

No

Strongly agree

Agree

Undecided

Disagree

Strongly disagree

Section B (For those who do not use mobile mor)

| do not know it exists.

| do not think it is safe/secure to use it.

The service is not very useful to me, it doesamainge the way | transact.

It is difficult to use (i.e learn, enrol into, uaad/or access)

It is expensive to use it i.e. higher tariff chesg

Other reason (specify below)

The product should be secure, risk free, trustwoand reliable

It must have useful services, be innovative angrave the way | transact

It must be easy to learn, enrol and use, and dhwaue readily available agent outlets.

It must be cheap to use

Other reason(specify below)
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Yes

Z
(e}

Section C (All respondents

Yes

No formal education

|
o

Some formal education

Graduated high school

Diploma

Bachelor’'s degree

Master’s degree or higher

Rural

Urban

Male

5|2
O(/')

Female

Full-time employed

Part-time employed

Self-employed

Unemployed

Retired

Under 16

16-25

26-35

36-50

Over 50

Below 500

500-1000

1001- 2000

Over 2000
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53 | How would you describe your ethnic background?

White

African

Asian

Coloured

Other (specify below)

Thank you very much for taking the time to compléiie questionnaire.
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