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Abstract 

This thesis performs an investigation into issues concerning the broad area ofIdentity and Access 

Management, with a focus on open environments. Through literature research the issues of 

privacy, anonymity and access control are identified. 

The issue of privacy is an inherent problem due to the nature of the digital network environment. 

Information can be duplicated and modified regardless of the wishes and intentions ofthe owner 

of that information unless proper measures are taken to secure the environment. Once informa­

tion is published or divulged on the network, there is very little way of controlling the subsequent 

usage of that information. To address this issue a model for privacy is presented that follows the 

user centric paradigm of meta-identity. 

The lack of anonymity, where security measures can be thwarted through the observation of the 

environment, is a concern for users and systems. By an attacker observing the communication 

channel and monitoring the interactions between users and systems over a long enough period 

of time, it is possible to infer knowledge about the users and systems. This knowledge is used 

to build an identity profile of potential victims to be used in subsequent attacks. To address the 

problem, mechanisms for providing an acceptable level of anonymity while maintaining adequate 

accountability (from a legal standpoint) are explored. 

In terms of access control, the inherent weakness of single factor authentication mechanisms is 

discussed. The typical mechanism is the user-name and password pair, which provides a single 

point of failure. By increasing the factors used in authentication, the amount of work required to 

compromise the system increases non-linearly. Within an open network, several aspects hinder 

wide scale adoption and use of multi-factor authentication schemes, such as token management 

and the impact on usability. The framework is developed from a Utopian point of view, with 

the aim of being applicable to many situations as opposed to a single specific domain. The 

framework incorporates multi-factor authentication over multiple paths using mobile phones and 

GSM networks, and explores the usefulness of such an approach. 

The models are in tum analysed, providing a discussion into the assumptions made and the 

problems faced by each model. 
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Chapter 1 

Introduction 

Security is an integral aspect of any system. A system is defined by the boundary and interac­

tions between the different components [122]. Security is a blanket term for ensuring the correct 

operation of the components, the interactions and the system as a whole [21]. In an open net­

worked environment, such as the Internet, security is a means of protecting digital information 

and resources contained in systems. The Internet is a global network of inter-connected networks 

that represent a shared cyberspace with ad hoc decentralised and distributed control through the 

use of standard communication protocols. Within this space there are a myriad of individual 

components, whose behaviour is typically described in terms of interfaces for interactions. 

As networking technology evolves and develops in response to the environment, greater abstract 

thoughts and concepts are built upon. With the advent and subsequent proliferation of the Inter­

net, the traditional approach to security in the networked environment has become obsolete. As 

a result, there is a need for new approaches to be developed to achieve network security. Con­

trol and administration of individual networks and domains has to evolve to incorporate global 

connectivity. It is obvious that there is greater value for networks when there is unfettered and un­

inhibited information communication, such as cross-boundary inter-organisational collaboration 

and information flow. A new school of thought has arisen, in the form of De-Perimeterisation 

(De-P) [17], that challenges the traditional mindset towards security by attempting to redesign 

the security architecture at the ICT level to facilitate an open network that is inherently secure. 

It is a concept that is still in its infancy and looks to create a framework through the use of open 

standards. Within this framework, it will be a set of solutions that provide a defence in depth 

approach without the usage of typical security devices. Each solution should be characterised by 

being open, interoperable and Operating System agnostic. This keeps in line with global trends 
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towards individual-centric security, greater collaboration between companies, the changing na­

ture of the Internet, and infrastructure fragmentation. 

A facet of this is Identity and Access Management (lAM) systems, which forms a conceptual 

connection between end users, network and domain administration, and the resources that need 

to be protected. As such there are disparaging needs, often that conflict, where the conflict is 

mitigated by compromise or a series of trade-offs. Security is typically a trade-off of usability, 

where greater security of a system negatively impacts the usability of that system. lAMs have 

value when constructed from open standards and protocols, as opposed to proprietary standards 

that exclude community support. 

Typically, the definition of an lAM depends greatly on the point of view or the perspective of the 

party providing the definition. Gartner describes lAM as "a means of finding an efficient, man­

ageable, audit-able and secure way of connecting users or processes to enterprise resources" 

[119]. lAM refers to "those technologies that allow companies to manage and control user ac­

counts and privileges and to enforce real-time access to resources" [70]. It is also known by 

other names: Identity Management Architecture is "a coherent set of standards, policies, certifi­

cations and management activities, for a specific business goals and objectives, with capability 

to evolve to meet future goals and objectives" [122]. Another term is Authentication and Au­

thorisation Infrastructures (AAI) [77], which is defined in terms of achieving an inter-domain 

authentication and authorisation service. This view point acknowledges the ad hoc nature of the 

open environment and aims to "extend the scope of security solutions by providing an integrated 

authentication and authorisation service for communicating peers". 

Essentially, an lAM is there to control access to protected resources in such a way that is secure 

and aligned with organisational strategic goals. An lAM has several goals and functions, such as 

identifying the entities within the system (system resources, users and the relationships between 

entities) so that authentication and authorisation may take place. 

1.1 Chapter Overview 

The basis for this thesis is defined and described in the problem statement in Section 1.2. The 

background of this thesis is covered in Section 1.3. This entails the move towards open environ­

ments and the advent of De-P, as it puts the problem statement into context. 

Section 1.4 provides a summary of this chapter and an overview of the chapters comprising the 

rest of the thesis is in Section 1.5. 
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1.2 Problem Statement 

This thesis perfonns an investigation into issues concerning Identity and Access Management 

solutions, with a focus on open environments. In the course of the investigation several sub­

problems are identified and addressed. 

Firstly, the issue of privacy is an inherent problem due to the nature of the digital network en­

vironment. Privacy entails the user account representation and management, such that the dis­

closure and usage is a function of control of the owner of the infonnation. Infonnation can be 

duplicated and modified regardless of the wishes and intentions of the owner of that infonnation 

unless proper measures are taken to secure the environment. Once infonnation is published or 

divulged on the network, there is very little way of controlling the subsequent usage of that infor­

mation. In reality, each lAM requires a different particular subset of user related infonnation for 

the creation of an account. Should a user have accounts with several lAMs, the user would have 

to maintain several subsets of different credentials. lAMs have privacy policies that stipulate 

what the infonnation is required for and how it will be used. This is a concern to users, where 

users may have little or no control over that infonnation. 

Secondly, the issue of the lack of anonymity is a concern for users and systems within a net­

worked environment, in that the security measures can be thwarted through the observation of 

the environment. By an attacker observing the communication channel and monitoring the in­

teractions between users and systems over a long enough period of time, it is possible to infer 

knowledge about the users and systems. This knowledge is used to build an identity profile of 

potential victims to be used in subsequent attacks. To address the problem, mechanisms for pro­

viding an acceptable level of anonymity while maintaining adequate (from a legal standpoint) 

accountability are explored. 

Thirdly, in tenns of access control, the inherent weakness of single factor authentication mecha­

nisms is addressed. The typical mechanism is the user-name and password pair, which provides 

a single point of failure. By increasing the factors used in authentication, the amount of work 

required to compromise the system increases non-linearly. Within an open network, several as­

pects hinder wide scale adoption and use of multi-factor authentication schemes, such as token 

management and the impact on usability. This problem is examined with the idea of achieving a 

flexible and extensible framework incorporating multi-factor authentication. 

The identification of the above mentioned issues results in a proposed generic framework being 

derived using open systems to solve the pervasive multi-factor authentication problem. This 
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framework is then critically evaluated and discussed. Further contributions attempt to abstractly 

model approaches to solutions that exist already for some of the issues. 

1.3 Background 

This section begins with a brief look at traditional approaches to access control within closed 

systems, where communication complexity is reduced, in Section 1.3.1. Current developments 

in lAMs are still based on these concepts, forming the foundation for current advancements in the 

field. However, with the advent of the open network, lAMs require a new way of thinking, as dis­

cussed in Section 1.3.2. This need is reflected in the Jericho Forum, and the De-Perimeterisation 

approach, covered in Section 1.3.3. This explores the short comings of the traditional model, 

and the new possibilities that arise from open public networks. Section 1.3.4 identifies the need 

for this new way of thinking. Current trends in the development of lAMs are subsequently sum­

marised in Section 1.3.5. 

1.3.1 Traditional Approaches 

Traditional approaches to authentication and access control are, as summarised in [77]: 

• Discretionary access control - DAC 

• Mandatory access control - MAC 

• Role-based access control - RBAC 

• Others 

- Clark and Wilson Model 

- Chinese Wall Policy 

- Personal Knowledge Approach 

DAC models sets access rights (i.e. read, write, execute) between objects (i.e. resources being 

protected) and subjects (i.e. users and systems). Access rules are represented in an access control 

matrix. This kind of model is used in most operating systems. MAC models pertain to the flow 
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of the information within the system, rather than direct ownership of objects and delegation of 

rights. Security classes are used to represent objects and subjects, where objects are labelled by 

a classification and subjects labelled with a clearance. This model creates multilevel systems, as 

content may appear differently to different levels of clearance. Within both models, DAC and 

MAC, policies surrounding linking users with permissions and resources are complex and prone 

to errors. RBAC models concern roles describing organisational functions and the minimum 

resources required to perform that role. This follows the principle of least privilege. Here two 

types of associations are maintained, between users and roles, and between roles and permis­

sions. From this, permissions are authorised for roles and roles are authorised for users. The 

other models mentioned are not as pervasive as the previous models. The traditional approach 

models work well in homogeneous environments, but is ill suited to a distributed or networked 

environment [77]. 

As computing has become more ubiquitous, and with the proliferation of the Internet, there has 

been a re-evaluation of the definition and understanding of what access control is. Identity and 

Access Management has grown out of that re-evaluation, there to describe the new way in which 

the open networked environment is viewed. 

1.3.2 Towards Open Environments 

It has been acknowledged in an article [108] that there exists a gradual erosion of the hard-shell 

network perimeter that has been the mainstay of traditional corporate networks. Through web 

applications, email, the growing number of mobile and remote users connecting to the corporate 

network, the network perimeter is becoming more permeable. As a result, the network is becom­

ing more difficult and costly to secure following traditional security principles laid down before 

the Internet became pervasive. A new way of thinking about security is required to cope with 

the myriad of malicious activity and threats that abound the Internet. De-Perimeterisation (De-P) 

is a concept that is challenging the current approach to network security. De-P is achieved by 

redesigning the security architecture at the ICT level to facilitate an open network that is inher­

ently secure. It is a concept that is still in its infancy and looks to create a framework through 

the use of open standards. Within this framework, it will be a set of solutions that provide a 

defence in depth approach without the usage of typical security devices. Each solution should 

be characterised by being open, interoperable and Operating System agnostic. This keeps in line 

with global trends towards individual-centric security, greater collaboration between companies, 

the changing nature of the Internet, and infrastructure fragmentation. By examining the cur-
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rent literature surrounding the De-P concept, a definition that is both appropriate and relevant is 

achieved. Identifying the need for and the limitations of De-Perimeterisation sets the context for 

arguments for and against the move towards De-P. Highlighting the areas relevant to achieving 

De-P will help motivate further research in those areas, promoting their importance. Finally, 

addressing current technology and "Best Practices" techniques that represent or can be used in 

the first steps towards De-P will further motivate further research into the subject. 

De-Perimeterisation is a buzzword that has been bandied about the industry since its inception in 

2004. The following section seeks to clarify the definition within the Jericho Forum context. 

1.3.3 De-Perimeterisation 

The Jericho Forum put forward a broad definition for De-Perimeterisation in a visioning white 

paper [17], 

"The act of applying organisational and technical design changes to enable collaboration and 

commerce beyond the constraints of existing perimeters, through cross-organisational processes, 

services, security standards and assurance". 

De-Perimeterisation (commonly known as De-P) is a definition for a new security architecture 

and design approach. It is a concept centred on the creation of standards that will ensure secure 

communication across open networks. This will be achieved by the re-appraisal of the current 

ubiquitous traditional security model, known as the hard-shell or hard-perimeter model. This 

involves the gradual elimination of current security controls that exist at the boundary of the 

organisational network and the Internet, and by placing refined controls at the data and system 

level. The achievement of these goals has been road-mapped between five and eight years, where 

there will be phases for the gradual development and implementation of standards that encapsu­

late and promote the concept of De-P. 

It is more than a concept; it is a way of thinking about security. Current mindsets towards tradi­

tional security approaches are a barrier to change. The Jericho Visioning White Paper [17] notes 

that this is because of fundamental traditional assumptions about ICT infrastructures. Firstly, 

that the organisation owns, controls and is accountable for the ICT infrastructure it employs. 

Secondly, organisations assume that all individuals sit within the organisation, not taking into 

account the increase in globalisation. This approach fails when dispersion, individual account­

ability, interconnection and fragmented ownership of infrastructure, accountability and access 

rights are additional requirements of the organisation's infrastructure. 
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Drive Behind the Concept 

It is a concept first introduced into mainstream industry by the Jericho Forum. The Jericho Forum 

is made up by a group of international IT customer and vendor organisations whose purpose is 

the development of open standards to enable secure and boundary-less information flows across 

organisations [43]. The Jericho Forum is hosted by the Open Group, a like-minded consortium 

of companies and organisations that span the various sectors of the IT industry [49]. The drive 

behind this consortium is to deliver products and services to the industry that will create an en­

vironment that is conducive to boundary-less information flow. This is through creating services 

and open standards to assure global interoperability of different products across different plat­

forms, within and between enterprises. The point to take from this is that the drive is coming 

from Users (companies that are not vendors but make use of vendor solutions), and are trying to 

create a business case for a shift in security thinking by defining their own requirements. Com­

municating these requirements to vendors will help the vendors create products and solutions 

that are more in-line with the organisation's needs. This supports the point that companies, or­

ganisations and individuals have recognised a need to re-address their thinking about security in 

general. 

Set of Solutions 

The realisation of a De-Perimeterised world, a Jericho world, will be through a set of solutions 

within the De-P context that are interchangeable and interoperable, based on open standards [17]. 

For example, a corporate network for a bank will need greater levels of security than a network 

for an education institute. While both would be adhering to the security standards inherent to the 

De-Perimeterisation framework, the corporate network would use a greater subset of solutions 

than the organisation's network. The solutions should also be Operating System (OS) agnostic in 

order for the De-P world to be vendor independent. Interoperability then becomes an important 

feature in the De-P world solutions. An interchangeable solution implies that it is interoperable 

by virtue of its ability to be swapped for another solution. Being OS agnostic requires the solution 

to be interoperable with the same solution on a different OS, in the same way that Java [84] is 

compiled independently of the underlying hardware platform into byte-code which is used by the 

OS's Java Virtual Machine to interpret at run-time. Interoperability cannot be achieved, while 

satisfying the other requirements, without the use of open standards. 



CHAPTER 1. INTRODUCTION 8 

Standards 

A standard represents a clearly defined scope or context in which to achieve communication be­

tween different hardware and software platforms [69]. Standards come in four flavours; the first 

being the proprietary standard which is owned and controlled by a single individual or organisa­

tion [51]. This is restrictive in the sense that the owner closely guards the standard and insists 

that all users buy into the vendor-specific products at the expense of not using any other vendor's 

products. Companies or organisations spend time and effort on developing and inventing certain 

products to leverage market advantage. The creation of a proprietary-specific standard arises 

from the need to communicate with the company's other products. The results of those efforts 

are labelled "trade secrets", and are such because if the companies shared this knowledge with 

their competitors, they would lose their competitive edge. The second and third types are the de 

Jacto and de jure standards respectively. Both terms come from Latin, de jure means "by right" 

or "legally", and is used to describe a widely used standard that is endorsed by a standards body 

[121]. DeJacto, on the other hand, means "in fact but not in law", and describes a widely used 

standard that is not endorsed by a standards body [121]. The fourth type is the open standard 

which creates an environment conducive to open collaboration and communication [69]. If one 

were to consider the Internet, its success is partly due to the globally accepted open standards 

that the Internet uses [106]. 

Open standards are achieved through a steering organisation (for example, the Internet Engineer­

ing Steering Group - IESG) chartering a working group (such as the Internet Protocol version 6 

working group - ipv6) to develop and promote them [42]. The steering organisation and working 

group can be seen as a Standards Setting Organisation (SSO), as described by Krechmer [69], 

and follows one perspective of the term "open standard". In other words, the SSO creates an open 

standard if it follows the tenets of open meeting, consensus, and due process. This means that 

any party or individual can participate in the standards development process, where all interests 

are discussed and agreed upon with no domination by any group, and that a balloting and appeals 

system is used to find resolution. The other two perspectives of the "open standards" term, given 

that the standard exists, are those of the implementer and the user of the standard respectively 

[69]. The group behind De-Perimeterisation, Jericho Forum, advocates the creation and use of 

open standards, in order to develop truly interoperable De-P solutions [17]. Its development 

should be a collaborative activity as to maximise the output from the various stakeholders. The 

Jericho Forum is a SSO responsible for several work groups tasked within areas relevant to De-P. 
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Defence in Depth 

Defence in depth refers to a security architecture that relies on the intelligent application of 

various technologies and "Best Practices" techniques [96]. It means having several layers of 

security that make the core infrastructure (the most valuable assets) more difficult to compromise, 

without relying on a single point of defence [68]. The measures taken are prescribed by top 

security specialists, referring to the best methods to secure several areas within the network 

and the end user. The Jericho Visioning White Paper [17] addresses defence in depth as being 

an important part in achieving De-Perimeterisation. Security is seen as a process rather than 

a product, and there are several integral relationships between defence in depth and De-P. Joel 

Snyder in a white paper [105] lists six defence in depth strategies that corporate networks can 

employ to provide additional layering of security. This architecture requires networks to be 

aware and self-protective. This implies a certain amount of autonomy in the administration of 

the network. Cisco is providing intelligent switches and routers that can, through favourable 

policies, quarantine machines that are not up to date with software patches, or machines that 

have been found to be compromised [72]. Snyder [105] puts forth six strategies that, when all 

six have been deployed, significantly change the security setup of the network. These are: 

• Authenticate and authorise all network users 

• Deploy VLAN's for traffic separation and course-grained security 

• Stateful firewall technology at the port level for fine-grained security 

• Place encryption throughout the network to ensure privacy 

• Detect threats to the integrity of the network and re-mediate them 

• Include end-point security in policy-based enforcement 

This is aligned with the De-Perimeterisation emphasis of protecting the data through encryption, 

and shrinking the security bubble [88]. The bubble symbolises the boundary between the "se­

cure" inside and "insecure" outside. By decreasing the traditional perimeter boundary to smaller 

security islands, bubbles that protect separate network entities, the overall risk to these islands 

decrease. This is because if one island were to be compromised the other islands would still be 

relatively secure, depending on the controls and policies in place. 
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1.3.4 Identifying the Need for De-Perimeterisation 

The Erosion of the Perimeter 

The erosion of the hard-shell perimeter has been acknowledged by security professionals since 

the proliferation in use of the Internet by the corporate network [108]. Mobile computing and 

remote connections add to the vastness of domains that are not under the immediate control of 

the corporate network. As remote connections to the corporate network from public networks 

increase, the gap between the different trust domains increases. Mobile devices with wireless 

capabilities present an intermediate launching platform for attacks on the corporate network as 

they are more difficult to secure. The act of tunnelling, wrapping a protocol within another 

protocol, can bypass stateful firewalls and provide an uninterrupted passage into the network 

[87]. Web applications and email are prime examples, as this requires content filtering, generally 

performed on the end-point machine. The Jericho Forum identifies the trends that support the 

gradual erosion of the hard-shell network perimeter [17]. There is a move towards centralising 

leT assets (from distributed branch-specific servers and data centres) into fully redundant data 

centres [88]. This means that the traditional hard-shell is fragmenting and there is greater inter­

connectivity of corporate branch networks. Another trend is the increase in need or use of open 

networks (The Internet). 

Increase in the Openness of Networks 

There is an increase in corporations collaborating with each other, and in using the Business 

Process Outsourcing (BPO) industry sector, requiring communication between entities to main­

tain confidentiality, integrity and availability [5]. The use of BPO means that corporations can 

outsource IT requirements to specialists in the field without having to deploy their own services. 

As noted in the Palmer paper [88], collaboration increases the number of stakeholders in the 

organisation's infrastructure. Managing the infrastructure then becomes difficult for a single en­

tity to carry out, as the number of connections and the distributive nature of systems increases 

complexity. In a white paper from Open Groups [56], it describes a drive to make boundaries 

more permeable to achieve better integration of the economic and functional business processes 

of an organisation. De-P is built upon this principle. The openness, or permeability, of networks 

is hindered by four types of boundaries [17]: 

Infrastructural: Inhibiting interconnection, and lacking the underlying facilities to interconnect 
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Structural: System growth is limited by the scalability of its structure 

Architectural: Different architected technologies are sometimes not interoperable 

Semantic: Different ways of representing the same things and are difficult to reconcile 

Open communication is desirable in an ever increasing e-commerce market, as more business op­

portunities arise through collaboration. Organisations overcoming boundaries of open commu­

nication will benefit from increased economic activity, and the streamlining of current business 

processes. 

Return on Investments 

Return on Investment (ROI) is essentially cost management, as pointed out by a Cisco white 

paper [114]. The cost of deploying a security-related solution is contrasted with the risk the 

solution is to mitigate [87]. In a profit driven market, cost versus risk analysis dictates what 

security decisions are implemented. As networks become more fragmented and trends towards 

smaller security bubbles increase, the cost of securing the boundary of the network increases. 

More hardware devices (firewalls, IDS, IPS), and other controls, will be needed as more avenues 

into the network boundary are opened up. The traditional security architecture is not well suited 

to scalability, since it relied on static boundaries [56]. Mobile computing, remote connections 

and distributed networks make the border more dynamic. In response to vulnerabilities and other 

new avenues of attack, security is tacked on to deal with these new threats. Since systems are not 

homogeneous, one cannot be certain that security solutions deployed will be interoperable. As 

the complexity of an infrastructure increases, vulnerabilities might be overlooked, causing more 

problems in the long run. There are more long term costs attached to this approach than short 

term benefits. Identified in the paper [114], within a cost savings and avoidance context, a com­

mon basis for security throughout the infrastructure creates benefits in management, visibility, 

control and enforcement. That is, if a standard were to be created, there would be a convergence 

of disparaging systems and their security efforts that would decrease complexity and increase 

interoperability. A greater understanding of the infrastructure's security state allows greater pre­

dictability in the scope and depth of proposed changes in security posture. There is a need for 

the convergence of security solutions, as to enable them to communicate effectively so that the 

enforcement of security policies is more effective. Consider web services, since its inception, 

the definition of web services has been evolving, and so has its benefits. As stated in [120], 
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web services provide simplified mechanisms to connect applications regardless of technology or 

platforms. Through the use of industry standard protocols with universal vendor support provide 

low cost communications and business integration. The benefits of following the web services 

include IT cost and complexity reduction, business wide process streamlining, and business con­

solidation. The hindrance web services have faced, as noted by a Gartner article [6], has been the 

lack of standards-based mechanisms for ensuring quality of service across the Internet. This has 

led to poorly implemented web services. Another problem is that standards lacking the participa­

tion of some key vendors has led to interoperability issues throughout web services deployment. 

Individual-centric Security 

In the Palmer paper [88], the author identified that there is a trend towards individual-centric se­

curity. Concisely, this means the securing of access and controlling the use of information within 

the perimeter. This has already been identified as a key strategy for defence in depth [52], where 

access privileges depend on policy enforcement, such as the machine users log in on and the role 

of the user. Aspects such as compliance, whether or not the machine is up to date with security 

software and the latest patches, trust domains and security bubbles, authentication and Identity 

Management will become important features in the enforcement of end-point security policies 

[88]. Once again, this issue will be confounded by complexity in building and maintaining the 

business logic of dealing with different platforms and security postures. The complexity of man­

aging different states can be alleviated by following a standard that encompasses these aspects, 

supporting the move towards De-P. 

1.3.5 Current Trends 

In a 2006 survey of 1708 U.S tertiary education institutes, conducted by the EDUCAUSE Current 

Issues Committee [33], Security and Identity Management was reported as the number one "most 

important" IT-related issue among the 628 institutes that responded. The survey was directed at 

the IT administration departments of the education institutes, with the purpose of extracting 

the most pressing issues that needed to be resolved for the strategic success of that institute. 

Security and Identity Management, incorporating both security and lAM aspects, is defined as 

the balance between expanding information access and the requirements for providing protection 

from unauthorised access and abuse. The reason for this becoming a high priority issue is the 

general move towards the digitisation of information and resources as an increasing number of 
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education and administrative activities are carried out in a networked environment. Several sub­

issues specific to lAM were identified: 

• Balancing the needs for security and impact on usability that increased security incurs 

- Multi-factor authentication schemes 

- Information security training and awareness 

• Information and resource security classification 

- Specific controls and usage policies for each category 

- Managing risk of identity theft and privacy issues 

• Security policies 

- Up-to-date and enforceable, implying a regular security policy review process 

- Reflect the organisational priorities and strategic goals 

- Policies and technologies for external communication and partnership collaboration 

• Digital identity management strategies 

- How identity information is represented, stored and managed 

- The usage of standards and handling of non-compliant systems 

- Ownership of identifying data stored on the system 

- Regulatory compliance and information laws and acts 

• Technologies 

- Support strategic goals of organisation 

- Incorporating standards to increase interoperability 

- Adaptive security processes to patch and update critical areas 

- Controls and monitoring of security activities 
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Although the survey was directed at academic institutions and organisations, the sub-issues pre­

sented above have direct relevance for business oriented organisations and their networks. Rather, 

these issues should be considered for any organisational network. Consider the first issue related 

to balancing the needs for security and the impact on usability, where increased security mea­

sures tend to hinder usability. For example, a bank has several layers of security protecting the 

vault that restrict employees from freely accessing it, rather requiring them to follow predefined 

procedures. Increasing security controls, or making assertions about security activities limits the 

freedom of the operators and users by increasing the effort on their parts in making use of the 

protected resources and systems in terms of usability. However, this feature of security can be 

mitigated by adequate training and awareness, enabling the users to come to grips with the tech­

nology and controls in place, to become more at ease in their use as well as the understanding as 

to why such controls are in place. 

This has direct relations with another identified sub-issue, where the effort spent on protection of 

resource should be related to value and the risk of compromise. This implies a means to classify 

and categorise resources and systems in such a way that there is an efficiency in the defence of a 

network, that separate controls do not conflict with each other and provide holes through which 

to attack. Being able to identify resources that are important to the organisation and its members, 

the ramification of that resource being destroyed, modified or stolen, and the probability of any 

such event occurring is an integral part in Risk Management [109]. Risk Management has direct 

application in understanding Identity Management. This involves assessing the threats that can 

exist for each identified component of an lAM and creating controls that mitigate that risk. The 

categorisation and classification of resources and systems means that everything in that set is 

identified and can have specific controls and policies attached to them that determine who can 

access what and in what manner (how) it may be used. 

Policies represent varying levels of intelligence, from simple rule-based conditions to expressive 

subsystems that define how individual components can interact. Essentially, policies define a 

wide range of activities, from low-level access to statements of intent (mission statements). In 

terms of security, policies are used to define areas of operation using criteria and conditions that 

are evaluated to determine a course of action. As identified in the survey, the correspondence 

between organisational priorities and strategic goals with the actions a system should take in a 

given situation is important and should be correctly captured and expressed in policies. A policy 

is meaningless unless its decisions are enforced. For instance, when an organisation expresses in 

its privacy policy that any personal user information stored in its systems shall not be disclosed 

to third parties, the organisation should have security controls in place that limits access to such 
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information only to people with the proper authority and understanding. 

The next sub-issue encapsulates the definition and expression of strategic goals of the organi­

sation's lAM system. These goals entail how identity information is represented, stored, and 

managed, taking into account notions such as the ownership of the information. The question of 

who owns the information determines what can be done with that information. For instance, if 

an organisation owned and had control over the stored identity information then that organisa­

tion could utilise that information in a way that would further its strategic goals. This extends to 

the notion of compliance, that is, information Regulatory Laws and Acts, ensuring that systems 

and information privacy conform to specified controls. This depends on the type of organisa­

tion and the nature of the information, where regulations and laws are enacted to protect the 

rights on both the organisations and the public who make use of them [40, 97]. An essential 

means for the organisation to ensure compliance with a regulatory body is to make use of open 

standards. A standard represents a clearly defined scope or context in which to achieve commu­

nication between different hardware and software platforms [69], where an open standard creates 

an environment conducive to open collaboration and communication. Non-standard systems are 

less compliant as their design and implementation are done without an established template and 

method for achieving goals, which makes it more difficult to measure compliance. 

The final sub-issue ties all the previously mentioned issues together, which is the identification 

and application of technologies that address each issue. Specifically, technologies that will help 

and that are integral to the achievement of the organisation's strategic goals in terms of security 

and lAM. A report by the research company Gartner [70], identifies and comments on the state 

of lAM-related technologies, illustrated as a hype-cycle in Figure 1.1. By way of explaining 

the information presented in the diagram, the definitions of the different stages in the cycle are 

presented below. 

Technology Trigger An event that generates significant industry and press interest. 

Peak of Inflated Expectations As the technology is explored with over-enthusiasm and unreal­

istic projections, more failures than successes are recorded as the technology is pushed to 

its limits. This is a learning period where results are presented in conferences and publica­

tions. 

Trough of Disillusionment With mounting failures and the wane in media and public interest, 

the technology becomes less of a priority. 
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Slope of Enlightenment Subsequent experimentation and development allows for the under­

standing of the technology in terms of its applicability, risks and benefits. The development 

process is aided by the creation of commercial tools and methodologies. 

Plateau of Productivity The tools and methodologies have been through several generations, 

with the technology's real-world applicability and benefits solidly demonstrated and ac­

cepted. Approximately 20% of the target audience are adopting or have already adopted 

the technology. 
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Figure 1.1: Gartner Hype Cycle for Identity and Access Management Technologies for 2006 [70] 

The diagram depicts the technologies that are being recognised by industry as viable solutions to 

real problem domains within the realm of Identity and Access Management. It also indicates the 

prediction of when these individual technologies will become widely accepted. 
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1.4 Chapter Summary 

In this chapter the problem statement summarises the goals and aims of the thesis. This is fur­

ther contextualised by delving into the background for engaging in this thesis. This covers the 

movement from the traditional approaches to securing a network, which became obsolete with 

the proliferation of the Internet, towards an open environment. With this a new approach, em­

bodied in the design paradigm of De-P, the basis for this thesis is set. This is further supported 

by discussing the current trends within the field of lAM. 

1.5 Thesis Overview 

A literature review covering the concepts relevant to lAM, such as identity and access control, 

are provided in Chapter 2. This includes trust and management and a brief overview of policies. 

Chapter 3 delves into the issues stated in the problem statement, namely privacy, anonymity and 

multi-factor authentication in open environments. This is achieved by further literature research. 

The issues of anonymity and privacy are addressed in separate models in Chapter 4. Each model 

attempts to describe, at a high level of abstraction, how its relevant issue can be addressed. 

Following the identification of the lack of a pervasive and scalable physical security token, Chap­

ter 5 provides a framework that incorporates the mobile phone as second factor of authentication. 

An analysis and discussion of each of the models presented are performed in Chapter 6. This 

entails the assumptions made and the problems faced by each model. A discussion, through a 

series of scenarios that unite the models, in terms of the De-P approach is also provided. 

The thesis is finally concluded in Chapter 7, re-addressing the problem statement with what has 

been achieved. 



Chapter 2 

Literature Review 

2.1 Chapter Overview 

In the previous chapter the background concerning lAMs was discussed, showing both the need 

for new ways of approaching open systems and the trends within industry. This chapter explores 

the fundamentals of lAMs, in that we take a look at the concepts and components that consti­

tute an lAM. Discussed within is a broad cross-section of literature concentrating on two main 

sections: identity (Section 2.2) and access control (Section 2.3). 

Within Section 2.2, the concepts that surround identity are covered, with a focus on federated 

identity in Section 2.2.1. Models of federated identity systems, used to describe different ap­

proaches, are presented in Section 2.2.3. Section 2.2.4 addresses the different approaches to 

providing identity stores, in that the means to store and make available identity information. 

Section 2.2.5 details another aspect of identity management, that of Public Key Infrastructures, 

including variants on this theme. 

Section 2.3 has the task of describing access control related concepts. The access control feature 

covered is authentication and authorisation in Section 2.3.1. Section 2.3.2 attempts to deal with 

the open-ended nature of trust within a digital environment. This includes notions such as trust 

management (Section 2.3.3) and trust negotiation (Section 2.3.3). An inherent and critical aspect 

of access control and trust negotiation is that of policies and policy specifications, this is covered 

in Section 2.3.4. 

Finally, the chapter summary is provided in Section 2.4. 

18 
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2.2 Identity 

Identity is infonnation indicating the uniqueness of the object (a user or machine), distinguishing 

other objects from itself [26]. Identity, within a digital environment, is typically categorised and 

disclosed as "something you know"," something you have" or "something you are". In the real 

world, people within a small and local scale are recognisable at a social level through the myriad 

of social interactions that occur. Our identities are inherently linked to who we are as people 

within in society. On a national and international level, Governments issue identity documents 

that uniquely identify an individual based on several immutable criteria (such as name, date of 

birth, and country of citizenship). Through diplomatic relations are these government-issued 

identity documents accepted. In the digital world it is much more difficult to establish the true 

identity of another person, as well as establish a global identification scheme. Following the 

tenants of free speech, the Internet is not regulated for content (other than Intellectual Property 

infringements) at the moment and has grown from an ad hoc collection of networks. Users of the 

Internet hold high their right to privacy and anonymity in cases where it is possible. There are, 

of course, some aspects of Internet usage that require that users provide personal infonnation in 

exchange for otherwise free services. 

According to Windley [122], "naming is one of the fundamental abstractions for dealing with 

complexity". As such, naming becomes the first way in which a person deals with communicat­

ing a description of an object, and is one of the most common attributes of identity. A name exists 

within a name-space, defining the universe in which that name has meaning. The uniqueness of 

names and as well as what the name references, depend on the properties of the name-space. 

This allows a decoupling between name and description. Take Internet Domains as an example, 

the domain name ru. ac.za might be bound to a certain IP address, allowing those that know the 

domain name find the machine, however, should the machine change or the IP address change, 

that change will be transparent to those that type in the domain name. Domain names also help 

distinguish between different services on the same machine. When considering identity, it is 

important to consider the name-space in which the identity belongs. Identity and Access Man­

agement is an industry sector that is still in development [17], which can be divided into three 

levels, each defining the limits of its own name-space: 

Enterprise - an identity is under the control of a single enterprise and has no meaning outside 

that enterprise 

Federated - an identity is linked to more than one enterprise by a common identity management 
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system 

Global - an identity represents a unique real-world person 

Within the context of this thesis, Enterprise identity management is limited to a single domain, 

and thus is limited in functionality and usefulness. If one were to consider the case of a global 

identification scheme, global standards are tricky to enact since there has to be global agreement. 

Taking into account international relations, it is perhaps not feasible trying to get U.S.A. to 

interact with China at that level. Perhaps one application of a global identification scheme free 

from the afore-mentioned problems is grid computing [112]. Grid computing is characterised 

by the fact that computer devices, processes, memory and disk storage are shared over the entire 

grid, regardless of geographical location. Explored in Lopez et al. [78] where the difficulties 

inherent in creating and maintaining a global name-space are: who controls the name-space, 

and everyone has to agree to the operation of the global name-space. Furthermore, those in 

control of the name-space can have access to user information stored there, requiring people to 

submit their personal information to the control of others. A possible solution to this is to have 

domain-specific identities that are unique within that context, while the domains themselves are 

distributed and integrate on a peer-to-peer level. Thus control is localised to a specific domain, 

limiting the visibility of a user's credentials. 

2.2.1 Federated Identity 

Federated Identity is a model of distributed identity management [82] that sees wide-spread use 

in the realm of web services and browsers [92]. Federation, in the words of Windley [122], 

"defines processes and supporting technology so that disparate identity stores can cooperatively 

solve identity tasks". This approach grew out of the need for collaborations, embracing cross­

boundary information flows. This means allowing users from an enterprise to engage and use 

services offered and controlled by another enterprise, as well as opening up a new industry, 

Business Process Outsourcing (BPO). It also allows enterprises to share network administration 

and maintenance costs, where the enterprises engage in a symbiotic relationship. Browsers and 

web services leverage the benefits of platform-independent and mobile-based implementations, 

and closely follow the Jericho Forum thinking in terms of loosely-couple components. This 

requires the development of standards, the basis for wide-spread acceptance and usage. 
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Liberty Alliance 

An example often used when describing federated identity is Liberty Alliance. The Liberty 

Alliance (LA) Project is based on SAML and WS-* specifications, and makes public proposals 

without an open standardisation process [91], meaning that input is accepted from a select group 

of people rather than the community or industry. Liberty Alliance, however, aims for an open, 

federated, single sign-on solution for a digital networked environment, spanning several domains, 

creating a "Circle a/Trust" [77]. In this sense, open is intended to mean interoperability between 

domains, using various technologies, protocols and standards. 

Within Liberty Alliance, there are Identity Providers (IdP) and Service Providers (SP), and Prin­

ciples (users) belong to an IdP, where users authenticate themselves using credential disclosure, 

and resources are protected by the SP of which authorised users can access [22]. The Liberty 

Alliance specifications form frameworks that describe how entities can interact with each other, 

defining the "Circle a/Trust ", the basis for cross-domain information flow [10 I]. The LA speci­

fications mirror business relationships, allowing heterogeneous systems and domains to integrate 

across geographical and administrative differences [48]. 

2.2.2 Components of Federated Identity 

This section defines the components that make up a Federated Identity Management system, 

as well as various models expressing their interaction. This is based on work by Djordjevic 

and Dimitrakos [34], where a federation system is an aggregation of the following component's 

functionality. It is important to note that the models presented below are an abstraction of a fed­

eration system's functionality, where actual implementations may have components performing 

several other functions. 

STS - security token service 

Issues tokens on a claim, validates the validity of the claim and validates the exchanges of tokens 

in a specific token format. 

CPS - credential processing system 

Transforms credentials between 'bound' and 'free', specifically credentials or security attributes 

that are recognised within the trust realm and those that that can be used outside the trust realm. 
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PDP - policy decision point 

A network node that makes a decision based on agreements between identity service providers 

(represented in a policy). It is the minimum required amount of information to disclose for a 

decision to be made that is held in the policy. 

PEP - policy enforcement point 

Any mechanism that enforces a security policy, including message inspectors, interceptors/gateways, 

secure message routers and applications. 

2.2.3 Models 

These models represent the different manners in which the components can interact, each with 

their own particular advantages and disadvantages, as presented in [34]. The PEP is generally 

responsible for handling the incoming/outgoing message requests through a 'message context 

handler/dispatcher'. The models are the specific interaction of the PEP with the rest of the com­

ponents. There is big divide between the benefits of decoupling components versus the overhead 

costs of interaction messages. Component interaction and the message sequence depend on the 

model and the policy implemented. Some policies may require multiple rounds of credential 

validation and authorisation evaluation before a final decision is made. 

PEP-biased 

The PEP facilitates interaction and controls the data flow, and is responsible for maintaining 

the messaging sequences. For incoming messages the STS is asked to validate and approve 

claims. The CPS provides further information of the identity of the claimant. The PDP then 

makes an authorisation decision that the PEP enforces. The CPS obtains the set of credentials 

for the request. The STS then issues a token to the requester. The advantage of the model 

is that the components are loosely coupled and is useful in large decentralised networks. The 

disadvantages are a large message overhead, and that an intelligent decision policy is required to 

be implemented. 
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PDP-biased 

There is more emphasis placed on the processing of security information and the reasoning per­

formed by the PDP. The PEP effectively only knows about PDP components since the token and 

credential validation is performed as part of the authorisation policy evaluation within the PDP. 

The PDP needs to implement the CPS/STS functionality and the handling of context messages. 

Incoming messages are handled by the PEP as it sends all evidence available to the PDP unpro­

cessed. The response from the PDP indicates the authorisation decision. For outgoing messages 

the PEP sends an authorisation request to the PDP to obtain an authorisation response. The 

advantage is that validations of credentials and the evaluations of authorisations can occur con­

currently due to the interactions of the PDP with the CPS/STS components. The disadvantage is 

the restriction of flexibility of the model, as any updates to the CPS/STS will need to be require 

the PDP to be updated. The components are the tightly coupled and thus result in system designs 

that are difficult to maintain and manage. 

STS-biased 

The STS needs to implement PDP/CPS functionality, and is similar to the previous model in 

that regard. For incoming messages the PEP requests the validation of tokens for a particular 

action. The PDP and CPS aid in the validation process. For outgoing messages the same occurs. 

Advantages include concurrent interactions to reduce delay. The model can allow deployments 

of multiple STS's. The policy and validation process can be decoupled. Disadvantages are the 

scalability and flexibility problems inherent in this model. There is an increasing dependency on 

specific types of tokens. 

Hybrid-based 

This models offers better management of STS and PDP capability aggregation while removing 

the overhead of the controlling the flow of enforcement actions. For incoming messages, the 

PEP asks the STS to validate tokens specific to the action requested. The PDP then returns the 

authorisation decision. For outgoing messages, the PEP requests an authorisation decision from 

the PDP to continue with the request. The STS will then issue a token to the PEP. This model 

improves the flexibility through decoupling the essential STSIPEP and PDPIPEP interactions. It 

suffers from the tight coupling between the CPS, STS and PDP. This tight coupling may introduce 

dependencies that complicate the federation of trust realms. 
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Broker-based 

This model further decouples the context handler/ dispatcher mechanism in order for it to become 

a sort of broker between the other components. It manages the interactions and flow of messages 

between the components and enforces security actions for incoming/outgoing messages. This 

maximises the decoupling of the components, allowing greater flexibility, and also eases the 

interaction between the different components. This is achieved at an increased cost of overhead 

messages, reducing efficiency. 

2.2.4 Identity Stores 

Since identity information, representing individual and separate entities within a name-space, 

requires persistence for the system to make accurate access control and authorisation decision 

[122], the concept of an identity store must be addressed. An identity store can be viewed as 

a database or a directory, where a database is flat and relational, while a directory is usually 

hierarchical. According to Windley [122], a directory service is a network-aware directory that 

allows distributed applications to make use of centrally managed identity information. These 

range from RMIRegistry (a Java Remote Method Invocation facility) to the X.500 family of 

directory services and to LDAP (Lightweight Directory Access Protocol) implementations. 

Single sign-on (SSO) has grown out of the need to aggregate disparaging identity sources to 

create a unified user experience, forgoing the complexity of multiple identities and passwords 

within a domain. There are four approaches: 

• Build a single centralised identity store 

• Create a meta directory that synchronises data from other identity stores in the organisation 

• Create a virtual directory that integrates identity data into a single view 

• Federate directories by bringing identity stores together (distributed) 

Federated identity creates a single view of identity within a name-space by bringing information 

together from different sources. 
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Meta and Virtual Directories 

Meta Directories are aggregated collections of directory information, which creates a single view 

of identity based on dynamic queries from different sources [122]. The identity information are 

stored in different systems and are transparently brought together as an abstraction of that data. 

This allows the underlying implementations and architectures to change while applications mak­

ing use of the meta directory still point to that source, while the meta directory is responsible 

for handling the change while that application remains unaware. As such, the meta directory 

becomes the single point of administration, avoiding the need for accessing multiple interfaces 

to maintain the data. Redundant information can be eliminated in this approach. This contrasts 

the federated identity approach by allowing the different sources to be separate and be accessed 

only when required. There are, however, challenges in building a meta directory service; gover­

nance and implementation issues that have to be addressed. Governance includes issues such as 

ownership, inter-organisation relationships, law and privacy issues, and administration concern. 

Implementation issues include the architecture, protocols, data format and data synchronisation. 

Meta directories employ software agents that replicate and synchronise data to a single location. 

Virtual directories aim for the same end as meta directories, though the approach is somewhat 

different. It still provides a single view of identity information, using real-time queries, mapping 

fields from the virtual schema to fields in the physical schema of the real directories. A query 

is made to the virtual directory where several separate queries are made in real-time to the con­

nected physical directories, where the results are then aggregated before being returned to the 

application. This represents a real-time interface to multiple data stores, creating a standard view 

using a standard API. 

Meta Identity 

A meta system is defined as a system of systems, and works by tying separate identity systems 

together into a larger interoperable system, from the "Laws of Identity" as presented by Kim 

Cameron and Michael Jones of Microsoft in [20]. This differs from meta directories in that a 

meta system is user centric, as per the first law [19], where control and consent lie with the user. 

Meta and virtual directories are design approaches that favour the organisational perspective, and 

meta identity systems such as CardSpace is from the end-user perspective [20]. 

The aim of meta identity systems is to be able to integrate disparaging identity systems, repre­

senting different technologies and standards, such that user involvement is transparent. By al-
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lowing identity systems to remain separate and seamlessly integrating individual relying parties 

(entities that require identities to operate), it allows the user experience to be free from concerns 

of changes in the underlying technologies and standards. 

The "laws of identity" define the architecture of a meta identity system [19]: 

1. User control and consent 

2. Minimal disclosure for a constrained use 

3. Justifiable parties 

4. Directed identity 

5. Pluralism of operators and technologies 

6. Human integration 

7. Consistent experience across contexts 

Law 1 and 2 directs the control and disclosure of user identity information, where the system 

requires the consent of the user in order to make use of identifying data, and that the system 

will disclose the least required set of credentials during transactions. Law 3 expresses that the 

credentials can be disclosed to parties with a necessary and justifiable relationship with the user. 

Law 4 contrasts between public (omnidirectional) and private (unidirectional) space identifica­

tion, in that support must exist for both types in the system. Omnidirectional identifiers exist in 

a public space, where it is clear what an identifier is identifying. Unidirectional identifiers are 

known to a single party and exist in a private space, such that there is no correlation between the 

identifier and the object identified in the public space. Law 5 supports the interoperation ofmul­

tiple identity technologies operated by multiple identity providers. Law 6 propounds the notion 

that humans are a distributed component of an identity system, and as such, should be integrated 

with unambiguous human-machine communication mechanisms that inherently protect against 

identity theft. Law 7 expounds the separation between the user experience and underlying tech­

nologies it makes use of. In such away, the user experience will be consistent regardless how the 

identity technologies change and evolve over time. 

As such, meta identity systems represent an emergence of a new paradigm; user centric identity 

management systems, where the idea is to give control to the user over the use and disclosure of 

their own identity information [12]. This is a divergence from traditional and organisation views 
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of lAMs, where the design focus is on the administrative side of operations; known as provider 

centric. 

2.2.5 Public Key Infrastructures 

Another means of identifying a user is through the use of Public Key Infrastructure (PKI) cer­

tificates. Traditionally, PKI models are centralised where a Certificating Authority (CA) issues a 

certificate binding an identity to a public key [102], as illustrated in Figure 2.1. The CA acts as 

a trusted third party that acts as an intermediary, allowing everyone to trust a single entity rather 

than to trust everyone else. This assures less work for the person who uses the CA since trusting 

a single entity is easier than trusting or distrusting many entities. This forms a hierarchical struc­

ture. However, PKIs and CAs have many problems: at the root of trust is the CA, a big question 

is who certifies the CA, which ends up being recursive. Another issue is that of the private key, 

when issued with or generating a public/private key pair, a user has to store the private key and 

keep it secure. Another problem is that of revocation, when a private key is compromised, an 

attacker can forge messages with the stolen key. Revocation is the act of determining that a key is 

compromised and communicates that to the environment or the CA through the use of Certificate 

Revocation Lists (CRL). 

X.S09 

Super Certification 
Authortity 

o Certification Authority 

Sub Certification Authority 

Certificate population 

Figure 2.1: A model of a centralised PKI 

X.509 is a Public Key Infrastructure Internet standard based on earlier developments of X.500 

[16]. This is a pervasive standard in the Internet, as is it was developed to that end. The use 

of X.509 certificates extends to World Wide Web applications, electronic mail, user authentica­

tion and IPSec [57]. The Internet Engineering Task Force (IETF) X.509 working group (PKIX) 
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have been tasked with the development of a specification, a standard, to evolve and adapt to the 

needs of the Internet. Like in PKI schemes, a X.509 certificate binds a Distinguished name to a 

cryptographic key, issued by a central authority. The X.509 certificate format is a standard for 

Public Key certificates, as widely used [24]. While X.509 certificates provide a means for strong 

authentication through the use of digital signatures, it lacked a sure means for providing equally 

strong authorisation control. Through later revisions (revision 4), a Privilege Management Infras­

tructure (PMI) mechanism was added, providing a standardised method for strong authorisation 

[24]. In short, sets of attributes are bound to a certificate (called an Attribute Certificate), form­

ing the primary data structure in a PM!. These attributes are used to describe privileges afforded 

to the user (or holder of the certificate) as bestowed by the issuer. The issuer is called an At­

tribute Authority, where attribute certificates allow for a wide range of uses [9]. Here, X.509 

attribute certificates are used to provide anonymity. Furthermore, it is possible to mirror tradi­

tional methods of authorisation, such as Discretionary Access Control (DAC) and Role Based 

Access Control (RBAC), as presented in [24]. Privileges can be used to represent roles, as well 

as the required attributes a user has to have to be able to fulfil such roles. 

Decentralised PKI 

Lopez et al. [78] states technical, economical, legal and social reasons why PKI has failed its 

goals. The more relevant issues are discussed under the technical reasons why PKI has failed. 

The complexity of the deployment and operation of the infrastructure, certificate management, 

and incorporating a global name-space are valid reasons not to implement a PKI. Instead, if a 

PKI were to be established that was reliable and robust, then outsourcing to this PKI would work 

well in an eCommerce setting. The work in this paper however, was limited to a centralised 

hierarchical model of PKIs. 

Due to the shortcomings of centralised PKIs, approaches using decentralisation were developed. 

Aberer et al. [3] presented work within the context of customer-to-customer eCommerce. The 

decentralised infrastructures can be categorised into three subclasses: Web-of-trust, statistical 

and hybrids, referred to in Figure 2.2. In the web-of-trust model, peers rely on other peers to 

certify the public keys of a peer. This is based on graph theory where obtaining a trustworthy 

public key of a peer is a matter of finding a path of within the graph of acquaintances. Using a 

simple transitive rule which relies on trust of peers in extending the web of trust, where A trusts 

B then A will trust C if B trusts C. However, such an approach is unreliable as its strength is 

determined by its weakest link. There are other deficiencies, since the path is found by doing 
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Figure 2.2: a) Web of Trust b) Quorum c) Hybrid Models for decentralised PKIs. Based on [3] 

random walks through the trust graph. This approach is not efficient as the effort is not shared 

and has high, unbound latency, because in a structure-less peer-to-peer architecture searches have 

to be done by flooding the network with requests. It does not use the collective knowledge of the 

whole population, but rather a.small subset which are derived by a limited number of transitive 

hops in the connectivity graph. Transitivity paths cannot be guaranteed by the ad hoc nature 

of the web-of-trust approach, so establishing a correct identity is not guaranteed as well. The 

next type of decentralised PKI is called the Statistical (quorum-based) approach. A public key 

is considered authentic when information can be obtained from many peers, where there exists 

a minimum called a quorum. The public key information is extracted from a statistical subset 

of multiple random and quasi-independent sources which confirm the public key. The hybrid 

approach uses a weighted quorum from a random set of independent peers. 

P Is a peer In a population of peers 

Key Space 

Figure 2.3: P-Grid based on [3] 
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Aberer et al. [3] advocate quorum-based decentralised PKls by virtue of their usefulness in 

structured peer-to-peer systems. The authors present a system design based on P-Grid, illustrated 

in Figure 2.3, a decentralised PKl using Distributed Hash Tables (DHT). P-Grid associates peers 

with data keys from a key space, where a binary key determines the data keys a peer has to 

manage. A data key is associated with a binary key by way of a prefix of the peer. P-Grid 

is based on a distributed binary tree, where the search space is complete such that every key 

prefix is associated with a peer. By using a push/pull gossipping mechanism, co-ordination of 

stored and replicated data is probabilistically successful and guarantees consistency in unreliable 

network environments. Robustness is provided by each path being covered by multiple peers, 

replicating data and paths, ensuring retrievable data even if some nodes fail. A peer node is 

identified by an ID and an IP address with a time-stamp, where each peer has a routing table 

storing. The ID is generated by an algorithm when a peer joins the P-Grid community. A peer 

then stores a cache of known peers ID tuples along with the routing table. Updating of the cache 

and routing tables are achieved though work presented by Datta et al. [32]. This is done through 

a push/pull updating algorithm, in which a peer pushes an update to a subset of responsible peers 

it knows. This in turn propagates through the environment, since each peer will have a subset of 

other peers it knows about. When a peer joins the community, where the peer has been offline 

or disconnected, the peer enters the pull phase of the updating algorithm. In this phase the peer 

inquires for missed updates. The push request contains an update data item, its version number, 

a counter for the number of push rounds, and a partial list of peers this request has been sent to. 

A peer receiving a push request forwards the request to a random subset of the peers it knows. 

The version number and counter provide the history of the update and the latency of propagating 

the update, respectively. This way a peer will be able to find the most update data from the flood 

of replies. 

SPKI 

SPKl (also known as SPKl/SDSI) , in response to certain weak point in X.S09-type certifi­

cates, incorporates a different naming scheme called a Simple Distributed Security Infrastructure 

(SDSI), presented in the RFC 2693 [36]. SDSI allowed the use of local names in a global name 

space, but since the merger of SPKl and SDSI, a public key is associated with a local name space 

[27]. RFC 2693 incorporates the S-Expression and naming scheme presented in SDSI with PKl, 

and represents experimental work [36]. A S-Expression is defined by a LISP-like parenthesised 

expression with a string identifying "type" followed by a value. SPKl name spaces are localised, 

where in a local name is a pair consisting of a public key and an arbitrary identifier. Public keys, 
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called Principals, are used to sign statements, in this case certificates. A principal can be an indi­

vidual, process or entity that are identified by the cryptographic key that represents them. There 

are three types of certificates represented by an S-expression: 

ID - mapping <name, key> 

Attribute - mapping <authorisation, name> 

Authorisation - mapping <authorisation, key> 

The focus of SPKI and the purpose of a SPKI certificate is authorisation, not authentication. Re­

alising that SPKI will not become a standard within a short time period, the ability to translate 

from other certificate formats is included. This is particularly relevant when considering that 

the main purpose of SPKI certificates is authorisation. This concern is with who has valid ac­

cess permissions to access what resources. Ellison et al. [36] give reasons why an authorisation 

should be limited to a single certificate by considering the X.509v3 extensions where an indi­

vidual would be issued a master X.509 certificate with all the attributes and authorisations that 

are needed. If that were the case then the issuer of the master certificate would need to be the 

authority of all the attributes assigned to that certificate. Considering that each attribute has a 

certain lifespan, the result is the necessary shortening of the certificate's lifespan. Furthermore, 

privacy would be a concern where an individual's attributes would be lumped together, providing 

a possible breach in the individuals privacy. 

An interesting feature of SPKI is the Access Control List (ACL). In RFC 2693 [36], the ACL 

is not standardised and is left to be implementation-specific. This is because the ACL is never 

communicated, and gives fine-grained control to the developers. The ACL is also given freedom 

to suite the needs of the system by directly designed to those needs. Furthermore, key manage­

ment is handled by giving certificates a limited life-span, the end of which results in a new key 

pair being issued. This circumvents the need for an extensive key management system. 

A feature of the SPKI approach is the ability to signify whether a certificate is transitivity, where 

certificate chains can be established and permissions delegated further down the chain. This is 

done using a propagation flag in the certificate, where a root "A" can signify that user "B" can 

re-delegate the permissions assigned by "A" to another user. It is important to note that SPKI cer­

tificate name spaces can be built "bottom-up", giving an alternative to the more traditional "root" 

hierarchy [27]. Two issues in terms of delegation are considered, the depth of the delegation 

and separating delegators from exercisers of delegated permissions [36]. Depth of delegation is 
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signified by a Boolean value, indicating permission to delegation is true or not. A permission 

may be delegated to another entity or a subset of entities, with no control over the proliferation 

of delegations. This, however, also provides a weakness where a root of a chain has little control 

over subsequent user activities. A delegator may exercise any right it can delegate, in response 

to the second issue mentioned above. In addition to a delegation chain being a weakness, there 

exists issues with certificate-chain discovery, as addressed in [27]. In that, given a collection of 

certificates, it is the problem of establishing and constructing a suitable chain of certificates that 

will satisfy an ACL for a resource. The focus of Clarke et al. [27] is to solve it by presenting an 

algorithm that takes a set of certificates, the desired authorisation and the public key desired to 

prove that authorisation to solve the problem. 

2.3 Access Control 

Once identity is defined, and has a means of being represented and stored, mechanisms for con­

trolling access can be developed. This is typically known as enforcing authentication and autho­

risation. The concept of trust can be shown to be dependant on the form and procedure of the 

authentication and authorisation mechanisms. Policies can be used to express and encapsulate the 

dynamic nature of an open environment, where decisions about authentication and authorisation 

are dependant on time and situational factors. 

2.3.1 Authentication and Authorisation 

lAM is there to control access to resources and services by a user based on an access and per­

mission rules. In this view, authentication is the action of validating the identity of a user based 

on credentials and attributes that the user provides. Authorisation is the decision as whether to 

allow an authenticated user to access resources or services depending on the user's access rights. 

These are fundamental concepts to be explored [21]: 

Authentication - positive identification of an entity seeking to gain access to secured informa­

tion or services 

Authorisation - an entity is granted a predetermined level of access to resources 

Accounting - the use of each asset is then logged 
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Non-repudiation - using a trusted third party to verify the authenticity of a party's message 

Mutual Authentication - each party during communication verifies the identity of the other 

Multi-factor Authentication - using two or more factors of authentication 

Access control decisions are encapsulated as a mechanism that seeks a resolution between re­

quirements (expressed in policies) and the disclosure of proof (by an entity) that fulfil those 

requirements. A mechanism describes a process within a domain that has a purpose and will 

only operate within certain bounds [21]. A mechanism cannot deviate from its purpose unless it 

is explicitly controlled to that end or it is given the power itself to decide its own action. A mech­

anism that is controlled externally through policies receives its orders and context externally, and 

thus has greater flexibility. It is a matter of course to see that a mechanism that is externally 

controlled can adapt the process to suit the context. 

An authentication and authorisation mechanism gains greater worth from being able to adapt 

to different contexts. External control in this case can be described through policies, where a 

policy is a set of rules and condition that can efficiently express a complex relationship between 

entities. Thus greater value will be gained by separating the authentication/authorisation process 

from the external control of policies. In that, authentication/authorisation decisions are based 

upon policies that are separate from the authentication/authorisation mechanism that enforces 

that decision. The value to be gained here is that the administrators and owners have fine-grained 

dynamic control of access to resources. 

Authentication and Authorisation Infrastructures 

Lopez et al. [77], introduce Authentication and Authorisation Infrastructures (AAI) and state that 

the challenge of an AAI is to provide an inter-domain authentication and authorisation service. 

The paper is an evaluation of existing AAIs in terms of certain criteria or features. These features 

are as follows: 

Security - AAls should be secure from the standpoint of identity and legitimate use of creden­

tials, as well as protecting the stored data and data in transit. 

Efficiency - in terms of computational and communication costs while attaining the goals of the 

AAI 
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Scalability - the AAI should scale to the intended environment, being a large, open distributed 

network 

Interoperability - the AAI should be able to handle different fonnats of credentials and certifi­

cates, while not including proprietary infonnation 

Delegation - the ability of delegation should be handled in such a way to minimise user input, 

while managing delegation rights and pennissions 

Revocation - the AAI should have the power to revoke any rights or certificates issued 

Privacy - the AAI should have control over the release of specific infonnation, protecting its 

legitimate user's infonnation 

Mobility - authentication and authorisation infonnation must become mobile, able to be incor­

porated by decentralised applications 

Mobile computing - the previous requirement was for the mobility of infonnation, this one is 

for the mobility of devices 

In approaching a model for authentication, one has to decide where control decisions will be 

made, a centralised or a decentralised architecture. Ma and Woodhead [80] advocate the use of a 

decentralised approach called authentication delegation within a subscriber-based remote authen­

tication scheme. In that, the resource provider delegates authentication to the subscriber based 

on digital certificates. Although this is similar to other centralised authentication infrastructures, 

it does not use a trusted third party and relies on the resource provider to perfonn the initial 

delegation. This is encapsulated in an authentication delegation certificate (ADC) where a dela­

galee (subscribing institution) public key is bound to a domain name (DN). The certificate is then 

signed by the resource provider to ensure integrity and authenticity. The relationship between 

the public key-DN pair provides a trust relationship, removing the need for a Certificate Revoca­

tion List (CRL). Access to resources are specified in authorisation policy certificates (A PC), with 

resolution on the type of access, and other conditions and constraints. Ma and Woodhead make 

use of the authentication model specified in RFC 2753 [128], which provides a conceptual view 

of how to separate application independent policy decision points from application independent 

policy enforcement points. It is interesting to note that two modes of operation for the model 

exist in tenns of the system gaining user credentials: one is where there is a credential push, in 

that the user gives credentials to the system. The other is a credential pull, where the system 

finds the credentials for the authentication process. 
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2.3.2 Trust 

Trust is a critical aspect in any form of communication and co-operation. In the real world, we 

make a series of trust judgements during the course of our daily life whether we realise it or not. 

We put trust in other people to act rationally and trust in objects to perform their roles, and thus 

forms the basis for society. 

A trust judgement is a subjective evaluation of the risks and consequences of the trust being bro­

ken (seen as betrayal) within a specific context where there exists uncertainty [46]. As illustrated 

in Figure 2.4, in the absence of uncertainty where as much information as possible is known, 

trust is complete and unconditional. Given for a certain level of knowledge, a more accurate 

trust evaluation and judgement can be made. Of course, there are things that may not be known 

that still affect the given situation and context, relevant to the issues of trust. Thus having blind 

or unconditional trust is not advisable. It is possible to view trust from a risk point of view, 

where a user or system assumes a level of risk when interacting with the environment [109]. 

Risk management is the process of identifying and assessing risk and employing mechanisms 

and procedures to mitigate that risk. Effective risk management requires removing uncertainty 

from a decision, where greater uncertainty might not necessarily mean greater risk but reduces 

the effectiveness of a risk assessment. 

T 
r 
u 
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Figure 2.4: Trust versus uncertainty 

Trust is especially important in the digital world, where sensitive data can be replicated or mod­

ified beyond the control of the owner. Since humans make a subjective value judgement, the 

concept of trust is not easily portable to the digital world. In the networked environment, trust is 

a concept that can have separate directions from which these concepts are defined. A metric for 

trust, an objective method for measuring trust, has to be established before trust can be expressed 

in any meaningful sense in a digital networked world. Firstly, the measurement oftrust is depen­

dant on the entities involved, for instance, within a community composed of human users it is 

difficult to evaluate the intentions and motives of the users where one can only make judgements 
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about their behaviour and approximations of rational human behaviour. Secondly, one has to 

extend the concept of trust to machines since in a heterogeneous environment an entity may be 

human or machine, where there may not be enough free information to make a distinction. 

Trust Metrics 

Trust is a matter of subjectivity and becomes difficult to model. The knowledge domain of trust 

metrics tries to solve this by introducing an objective method for understanding trust in a digital 

world. However, there exists no general model for trust at the moment, where trust is specific to 

an environment and context. The modelling and measuring of trust becomes a matter of reducing 

uncertainty in an objective manner. With whatever strategy, trust will have to become systematic 

and measured as a metric. 

There are two aspects of trust that need to be addressed: Firstly, trust management within a 

community of users. Secondly, trust management within a heterogeneous environment where it is 

difficult to establish the difference between user and machine. However, common to both aspects 

is the importance to establish a base level of trust of the machines in the environment. Consider 

the case of a user node in an ad hoc peer-to-peer network and the case of a user connecting 

to an on-line shopping site. Both users can transmit sensitive private information to another 

peer or the on-line shop site, where the transmitted information is out of the control of the user. 

Two levels of trust have to be monitored; trust of the users and trust of the machines. Trust in 

machines can be expressed as the compliance with the latest security programs and patches, and 

the latest defence-in-depth approaches and techniques. Securing individual machines, and the 

data contained within, can be considered to be an essential action in implementing defence in 

depth, regardless of where the machine's physical location may be. In a paper from the SANS 

Institute, Thomas Harbour [52] identifies areas essential to securing an end user's machine. The 

four layers of defence are identified and discussed; network access, Operating System, user 

applications, and the user's data. This translates to: 

• Using an up-to-date personal firewall to control network level access to and from the ma­

chine 

• Using a robust and hardened OS with regular patching, using the latest anti-virus software 

• Patching applications with the latest updates, disabling scripting features of applications 

and email clients 
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• The backing up and encryption of critical and confidential data, using strong authentication 

methods 

Employing measures as suggested above can, at a machine level, indicate enough information 

to generate sufficient trust levels in order to establish a base trust relationship to communicate 

sensitive digital data. Measuring a host's compliance and relating this to other hosts intending 

interaction can form a particular trust relationship. This can remove the uncertainty of dealing 

with a strange machine. As far as the author knows, there are no frameworks that incorporate 

defence-in-depth approaches in determining levels of trust. 

A heterogeneous environment in terms of trust is where users interact with other users and ma­

chines (in this sense, any process that is not directly operated by a human), the user has to 

perform their own subject trust judgement before interacting. Fogg and Tseng [39] define terms 

and concepts relevant to users ascertaining the credibility of a computer. Here, credibility means 

believability in terms of perception over multiple dimensions of trustworthiness and expertise. 

Plainly put, a user is more likely to perceive that a website or an application is credible if it 

is dependable (trustworthy) and represents a wealth of knowledge and skill (expertise) in its 

knowledge domain. Unfortunately in the digital world, most users are clueless when it comes 

to the inner-workings of machines and applications and heavily rely on a visual presentation to 

judge their credibility. Empirical research quoted in [39] show that users who are ignorant have 

an inflated view of computers, provided computers act in the manner in which the user eagerly 

anticipates. The paper presents a model of how users perceive credibility from a system perspec­

tive and a psychological perspective. This, however, is limited to the users perception, in the 

way the user interacts with the system or application, and the system's operation and quality of 

its response. If an application has a security flaw that malicious people exploit, a user who is 

unaware may implicitly trust the application to performs its duties, while only after a length of 

time discover the negative consequences associated with the exploit. 

User perception is one facet of trust in software, but trust should be considered from a developers 

perspective. Trusted components, re-usable software code that attains a specified level of quality 

and is assured of that quality [83], can aid in the assertion that a particular instance of software is 

trustworthy. In this sense, trust implies the belief that a program or a component of software (such 

as an API or library) will perform the documented actions. Furthermore, bugs, or undocumented 

and unintended features reduce the trust in a program or software. This type of trust can form the 

foundation for trust in machines, that a system or program will operate in the intended manner 

without compromising the user or the user's data. By following design methodologies that take 
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secure and safe code into account, applying pre- and post-production analysis and testing through 

formal methods, it is possible to begin to assure the quality of components [83). 

Trust within communities and between members of those communities are based on real world 

activities in society. This typically entails some form of accountability, where consequences are 

necessarily and invariably attached to actions of users. For instance, in a forum where registered 

users may post messages moderators may make executive decisions about the message should it 

violate the "acceptable use policy" of the forum. An extension of this is to rate the performance 

of entities based on their intentions or their expected behaviour contrasted by the results of the 

interaction. Perhaps a more illustrative example is of Ebay.com, which employs a reputation 

feedback mechanism that allows participants of a transaction, typically a buyer and seller, to rate 

each others performance [60). Users can leverage the reputations and comments submitted by 

previous participants to aid in making transaction decisions. However, approaches to providing 

human generated trust measurement should be careful of being fallible to abuse. It should be 

avoided that a user who receives a negative rating may reciprocate the negative rating in an act 

of malicious retribution [50]. 

Advogato [75], a community website for open source developers, employs an attack-resistant 

trust metric. This approach maps each user account as a node in a graph where a certificate 

is represented as a direct edge. The community exists as a peer certification scheme, where a 

user is certified by fellow users, based on interactions. There exists three levels of certification, 

representing the different levels of participation, where a user gains a higher level through more 

interaction over time. The trust metric is run over three the levels, where the goal is to limit 

the number of "bad nodes" being certified by "good nodes". Using an algorithm to compute the 

network flow, from trusted node to trusted node, the shortest available path is taken. The attack­

resistant property is given by separating nodes into good, confused (nodes that have certified bad 

nodes) and bad nodes, and showing that there is no flow from good to bad nodes. The remarkable 

aspect of this approach is its robustness in the face of a significantly massive attack, where the 

number of bad nodes that get through scale linearly when exponentially increasing the number 

of attacking nodes. 

In an effort to remove the subjectivity of making a trust judgement, the decision to accept risk and 

proceed with interaction is encapsulated in the form and function of a system. This is explored 

in Trust Negotiation, discussed in Section 2.3.3. 
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2.3.3 Trust Negotiation and Management 

Trust Management was first coined and expressed by Blaze et al. [16] in 1996 when recognising 

the need for a framework incorporating security policies, security credentials, and trust rela­

tionships. The work presented in the paper gave trust management semantic meaning separate 

from the previous systems or applications where trust was implicit in its operation. This paper 

represents pioneering work in distributed trust management, which takes a general framework 

approach focusing on the language of assertions rather than trust computations over the entire 

graph. The approach is based on several principles: 

Unified mechanisms: common language for specifying policies, credentials and relationships. 

Flexibility: scalability in large networks with the ability to succinctly and comprehensively ex­

press policy, credential and relationship information. 

Locality of Control: each party/entity has control over whether to accept access of a second 

party (using credentials) based on their own policies. 

Separation of mechanism from policy: the mechanism for verifying credentials does not de­

pend on credentials themselves, using a single certificate verification infrastructure regard­

less of policy requirements and enforcement. 

A brief overview of PGP and X.509 is presented in [16]. PGP has the notion that a security 

policy supports the verification of the ID of the sender of a message. These trust assertions are 

that the information is correct and not a statement of trust of the personal integrity of a user. This 

trust is not transitive, where each individual is responsible for forming their own opinion about 

the trustworthiness of the other users in the "web of trust". A note on X.509 is that it assumes 

and requires that the CA's form a global "certifYing authority tree" and that all users within a 

"community of interest" have keys signed by CA's with a common ancestor. The Blaze et al. 

approach, PolicyMaker, is to bind public keys to predicates that describe the actions that they are 

trusted to sign for. This removes the PGP anarchic and ad hoc method of acquiring keys, and the 

X.509 centralised trust authorities. Trust relationships become more general and flexible (X.509 

requires competing entities to enter into trust relationships). In PolicyMaker, security policies 

and credentials are defined in terms of predicates, called filters, which are associated with public 

keys. Security policies and credentials consist of a binding between a filter and one or more 

public keys. PolicyMaker was developed before web services became prevalent, meaning the 
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implementation is more or less antiquated and has no usefulness other than forming a foundation 

for Trust Negotiation. 

Trust Negotiation 

Trust Negotiation (TN) extends the trust management approach by incorporating more criteria 

than just a unique identity [10). This is portrayed through the use of formulated security policies 

and credentials that enhance meaning in a networked environment [85). Basically, trust nego­

tiation consists of a bilateral disclosure of digital credential, as in mutual authentication (thus 

avoiding man in the middle attacks and other phishing activities). By including mutual authen­

tication, implying both entities have sensitive information they wish to protect, TN systems are 

closer to peer-to-peer structures than a client-server model. A trust negotiation protocol defines 

the sequence of message requests and replies, as illustrated in Figure 2.5. 

Requester 

Resource request 

.. Policy or - certificate 

Policy or 
certificate 

... Access granted - or denied 

Responder 

.. 

.. - } 

Repeated 
as many 
times as 
needed 

Figure 2.5: A typical Trust Negotiation protocol [85] 

The basic components of trust negotiation system are entities (users, systems, processes, roles, 

and servers) and resources (sensitive information and services that have a set of policies pro­

tecting its disclosure) [85). The typical interaction is a (client) entity making a request for a 

resource that is owned by a (server) entity. Credentials are stored in repositories, also called 

profiles. Additionally there are disclosure policies that define a set of access control policies. 

Policies themselves can contain sensitive information, where knowing the conditions and crite­

ria of a policy can give the advantage to the attacker. Strategies are implemented as algorithms 

that define which credentials to disclose, when to disclose them and whether to accept or reject 

a request. Strategy efficiency is measured through its communication and computational costs. 

Digital credentials identifies and describes entities, and can be issued by owners of a domain or 
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a trusted third party (CA). These credentials are considered to be sensitive infonnation. Policy 

languages are a set of syntactic constructs and their associated semantics that encode security 

infonnation exchanged during negotiations. The goal is to simplify credential specification that 

can express a range of protection requirements. 

Winslett et al [123] in their paper introduce the TrustBuilder system for automating trust nego­

tiation. The approach employs mutual disclosure of relevant credentials and policies between 

two parties. In the case of sensitive credentials and policies, a directed acyclic graph of policies 

can be used, meaning that an open chain of policies can be established where it doesn't cycle to 

the beginning. This protects the infonnation and allows gradual establishment of trust. The con­

cept of credential management is looked at briefly and examines issues surrounding credentials. 

Policies are thought to be best expressed in a policy language, where trust negotiation should 

be able to detennine the satisfaction of a policy by a supplicant. For negotiation strategies to 

work in an open network, the same protocol must be used, a trust negotiation must either suc­

ceed or fail solidly, and dependencies for further disclosure must be track-able. The TrustBuilder 

architecture is explained, as well as its deployment. 

Ryutov et al. [1 00] introduce a new adaptive trust negotiation and access control (ATNAC) frame­

work. It explores the limitations to current ATNAC technologies, namely the GAA API and 

TrustBuilder. TrustBuilder is a middleware API that supports fine-grained access control and 

application level intrusion detection and response. The GAA-API allows dynamic adaptation 

to network threat conditions communicated by an Intrusion Detection System (IDS) [99]. The 

GAA -API can also detect some intrusions by evaluating access requests and detennining whether 

the requests are allowed and if they represent a threat according to a policy. The GAA-API em­

ploys a policy evaluation mechanism extended with the ability to generate real time actions, such 

as checking a current system threat level, generating audit records and updating firewall rules. 

However, the API supports neither trust negotiation nor protection of sensitive policies. The fo­

cus of the paper is expanding upon current ATNAC schemes by incorporating features from 

both technologies that worked well, thus reducing the limitations faced by separate technologies. 

Their policies include those that govern public and sensitive resources, services, operations, and 

are expressed in the EACL (Extended Access Control List) fonnat. For a request, the credentials 

are tested against the access control policies that govern access to the service. The credentials 

required are a function of the sensitivity of the request, the service or operation, system threat 

level and suspicion level. The suspicion level is a value attached to each monitored entity and is 

a measure of how likely the requestor is acting improperly. This is an implementation of trust 

negotiations and access control through governance policies. 
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CONTROLLER 

Figure 2.6: The Trust-X Architecture for Trust Negotiation [11] 

Trust-X is an XML-based system addressing all phases of a negotiation and providing novel fea­

tures with respect to existing approaches [11]. Its environment is peer-to-peer, in that all parties 

are equally responsible for negotiation management and can both drive the process by selecting 

the strategy that best suits their needs. X-TNL is a XML-based language used to describe and 

specify certificates and policies. A standard and expressive language for expressing security in­

formation is critical for the environment. It (the language) supports trust tickets, which represent 

a successfully completed negotiation that can be used in subsequent negotiations. Additionally, 

the language allows the specification and enforcement mechanisms for policy protection through 

policy preconditions. Each entity is characterised by a profile of certificates. A requestor is the 

entity trying to access resources, which negotiates with the controller entity. An owner has the 

resources while the controller may manage access. An entity may change roles from transaction 

to transaction. Mutual trust establishment is a feature of trust negotiation. Information release 

is governed through disclosure policies, which informs the other party the trust requirements re­

quired for the transaction. Figure 2.6 shows an overview of the main components of the Trust-X 

architecture for trust negotiation between peers. Due to the mutual trust negotiation sequence 

the architecture is symmetrical, where each peer has a Compliance Checker that resolves pol­

icy satisfaction and determines request replies. This component drives the exchange, drawing 

information used in the exchange from other components. The Policy Base stores disclosure 

policies. The X-Profile is the collection of certificates associated with the party (peer). The Tree 

Manager stores and tracks the state of the current negotiation. The Sequence Prediction Mod-
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ule stores information concerning recent successful trust negotiations, allowing the process to be 

sped up using previous negotiations. The disclsoure policies direct the trust negotiation sequence 

by defining the conditions under which a resource is allowed to be accessed. 

As an intermediary step between current legacy systems, trust negotiation systems and the next­

generation models, Traust gives trust negotiation technology space to grow and a chance for 

migration to trust negotiation [74]. Redesigning and re-standardising existing protocols takes 

time and effort as well as having negative effects on the widespread acceptance of new technolo­

gies. Traust acts as a third party authentication service that incorporates existing prototype TN 

systems (Trust-x or TrustBuilder: systems that allows clients to establish bilateral trust relation­

ships with previously-unknown resource providers and negotiate for access in real-time) in large 

open environments. It integrates with newer, trust-aware resources while maintaining backwards 

compatibility with legacy resources. It can broker access tokens in any format, regardless of envi­

ronment. It manages policy maintenance with overheads that scale independently of the number 

of users and their behaviour. Credentials and policies are seen as resources that are sensitive 

and have their own release policies. Typical trust negotiation implementations provide policy 

parsing, handling certified attributes, and determining policy satisfaction. Traust was designed 

with providing a general-purpose authorisation service which meet the needs of open systems to 

the highest degree possible in mind. Open systems, in the minds of the authors/designers, are 

seen to have the following requirements: bilateral trust establishment, run-time access policy dis­

covery, privacy preservation, scalability (maintenance overhead and size of protection domain), 

and application support (relevant to Traust, not having to redesign etc). These requirements are 

intended for the specific needs of a system, and may be supplemented by others as the needs of 

the system changes. 

2.3.4 Policy 

Policies exist as a means to concisely and efficiently express rules and criteria that are used in 

decision making processes. RFC 2753 [128] defines a policy as "The combination of rules and 

services where rules define the criteria for resource access and usage". The act of deciding 

to allow access of resources to a user can depend on a policy expressing certain requirements 

(such as the user's access level, or age). A policy can have varying levels of expressiveness; 

it may specify a high-level overview of how entities within a system may work or define their 

relationships. Policies also allow fine-grained low-level control over an entity's actions. When 

designing an lAM, it is important to take these different views of policies into account. 
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Criteria and Requirements 

The following section introduces the requirement or criteria that are looked for in policy lan­

guages. It is important to note that in [10, 103] the language requirements discussed were in 

terms of a specific trust negotiation model. This resulted in some of the requirements presented 

as features required in a system implementation and could not be considered a feature require­

ment of the language. Each requirement is presented with a specific goal or reason in mind. 

Well-defined semantics In [10, 103], policy languages are expected to have well-defined se­

mantics that are simple, compact and mathematically defined. This means that the seman­

tics should be able to concisely express policy and credential requirements in an unam­

biguous form and can be validated. The language should further be independent of the 

language's implementation and the platform on which it runs. 

Representation of credentials and policies [103] suggests that the language must have means 

of constraining the values of credential attributes and the types of credentials. This sug­

gests that the language should have a specification of the data structures for representing 

credentials and policies. Within the general model, a further requirement is that of the 

language being extensible with its expression of credential and attribute types. 

Monotonicity A policy being Monotonic means that once trust has been established through the 

disclosure of credentials access should not be refuted through the disclosure of additional 

credentials [10, 16, 103]. This means that the language must be able to express and handle 

negative credentials, which fails the negotiation process if met. Further, monotonicity 

requires that trust negotiation is resolved quickly, or at least conditions where it fails are 

tested first. Although this is a feature of the system rather than a language feature, it 

illustrates the goal of mono tonicity. It can dissuade certain Denial-of-Service attacks (E.g. 

wasting server time by engaging in needless rounds of trust negotiation). 

Credential combination This requirement is that credentials stored with different repositories 

(or Certificating Authorities) and belonging to the same person are able to be combined to 

serve a particular request challenge [10, 103]. This allows users to be able to use different 

repositories to store confidential credentials. The user also has greater choice and is no 

longer limited to a single repository. 

Inter-credential constraints As an extension of supporting credential combination, credential 

constraints and attributes must be able to span even though the credentials might have 
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separate public keys [103]. Furthermore, this can be seen as the ability to merge policies 

or credentials (but can also be subject to policies) to yield a single policy or credential. 

This could add to the potential complexity of a system but it also allows greater flexibility 

of the system. 

External functions The representation of strings and other basic data types, as well as function 

calls to standard libraries themselves should be platform independent and implementation 

non-specific [103]. This is a further requirement for the interoperability of the language. 

Standard specification Interoperability increases the scope and usability ofthe policy language. 

This can increase the likelihood of the general model for trust negotiation and access con­

trol being adopted. The more prevalent a common system, the greater the flexibility and 

usefulness the system becomes. A standard represents a clearly defined scope or context 

in which to achieve communication between different hardware and software platforms 

[69]. Open standards are best suited in large, open and distributed environments where 

standards are ratified by technical committees. This process ensures that the creation of 

such standards meet the requirements and are fair to all parties involved. This is opposed 

to having an application-specific language where the language is specified by the applica­

tion developers, and might not take all the parties interests into account. This also has the 

negative connotations of creating system/platform hooks where people are locked into a 

specific implementation or platform. 

Policy Languages 

The main focus of lAMs is the control of access to resources through advanced policies with the 

added requirement of detecting malicious or suspicious activity [98]. Policies are seen as a set 

of criteria or conditions that have to be fulfilled or met. Detecting incorrect behaviour charac­

terises an adaptive policy. Other implementations are ineffective and not scalable, through policy 

reloading or changing the policy computation algorithms. These shortcoming are addressed in 

the paper of Ryutov and Neuman [98], by having a policy specification that describes more than 

one set of disjoint policies. Furthermore, the policy evaluation mechanism is extended to being 

able to read/write system state, allowing the monitoring and updating of internal system struc­

tures and their run-time behaviours. This requires, as a disadvantage, more tedious and careful 

policy specification, taking into account the side effects. The paper lists several conditions that 

make detecting anomalous activity or behaviour easier. This unfortunately requires careful con-
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siderations about the upper and lower bounds of these conditions, where some of the are rather 

contextual and trivial. 

Ahn and Lam in [4] present a preference expression language used for specifying privacy pref­

erences call PREP( PReference Expression for Privacy). The purpose of the paper is to illustrate 

the need for a standardised mechanism for stipUlating a user's privacy preference. The proposed 

language, as presented through a "proof of concept" implementation, is used to store a user's pri­

vacy preferences with Liberty Alliance enabled attribute providers, with particular reference to 

privacy policies. Standardisation is an important aspect of this approach, especially when consid­

ering integration with an established standardised architecture such as Liberty Alliance. PREP is 

designed to be used by the attribute provider, and should be implemented by all entities in Circle 

of Trust. The attribute provider is required to capture a user's preference in order to store these 

preferences. This allows the attribute provider to effectively decide on attribute disclosure taking 

into account the level of the request and the policy to be used. 

A different approach to constructing and managing policies is given by Lee et al. [73] by in­

troducing a new concept called defeasible policy composition. Defeasible logic is modelled to 

mirror human common-sense reasoning, specifically a non-monotonic computationally-efficient 

logic. Non-monotonic means that a conclusion can be retracted in light of new information, al­

lowing a revision of the conclusion. The authors define an abstract framework, where the focus 

is on policy composition and policy-related operations (such as combining several sub-policies). 

This approach allows policy writers to construct meta-policies, which describe the policy to en­

force and annotations referring to policy composition preferences. It is important to note that 

meta-policies describe aspects about the policies, where those policies describe actual access 

controls and behaviour. The goals of this approach are to render policy writing in a human­

readable manner, while allowing for the automation of combining different policies. 

SAML2.0 

The Security Assertion Markup Language (SAML) is an OASIS specification and standard, 

which is a set of specifications for a XML-based framework for communicating user authentica­

tion, entitlement and attribute information. According to the website [41], this allows business 

entities to make assertions about the identity, attributes and entitlements of a subject to other en­

tities. In order to strengthen business agreements and co-operation, identity is managed through 

federation. This is where a set of service providers agree on a way to refer to a single user, 

allowing Single Sign-On (SSO). The specifics of this type of identity management relies on the 
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policies effected by the holders of the agreement. 

SAML "defines the syntax and processing semantics of the assertions made about a subject by 

a system entity" [23]. An assertion is a ''piece of data produced by a SAML authority regarding 

either an act of authentication performed on a subject, attribute information about the subject, 

or authorisation data applying to the subject with respect to a specified resource" [55]. There 

are three types of assertions statements that can be produced by a SAML authority entity: 

Authentication - The assertion subject was authenticated by a particular means at a particular 

time. 

Attribute - The assertion subject is associated with the supplied attributes. 

Authorisation Decision - A request to allow the assertion subject to access the specified re­

source has been granted or denied. 

Within the specification set exists definitions for the structure of SAML assertions and the pro­

cessing rules for the management of SAML systems. Since SAML uses XML and XML names 

spaces to encode its assertions and protocol messages, SAML systems are not limited to the pro­

tocols used to communicate these assertions. The embedding and transport of SAML protocol 

messages are handled by SAML Bindings within a framework [23]. The framework incorporates 

a generic method for mapping a protocol message to some other protocol. Interoperability is 

achieved by specifying SAML profiles, which are a set of rules that govern the embedding and 

extracting of assertions into/from a protocol, the use of SAML protocol messages, and for map­

ping attributes expressed in SAML into another form of attribute representation system. Confi­

dentiality and integrity are achieved by means of encryption, the use of which is also specified. 

A facet ofSAML is that it embraces the idea of flexibility and extensibility ofXML by allowing 

extensions to the assertion and protocol schema's. This allows implementations of SAML to 

incorporate domain-specific features and gives finer control to the developers. 

XML-Based Policy Languages 

XML-based specifications for policy, credential and authentication languages have flexible and 

interoperable virtues that make them suitable for an open environment. The use of XML in web 

services has been well documented and has contributed to the success of web services [7]. The 

use of the Dolev-Yao abstraction to model and formally analyse security protocols through their 

behaviour and properties of cryptographic operations in [7] further supports XML. 
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The Trust Policy Language (TPL) [53] developed at IBM Research is an XML-based language 

that is designed to define the mapping of strangers to roles based on credentials issued by third 

parties. TPL has well-defined semantics and portability due to XML. There are two types ofTPL: 

Definite TPL (DTPL) and TPL itself. DTPL is a subset ofTPL that excludes negative rules, and 

thus is monotonic. A group defines a role (for example, that of a clerk and a manager) in the 

system and represents a specific organisational unit. Membership to a group is controlled by a 

set of rules (for example, a manager can assign an employee the role of a clerk). The language 

can be mapped to a logic-type programming language for implementation. 
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Figure 2.7: The Single Point Authentication protocol [80] 

Ma and Woodhead [80] have an authorisation policy language based on XML, and a protocol 

based on SAML assertions to exchange authentication information. This follows the view that 

policy languages are used to conduct trust negotiations, via the gradual and incremental dis­

closure of credentials. XML represents a platform-independent mechanism to store data in a 

machine-readable format. It also allows the expression of precise definition of semantics, giving 

it flexibility with its extensible nature. With specific definitions, it is trivial to design a language 

for expressing policies and authentication information. This language is used in a Single Point 

Authentication (SPA) protocol based on SAML (See Section 2.3.4), which is similar to Liberty 

Alliance and Shibboleth protocols. Figure 2.7 depicts the SPA protocol between user, resource 

provider and the subscribing institution, noting that the protocol is run over HTTP(s). A user 

makes a request to the resource provider, which is redirected to the subscribing institution re-
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quiring the user to authenticate to the institution. If the authentication is successful, the user is 

issued with a Service Access Token (SAT) representing resource access pennissions. The user 

presents the SAT to the resource provider, who in tum verifies the SAT with the subscribing insti­

tution and makes an authorisation decision. The SAT ticket is based on the SAML specification 

for making access assertions. 

The eXtensible Access Control Markup Language (XACML) is a general purpose policy system, 

based on a strict subset of the SAML specification and is supported by OASIS. The purpose of 

XACML is to provide an interface for various systems and applications, integrating general pol­

icy access control functionality [79]. Policy systems are required to have policy processing and 

combination abilities, adaptable to a wide range of circumstances. XACML provides compre­

hensive policy management functionality in its specification, with all the advantages of SAML 

and XML. Policies consist of an arbitrary tree of sub-policies, where each tree represents a target 

and the leaves are the rules. A target in this case is a set of criteria used to detennine a policy's 

applicability to a request. The rules contain complex logic making XACML extremely expres­

sive and capable of handling a myriad of policy requirements. The policies affect the PDP and 

PEP of the authentication systems. 
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Figure 2.8: An overview of the XACML architecture [66] 

Keleta et al [66], in Figure 2.8 give an overview of the XACML architecture, depicting the 

Policy Enforcement Point (PEP) receiving access request from applications. The PEP is respon-
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sible for enforcing decisions and obligations that are communicated from the Policy Decision 

Point (PDP). The PEP also enforces any obligations attached to the access policy at the time of 

decision enforcement. The PDP retrieves the access control policies from a repository called 

Policy Administration Point, which the only PDP is allowed to access. The PDP also retrieves 

attributes from an attribute repository, which stores user attributes and is basically another name 

for an Identity Provider. The PDP formulates a response by resolving the access request with the 

access policy and the user's attributes. 

2.4 Chapter Summary 

In this chapter, the concepts that comprise identity and access control were covered. This in­

cluded different and often mutually exclusive approaches. However, from this chapter it is pos­

sible to see the components as separate and integral to each others operation and success. 

Identity management is seen to depend on the name-space for which the system exists. The 

mechanisms for providing identity are further dependant on the environment in which the sys­

tems reside and the purpose and goals of the system. Within an open environment, federated 

identity is able to meet dynamic requirements, while still being developed and improved upon. 

There is no single over-arching solution to the myriad problems faced in an open environment, 

but rather, federated identity models are developed with specific goals in mind. Aspects of iden­

tity management that are taken into consideration ultimately depend on the needs of the organi­

sation. 

Access control is shown to be a divergent field with the overlapping of such concepts as trust, 

policies and protocol standards. Providing assured access to users and systems that have rights 

and privileges to do so is the main goal of access control. However, in achieving this goal, 

several different approaches can be employed. These are shown to have significant architectural 

and implementational differences. 

The following chapter attempts to draw out and highlight issues that were briefly discussed in 

the problem statement (Section 1.2). 



Chapter 3 

Identified Issues 

3.1 Chapter Overview 

In the previous chapter lAMs were examined in two main areas, namely identity and access 

control. This chapter is an extension of the previous by further exploring literature under the 

three problem areas identified in the problem statement (see Section 1.2). These being the closely 

related privacy and anonymity, and pervasive multi-factor authentication. 

Issues surrounding privacy are dealt with in Section 3.2. Privacy is concerned with protecting 

personal information and characteristics of users. Section 3.2.1 addresses privacy through the use 

of pseudonyms, a means of disguising identities using an alias. Identity information is disclosed 

during the authentication process. Section 3.2.2 discusses approaches to providing privacy during 

this process. Finally, Section 3.2.3 covers privacy laws and rights. 

Section 3.3 refers to anonymity both in the identity of the user and within the communication 

channel. Anonymity is desirable in the face of passive traffic analysis, and subsequent directed 

attacks using the gleaned information. Section 3.3.1 explores some different approaches to pro­

viding anonymity. 

Section 3.4 attempts to show the lack of a pervasive means to providing multi-factor authentica­

tion in an open environment for the typical user. The typical user, those with limited technical 

skills and who understand the minimum about a system to make use of it, is concerned about 

the user experience. Increased security measures impact on the usability of a system, detracting 

from the user experience. The section aims to promote the incorporation of the mobile phone as 

an ideal and pervasive security token. 

51 
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Finally, Section 3.5 concludes and summarises the chapter. 

3.2 Privacy 

Digital privacy is the protection of the attributes and characteristics associated with a particular 

identity from being used outside the bounds of the subject's interests [122]. To a user privacy 

means the protection and the control of their own sensitive personal information. 

Privacy is relevant in two areas, where the attributes and credentials are stored and when they are 

transmitted across an open channel. Privacy is achieved in these circumstances through the use 

of proto co is, encryption and digitally-signed certificates [4, 13,93]. Pseudonyms, the temporary 

use of a different name for the same entity, can add an extra level of privacy by decoupling 

a user's real identity and the identity used for transactions. Hence, there is a direct relation 

between privacy and anonymity. 

3.2.1 Privacy Through Pseudonyms 

Pseudonyms, as presented in [4, 29], require that the link between a pseudonym and the user's 

identity/account is not public knowledge and should remain hidden to be effective. There is a 

differentiation between transactional and situational pseudonyms. Transactional pseudonyms are 

short-lived and are generated for a single session or transaction. Situational pseudonyms are more 

permanent and serve as substitutes for user's real identity. It remains an aspect of any system 

that enables the use of pseudonyms as to whether attributes used in one may be transferable to 

another. 

In Ahn and Lam [4] the main motivation for Federated Identity Management (FIM) is given 

as an enhancement of the user experience and privacy while decentralising user management 

tasks among business partners. The paper discusses user account management issues. Securing 

the communication channel and encrypting messages in given as a partial means to achieve 

privacy. A further measure is to obfuscate the messages by using the principle of pseudonymity. 

Since improper security measures may allow intermediaries within the communication channel 

to breach the privacy of the message. Pseudonyms are created so that they only have meaning in 

the relationship between the two communicating parties. 

Djordjevic and Dimitrakos [34] make a distinction between the way in which identities are repre­

sented. The first is the regular user-name mapped to a user's identity. The second is a pseudonym-
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Figure 3.1: A Pseudonym and Attribute Service [34] 

based approach, where identification information is obfuscated from Service Providers, avoiding 

unnecessary correlation between instances of that identity. The third approach is that of attribute 

credentials, where an identity of an individual is made up of a collection of attributes. This is 

particularly useful when Service Providers and Identity Providers establish a back-channel with 

security token services to communicate the authorisation message request-response sequence to 

facilitate single sign-on. Refer to Figure 3.1, which illustrates pseudonym and attribute services 

interacting with PDP and CPS components. 

3.2.2 Credential Disclosure 

Credential disclosure is an integral part of Trust Negotiation. It is the process of releasing re­

quired identity-specific credentials in order to achieve the desired authentication or authorisation. 

This process is typically encapsulated in a protocol, as discussed in Section 2.3.3. Privacy is an 

aspect that is usually out of the direct control of the user. Once private and confidential user 

information is transmitted across an open channel the user has no control over what happens to 

that information. Therefore special care has to be taken with the release or disclosure of user 

information. 

In Bhargav-Spantzel et al. [13], trust negotiation's ultimate goal is to handle introductions be­

tween strangers in an open environment. This is achieved though the bilateral disclosure of 

credentials, where credentials are assertions stating one or more properties about the entity. Cre­

dentials are certified by the issuing authority of the entity's identity. These credentials are con­

sidered to be confidential themselves. Trust negotiation can be used to establish the vendor's 

credential requirement in order for a customer to access a resource. These requirements can 

be expressed in policies, which is a set of rules specifying conditions and criteria constraints 

of credential attributes. Additionally, policies can effect the disclosure process, specifying the 

minimum required user attributes to satisfy a request. This negotiation process is usually a set 
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of challenge/response messages defined by a trust negotiation protocol that gradually disclose 

further credentials until the request is satisfied. 

Cameron Morris in [85] defines the problem statement of his Masters Thesis as: "Using certifi­

cates as digital credentials for users limit the adoption of trust negotiation since 1) users rarely 

seek out and obtain certificates, 2) issuers rarely issue certificates suitable for trust negotiation, 

and 3) obtaining certificates is inconvenient for users.". The approach Morris took to solve this 

problem was using a Browser-Based Trust Negotiation (BBTN) scheme, where a central creden­

tial authority negotiates on behalf of a user as a proxy for web-based transactions. This approach 

ensures negotiations can occur from any machine connected to the Internet without the need for 

specialised client software. Additionally, the user experience is made easier by the central au­

thority storing user credential information. The user is required to log-on to the central authority 

site to make use of its services. 
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Figure 3.2: The Browser-Based Trust Negotiation Message Flow [85] 

Figure 3.2 demonstrates the typical message flow used in the BBTN scheme. The user makes a 

request for access to a resource from the browser to the Service Provider (SP). The purpose of 

VIPR (Visual Policy Resolver) service is to present the user with choices of Attribute Author­

ities (AA) and the required attributes in order to satisfy a request. The VIPR presents a visual 

representation of the policy tree generated for a request, displaying the progress of the negoti­

ation. Should a request fail, the VIPR is used to indicate the reason in terms of what attribute 
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is required from a specific authority. The SP redirects the user to the chosen AA, to which the 

user is required to to authenticate. The SP and AA mutually authenticate each other in the Trust 

Negotiation stage using a back channel, as is the norm for SAML-based implementations. Figure 

3.3 illustrates the SAML TN protocol used in steps 5 and 7 of the previously mentioned figure 

(Figure 3.2). After which, the user is presented with resource in success, or another VIPR page 

following failure. In a web environment, the ideal technology for defining a protocol and server­

side system is SAML (Security Assertion Mark-up Language), as covered in Section 2.3.4. The 

BBTN scheme extends the SAML protocols by including a NegotiationMessage request, used in 

Figure, which defines the request and the response type in terms of either assertions or policies. 

Requester Responder 

An'j SAML Protocol Request~ 

SAML Response: Policy, 
Assertion or Certificate 

Negotiation Message: Policy, .. 
Assertion or Certificate -

- SAML Response 

} 

Repeat as 
needed 

Figure 3.3: The SAML Trust Negotiation Protocol [85] 

Another method in trust negotiation is to eliminate uncertainty by employing controls at critical 

points in a system and addressing identity issues, as found in Shibboleth [59]. Shibboleth is 

an initiative to develop an open, standards-based solution to meet the needs for organisations 

to exchange information about their users in a secure, and privacy-preserving manner. It is 

focused on local authentication and authorisation control for remote web-based connections to 

specific resources. It makes use of several widely-implemented standards such as SAML, SSL 

and LDAP [41]. Using an open standard like SAML, it is possible to monitor and provide 

information about the general flow of information within protocols. Further, the use of SAML 

is limited to the transmission of information. Shibboleth provides its own infrastructure and 

trust framework to work in conjunction with SAML. The Shibboleth Architecture has several 

functional components. Firstly, there is an Identity Provider (IdP) that maintains user credentials 

and attributes [41]. This is further made up of Authentication Authority, which is responsible 

for issuing authentication statements to other components. The Single Sign-on (SSO) service 

initiates the authentication process and is the first point of contact for the user, and interacts with 

the authentication authority behind the scenes to provide the necessary authentication assertion. 

Since Shibboleth is primarily web-based, it makes use of SAML Artifacts. These are small, 
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fixed-size, structured data objects pointing to a variably-sized SAML protocol message and is 

embedding in URLS and conveyed in HTTP messages [55]. The Artifact Resolution Service is 

used to retransmit artifacts sent by the Service Provider (SP) via a back-channel exchange. This 

occurs because the IdP usually sends an artifact to the SP instead of the actual assertion. The 

Attribute Authority issues attribute assertions in response to attribute requests. Each request is 

authenticated and authorised by the attribute authority. A SP manages secured resources and 

allows user access based on assertions received from the IdP. The Assertion Consumer Service 

processes the authentication assertions returned by the SSO service or artifact resolution service, 

initiates an optional attribute request, establishes a security context at the SP, and redirects the 

user to the desired resource. This is the SP endpoint in the SSO exchange. A security context is 

defined by security models and a system architecture, where a set of system entities are authorised 

to access a set of resources [55]. This can also be seen as a semantic union of all the security 

mechanisms employed across the network. An Attribute Requester of the SP and the attribute 

authority of the IdP conduct a back-channel attribute exchange once a security context has been 

established. Policies can be expressed as a set of rules for these attributes. The reference model 

uses XACML policies to decide on access. Access control is split into policy decision and policy 

enforcement, using attributes and policies to decide on access rights. It depends on the structure 

ofthe AAI, its purpose and higher level policies as to how the AAI will deal with a user's personal 

information, both in storage and processing for determining access rights. Privacy then depends 

on these decisions, rather than becoming a feature of the infrastructure. 

User 
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provider (lOP) 
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Figure 3.4: An example of Browser-Based attribute exchange [92] 

In [93], the basis for the paper is privacy in browser-based attribute exchange, where a user can 

have multiple wallets associated with a single real-world identity. A wallet is defined as a col­

lection of attributes that identify a user's identity or role. As a set of privacy requirements, users 

are seen to have direct control over storage and usage of their personal information. By having a 
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wallet holder store their wallet, effectively storing their personal information, it should be done 

in such a way that it assures the user of privacy. Even though attributes are stored in relation 

to a user's unique identity, this alone does not assure privacy. By allowing the user to create 

multiple wallets and roles for different purposes gives more control to the user. Additionally, by 

allowing the user to choose their wallet holder (typically seen as a IdP) empowers the user to 

make informed decisions about where to stores their information. This, however, assumes that 

the different IdP publish their privacy policies and practices. To further assure users, as well as 

to make this architecture viable, constraints are placed on the wallet holders. Firstly, traffic to 

and from wallet holders should be done by consent of the user. Secondly, mechanisms are placed 

such that the wallet holders glean no additional information about the user from its operation. 

A back-channel can be established to ease the amount of input the user has to provide during 

authentication and authorisation. Illustrated in Figure 3.4 is an example of how the Browser can 

interact with a SP and IDP, easing the user experience. 

In Pfitzmann and Waidner [93], privacy is seen as a major requirement for users and is a big 

concern for browser-based on-line business and personal transactions. In large open networks 

such as the Internet, mobility and remote access work well with the browser approach. User 

attributes contain personal information which has to be stored somewhere. Attributes can be 

required by destination sites to process certain transactions or access certain resources. The 

paper incorporates zero-footprint, a concept within browser-based attribute exchange, where the 

user's information is not stored locally. This is a feature ofthe environment, for instance, when a 

user attempts to access services from a public Internet kiosk. A requirement for the use of zero­

footprint is that it should not be a hindrance to the user experience and should work seamlessly 

with the protocols and the back-end server. 

3.2.3 Privacy Laws and Rights 

As a South African citizen, the constitution provides for an individuals right to privacy [58]. This 

entails that a person should have control over their personal information, with relative freedom to 

pursue their own affairs. This relativity of "relative freedom" regards being within the confines 

of law. The law itself is not fully developed when concerning digital privacy, and the privacy of 

digital data. As such, until defining legislation is passed concerning information privacy, privacy 

rights encompasses both the digital and real world. This is recognised as a fundamental right of 

being an individual within the constitution. 

Sites publishing privacy policies so that users are aware of the privacy practices enables the user 
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to effectively decide whether or no to use the advertised services. In [4] four key principles of 

fair information practices are summarised. These are notice, choice, access and security. Notice 

requires that the vendor clearly display and notify users of information practices before the user 

engages in any activities. The user should be given a choice about which information to disclose 

and how it is used. Users should be able to access and modify their own personal information. 

Finally, the users should be assured of the protection and securing of their personal information 

that is stored there. 

For eCommerce, preserving privacy and customer's data security is contrary to the vendor's 

needs. As presented in [l 0 1], through the author's research, a trade-off between customer and 

vendor privacy needs have to be made. The vendor requires to have access to certain customer 

information in order to conduct on-line business. The customer requires privacy in order to 

mitigate the detrimental effects of confidential information being leaked or disclosed. Although 

the customer and vendor can enter into a transaction, the customer must effectively trust the 

vendor not to release information disclosed during the transaction. The same remains true for 

the vendor having to trust the customer. For instance, if the vendor had to offer a discount to 

a specific customer and not wanting the other customers to know since they might ask for a 

discount as well. This matter of bilateral trust then becomes circumstantial, depending on the 

nature and details of the customer/vendor relationship. 

Ownership and Control 

The ownership of accounts depend on the organisation's "terms and agreements" or acceptable 

use policy (AUP). In most cases ownership resides with the organisation that supports the ac­

count, where a user is given an account if they are affiliated with an organisation. Use of that 

account is subject to the terms and regulations of the organisation. In cases where the user owns 

the account there is generally some form of monetary exchange for services, while still being 

subject to service agreement. In a general model, control over accounts can be expressed and 

enforced through the use of policies. In the case of registration in exchange for free services, the 

organisation creates accounts on behalf of a user, yet retains ownership over that account, giving 

superficial control to the user. This point relies on the fact that whoever stores the account infor­

mation may well own the account itself and provides the use of the account and related services 

as a service in itself. If the organisation closes down or is bought out by other organisations, it is 

not clear what will happen to the information contained in that organisation. Consider Microsoft, 

if they were to be bought out by some global concern, the new owners could do whatever they 
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like with the masses of customer information they have captured over the years of Microsoft's 

operation. Due to the "Privacy" and the "Terms of Use" policies that Microsoft [30] employs, 

in which it is stipulated that, they [Microsoft] have the power to change it at any time without 

customer consent. This supports the thought that Microsoft ultimately owns any account created 

though the use of their products. In fact, as users, people have to trust the organisation that they 

engage with will continue to operate in the user's best interests. This requirement of trust can be 

mitigated somewhat by the organisation publishing a legally-binding contract that specifies the 

clear constraints of operation of the accounts and user information. By having the organisation 

held accountable for any misuse of a user's private information, users are more likely to trust that 

organisation. 

One such approach hands matters of identity to Microsoft to control. In Bahl et al. [8], privacy is 

attained by using a globally available database for credentials that users can authenticate against. 

During authentication a dynamically generated varying-length key is used that is valid for specific 

length of time. Although using a global authenticator, in this case it is MS-Passport, there is a 

Protocol for Authorisation and Negotiation of Services (PANS) Authorizor which generates the 

key/token pair once the user is authenticated against the global authenticator. Since this key/token 

pair only exists for certain length of time, if an attacker were monitoring the communication 

stream, the potential for attack would only last for that session. This also has the effect of 

decoupling the user's identity with the session identity. 

3.3 Anonymity 

Anonymity is seen as a means to protect the identity of the participants in a certain event from 

being known [15]. This also has the benefit of bestowing privacy on the participants. However, a 

distinction must be made between privacy and anonymity. Privacy, achieved through making the 

contents of a message confidential, is different from anonymity, where the focus is to hide the 

identity of the sender and recipient. 

Kesdogan and Palmer define three aspects of anonymity, where anonymity is a direct trade off 

between accountability [67]. Being accountable entails the ability of linking actions with the 

participants of that action. 

Anonymity - the state of being not identifiable within a set of subjects, where within communi­

cation it is extended to receiver and sender anonymity. 
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Unobservability - the state of an item being indistinguishable from any other item. 

Unlinkable - of items and actions are no more or less related than they were before. 

Some weak points in anonymity are discussed in [67]. It depends on others to work, in that within 

open environments there is no or little control of the channel for the participants in communi­

cation. Furthermore, Pfitzmann [90] relates that there are several possible attackers, including 

and not limited to "the administration, foreign states, companies, one's neighbours and commu­

nication partners". A second weak point arises from long periods of watching the behaviour of 

users where patterns can be discerned and knowledge can be inferred. If an attacker could ob­

serve a message exchange from a sender to a receiver, anonymity and unobservability cannot be 

achieved. The attacker is able to infer the communication relationship between the sender and 

receiver. 

Clauss and Kohntopp [29] note that the eCommerce domain lacks anonymity and authenticity. A 

user leaves traces while using the Internet and that communication data can be faked or spoofed. 

Here anonymity is a trade-off between authenticity, which is required to achieve a trust-enabled 

environment. However, there is a similarity between the terms authenticity and accountability. In 

both the system attempts to determine the true origination of a message. However, it is relevant 

to note that true anonymity is not desirable by the fact that attackers may be able to commit 

fraud, so there has to be a balance between the ability to enforce accountability and protecting 

the identity of the individual. 

3.3.1 Approaches to Providing Anonymity 

In this section, we cover some approaches to providing anonymity. Traffic analysis is used to dis­

cern services within a network [94], and to reveal communication relationships. The anonymity 

of communication connection and message is resistant to traffic analysis. 

Anonymous routing covers means to obfuscate the communication link between parties. Blind 

signature is used to assure the authenticity of a message without compromising the message 

to the signing party. Zero-knowledge proofs provides an anonymous mechanism to prove the 

knowledge of the existence of a secret without revealing the secret. 
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Anonymous Routing 

An approach to anonymity over the communication channel was developed in the 1980's [90] 

called a MIX. However, this approach was limited to a closed environment where the number of 

users is known and rather small (around a 1000). Kedogan et al. [65] have worked to move this 

concept to be able to work within an open environment. This technique assumes that there are 

observers on the channel that have access to every single packet transmitted, and that the attacker 

cannot break the cryptography employed by the system. A MIX is a system that accumulates 

packets from a set of distinct users that seek anonymity of their communication. This set is 

known as the anonymity set because the participant that can link an input packet to an output 

packet is limited to the MIX and the sender of the packet. The accumulated packets are called 

a batch, where the bit pattern of the packet and the order of incoming packets are altered. Each 

packet sent to the MIX by individual users are encrypted specifically for that MIX by the user, 

where it is decrypted and altered. The MIX is aware of individual users and must link the input 

packets to a specific user. As such there should be an anonymous loop back so that users can 

verify their packets. A series of MIXes are used to increase the security and anonymity of 

the system, and so the anonymous loop back mechanism has importance, since the first MIX 

employed is only one that link sender and packet. Once a batch is accumulated and altered, they 

are dispatched to their respective destinations. Any responses come back through the MIX and 

are forwarded in the same way back to the original sender. Here, the MIX performs the same role 

as a proxy, providing a "black box" between sender and receiver, incorporating different variables 

into the communication channel. Since an observer, over a long enough time period, can infer 

information about the participants using a communication channel, it is necessary to incorporate 

a sense of randomness. Less can be inferred when what is observable is less dependant and 

determinant on other observable factors. 

Onion routing, Reed et al. [94], is an approach that attempts to protect Internet services against 

eavesdropping and traffic analysis. In such an environment as the Internet, services require pro­

tection from within the domain network and from outside. The approach entails removing the 

direct socket connections between machines by providing a series of machines, called onion 

routers, for communication. In order to send a message to a responder, the initiator accesses the 

onion network through a series of onion proxies. An onion proxy receives connections, whose 

purpose it is to define a routing path through the network. This routing path is constructed into 

an onion, a layered data structure, where each layer is encrypted, containing the next destina­

tion. Each communication hop within the routing path is encrypted with different keys so that 
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the onion appears different to each router. When the onion is passed to the entry funnel, the first 

onion router in the sequence peels off the top layer by decrypting it, yielding the next destination 

with the encrypted payload. The onion is routed until the last layer has been peeled off, yield­

ing the true destination and payload, which is then passed to an exit funnel. Subsequently, an 

anonymous connection for a data stream is created using that routing path. 

DDD upstream 

Node data store 

Single Peer 

DDD downstream 

Figure 3.5: Freenet based on [28] 

Clark et al. [28] describe another peer-to-peer network application called Freenet that anony­

mously stores distributed data for publication, replication, and retrieval. This approach protects 

the privacy and anonymity of both the data and users. It is an adaptive system that responds to 

usage patterns, such that files are moved, replicated and deleted as necessary. The approach is 

depicted in the simple diagram of Figure 3.5. It incorporates a novel idea by having users share 

their unused hard-drive disk space such that the user has no control over what is stored. The 

data itself is encrypted which is made available to the network for reading and writing. Each 

node has its local data-store and a dynamic routing table, which contains addresses and keys of 

nodes. Queries are passed from node to node in a chain of proxy requests. A node in a chain 

only knows its immediate upstream and downstream neighbours, and decides where to send a 

request upon its receipt. A query has a time-to-live count as to prevent infinite chains, it also 

has a pseudo-random identifier so that nodes can discard queries it has seen before. Results of 

the query are passed back, and is given in the text as a steepest-ascent hill-climbing search with 

backtracking. This means that the query is propagated to a node until either a result or failure 

is found. Security is a major aspect of the Freenet with goals of protecting the anonymity of 

requestors and inserters of files, and the identity of storers of files. Files themselves must be 
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protected against malicious modification. Observers of the channel, those that manage to de­

crypt each packet, will not be able to infer the source of a particular data-store. This is achieved 

through the occasional intermediate node resetting the data source field during a reply. Perhaps 

through long-term observation of successive failure or success replies to queries, it is possible to 

infer a source of a data-store. Though this can be mitigated by the reshuffling the distribution of 

data files over the set of nodes. 

An interesting taxonomy on anonymity is presented by Reiter and Rubin [95], which contains 

the design and implementation of a system called Crowd. The context for this system is on-line 

web transactions. An attacker can know the IP addresses of the client and server machines, and 

,other information about the transaction, even though technologies like SSL to protect the com­

munication data are used. The notion of degrees of anonymity is explored, where on one end of 

the spectrum is absolute privacy and the other is provably exposed, with four degrees in between. 

Absolute privacy assures that an attacker can by no means observe any evidence of communica­

tion. Provably exposed is when an attacker can provably identify both parties in communication. 

The other degrees in between range from strongest to weakest: beyond suspicion, probable in­

nocence, possible innocence, and exposed. The approach is to conceal senders and receivers in a 

crowd of other users that are indistinguishable from each other. A user is seen as a node amongst 

a crowd of nodes. Web servers are there to respond to requests from the nodes. The user starts the 

Crowd application called jondo, which gains the user access to the Crowd network. The jondo 

picks up browser requests (during the course of normal web activity) from the user and randomly 

picks an initial jondo from the crowd to forward the request to. Conceptually, the initial jondo 

then picks a random path of jondos of a random length to and from the web server. The mecha­

nism is that the initial jondo decides (as in a coin toss) whether to forward the request to another 

random jondo or to a web server. This mechanism occurs at every jondo that receives a request, 

where each jondo acts as a proxy. This approach does have increased message overheads that 

increase as the path length and packet size increase. 

Anonymity can be provided by having a proxy that acts on the user's behalf that utilises anony­

mous attribute certificates, as indicated by Schlager et al. [101]. A temporary pseudonym can 

carry authorisation information specific to that session once the user has been authentication 

against the Identity Provider. However, true anonymity may not be achieved when certain infor­

mation that can identify the customer is required to complete the transaction between a customer 

and vendor. For example when the vendor requires a shipping address, a customer's identity can 

be inferred from such knowledge. But to anyone observing the communication channel there 

should be no discernible user information contained in the messages. 
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Blind Signature Protocols 

Effectively, through the use of encryption and signature protocols it is possible to attain a level 

of anonymity [25J. However, the level of anonymity depends on the strength of both the cryp­

tography and protocol, and the parties involved in the communication. Blind signatures enable 

a message from a sender to be signed by a signer without revealing the message itself or the 

signature [107]. 

Blind signatures can allow fraud to occur because the anonymity provided can screen attacker's 

actions. But since it is susceptible to fraud, the authors of [107J further extend the approach 

by incorporating a third entity (a trusted third party that acts as a judge) and a second protocol. 

The first protocol is a signing protocol and is between the signer and the sender. The second 

protocol is link-recovery protocol that is between signer and the judge. The signer obtains infor­

mation from the judge, enabling the signer to recognise the corresponding protocol view and the 

message-signature pair. From this, two types schemes are derived: 

Type I: Given the signers view of the protocol, the judge delivers information that enables the 

signer or everybody to efficiently recognise the corresponding message-signature pair 

Type II: Given the message-signature pair, the judge delivers information that enables the signer 

to efficiently identify the sender of that message or to find the corresponding view of the 

signing protocol 

Figure 3.6 presents a standard model for fair blind signature schemes, involving the components 

presented above. During the course of the paper, several encryption-based fair blind signature 

schemes that conform to either Type I or Type II, or even both, are covered. 

In [9J, the authors use a scheme presented in [I 07J that incorporates both Type I and II though 

the registration of two pseudonyms with the judge. There are four parts to the protocol used 

to obtain and use an attribute certificate in [9]. Firstly a user requests a pseudonym from the 

Trusted Third Party (TTP), where the pseudonym consists of a public and a separate private part. 

The TTP stores both parts as a linked pair, in case the relationship needs to be disclosed. Both 

parts are signed and assigned a purpose and validity period and then sent to the user. Secondly, 

the user creates a new asymmetric key pair to be associated with the attribute certificate. The 

public key is fair blind-signed by the authority, based on the public pseudonym, the set of proofs 

(items used to fulfil the requirements, usually attributes signed by an authority) and information 

about the TTP. The authority decides (usually based on policies) whether to issue a certificate 
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Figure 3.6: A model ofa fair blind signature scheme [107] 
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containing the user-request attribute. The authority stores the attribute before sending it back to 

the user as a signed message. The user then transforms the signature into one using the public 

key over the private pseudonym. Thirdly, The user sends the fair blind signature, proof that it is 

valid, and the structure created based on part two to the AA. The AA issues an attribute certificate 

with a set period of validity and sends it back to the user. The TTP can reveal the relationship at 

this point when the specified condition (contained in the structure) is met. Fourthly, in order to 

use the attribute certificates, the user sends it and the public pseudonym to a SP. The SP is able to 

challenge the user for a signature to prove ownership. Any misuse or problems found, the SP can 

send the information to the TTP and AA in order for the pseudonyms and anonymous attribute 

certificates to be revoked. A snapshot of a system overview is provided in Figure 3.7, where the 

Source of Authority (SOA) forms the root of delegation chains for the Attribute Authority. 

In [9], an approach to providing anonymity is introduced by combining X.509 attribute certifi­

cates and fair blind signature schemes. The authors extend the certificates by defining Anony­

mous Attribute Certificates in which the user's identity can be traced only under certain condi­

tions. A certain field in the X.509 certificate, namely Holder, is now represented as a hashed 

function of several fields pertaining to the pseudonym used. These pseudonym fields are contin­

ued in another structure called the pseudonym structure and is hashed to form a digest. The hash 

value is then stored in Holder field. 
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Figure 3.7: A fair blind signature system overview [9] 

Zero-Knowledge Proofs 

Zero-Knowledge proofs are defined in Goldreich [47] as a convincing proof that yields nothing 

beyond the validity of the assertion being proved. In that, given two parties where Alice, knowing 

a secret M, attempts to prove to Bob that she does indeed know the secret without revealing 

the secret to Bob. This approach becomes feasible cryptographically with the use of one-way 

functions and a predetermined protocol of behaviour for the two parties. 

Zero-knowledge proofs can be used in anonymous authentication schemes, as presented in [116]. 

Though one approach can only work with a common trusted third party between the user and the 

service site. This is similar to the scheme presented in [9]. Where a TTP registers protected 

attributes of user which is used in the anonymous authentication process. The paper looks at 

the cryptographic techniques behind public-key certificates and witness-indistinguishable proof 

systems (as in zero-knowledge proof). Proof of correctness is provided through theorems. Time 

dependent hierarchical key assignment scheme is based on the hardness of computing the eth 

root modulo a composite and the common-modulus property of modular exponentiations. 

In [14] there is emphasis placed on the creation of unique identifiers for each user and classifying 

the attributes of that user. There are uncertified attributes, information that is given freely by the 

user. Then there are certified attributes, which have been verified and issued as signed digital 

certificates by trusted SPs or CAs. Finally, there are attributes "secured against identity theft" 

(SIT attributes), which are used for user identification and are secured by the protection methods. 

Bhargav-Spantzel et al. [14] look at issuing an identity account based on the user's real world 

identity, defining a root identity before certifying the user's attributes. The user can decide which 

SP they will use as a registrar by storing their SIT attributes with that SP. This is inherently a 

distributed architecture that is consistent with the distributed protocols deployed in federation 

environments. The registration of SIT attributes (the first step in attaining a federated identity) 
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is through a bootstrapping process. SIT attributes have the quality of their use being restricted 

unless there is proof of additional identity provided. This process is defined as a individual going 

to a SP and presenting physical proof of identity from which the SIT attributes are derived. The 

officer at the SP signs using his identity and asserts that the individuals information is correct. 

Further attributes can be stored via on-line methods using zero-knowledge proofs to prove the 

user's identity without actually revealing anything. To protect against using unauthorised unique 

identifiers (such as credit card numbers or social security numbers) a distributed hash table mech­

anism is proposed, using the SPs to storing and retrieving these values. However, it is important 

to note that the authors see the federated system as a closed system with inherent trust between 

the different SPs. It is also assumed that the SPs themselves will not be compromised in any way. 

3.4 Multi-Factor Authentication 

In Section 2.3.1 we covered concepts of authentication and authorisation. In this section we 

delve into the short-comings surrounding factors of authentication. Multi-factor authentication is 

devised as two or more of the following: Something you know (as in a password), something you 

have (a token), and something you are (biometric information). However, tokens and biometrics 

severely impact on the freedom of the user and the usability of the system. Biometrics are 

considered physically intrusive and are currently not suited to wide scale deployment. Tokens 

are physical devices that contain cryptographic information that is linked to particular user, that 

it is usually password protected. Physical tokens may not integrate into a user's lifestyle easily, 

and may infringe on the users behaviour. Some tokens may require specialised hardware and 

software to use, so limiting the mobility of such a solution. The cost of tokens as well as the cost 

of token management (to issue, maintain and revoke) further hinders widespread adoption [76]. 

A challenge for lAM solutions is to provide authentication methods with the strength to meet the 

growing threats [97]. As noted in the article, using passwords alone is not a strong authentication 

method. Even if the "best practices" for creating strong passwords are followed, it is still a single 

factor of authentication that is subject to dictionary and brute-force attacks. In order to make a 

password strong, it has to be crafted in such a way that it is very difficult to guess, but rather easy 

to remember. Using the various "Best Practices" heuristics will help in creating stronger security 

systems. To further the usefulness and strength of passwords, the authentication mechanism 

should allow for a small number of attempts before realising it might be an attack. 
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3.4.1 Tokens 

Tokens are physical devices that has been specifically assigned to a person with a particular use 

in mind [21]. These are usually coupled with passwords in order to use them, increasing it to 

a two-factor authentication mechanism. These tokens contain cryptographic keys and can be 

represented in a number of schemes. It is also possible to put other constraints on the token, 

such as limiting its use to a specific time window. However much usefulness and security tokens 

provide, it is a double-edged sword. The loss or theft of a token is similar to the inconvenience 

and security risk of losing a set of car keys, that is, locking out oneself and allowing who ever 

finds the keys access to ones car. Consider a USB token, it is the size of a flash memory drive, 

and easily misplaced or left behind. It is a type of device that the user will only notice missing 

when the user next needs to make use of it. 

The concept of user centricism is used to support a model, using a Personal Authentication De­

vice (PAD) to tie together separate service provider-issued identity credentials [61]. The device 

is used to store separate notions of user identity and their related cryptographic keys and pass­

words such that the difficulty of credential management is eased. Furthermore, processes could 

be automated to the extent that, once the user authenticates them-self to the device, very little 

user input is required to access associated service provider-related resources. The device itself 

is able to make use of ubiquitous and mobile computing technologies, allowing it to integrate 

seamlessly with existing devices and systems, such as laptops, mobile phones and security de­

vices. Since each SP must keep track of its population of users, it is able to make use of user 

specific PADs in order to establish a trust relationship. However, since the user uses the PAD to 

store user specific information and keys, it becomes a single point of failure, such that its loss 

or theft represents a serious breach in security. It is not clear from the model how this type of 

catastrophic failure is avoidable and recoverable. 

In the financial sector, First National Bank (FNB) can offer its clients increased personal security 

for use in on-line transactions [35]. Users may incorporate a "one-time password" via SMS to 

their mobile phones. Users may also purchase a DigiTag, small handheld device, used to generate 

a random security code to authorise banking transactions. On-line users are required to combine 

an additional identifying factor with their normal account credentials for authentication. 

PayPal, the on-line finance service, provides a similar security device to FNB that generates a 

random six-digit code every 30 seconds [86]. This code is incorporated into the log-in process. 

The purpose is to mitigate phishing attacks on the user, whereby users are tricked into disclos­

ing log-in credentials to fallacious websites. However, more sophisticated phishing attacks that 
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attempt to deprive users of the six-digit code and account details arise, where the information 

gleaned is utilised in breaching the user's account. 

A detractor from widespread adoption of tokens is the difficulty in which a token may integrate 

into a user's lifestyle and habit. Tokens are small and can easily be lost or forgotten. Users tend 

to want things to be made easy; they are lazy. 

3.4.2 Biometrics 

The use of biometrics is a trade off between security it provides and the inconvenience it causes 

[71]. Biometric systems are more physically intrusive to a person using them while being able 

to increase security by decreasing the probability of identity theft. For instance, a retina scan­

ner is usually in a fixed position requiring people of varying heights to make use of it and be 

subjected to an uncomfortable blast of light. A further concern is of privacy and control, where 

biometric systems that can match identities based on biometric information are reminiscent of 

"Big Brother", and represent real concerns for the public. Another concern is of the storage 

of such information, as people are left with no corrective measure should their biometric infor­

mation be compromised. In [21], it gives the different biometrics as degrees of intrusiveness 

corresponding to effectiveness and reliability. Due to size and cost considerations, specific bio­

metric approaches are only feasible in limited circumstances. The security employed is based on 

the cost of not securing something, that is, securing something that is more costly to lose than 

secure. 

Among the methods of extracting biometric information fingerprints are considered the less in­

trusive [113]. However, this method suffers from inaccuracies in terms of acquiring a suitable 

sample, correctly matching samples with the corresponding identity, and dealing with errors. 

Fingerprint recognition is still weak when dealing with anomalous samples although fingerprint 

systems are considered the most accurate low-cost biometric [71]. 

The deployment of biometric devices are perhaps only feasible for organisations that require 

high levels of computer and physical security. Biometric devices are not suited to wide-scale 

deployment due to high costs of hardware, technical expertise and skills, and management. Fur­

thermore, error rates within biometric systems can, in the worst case, compromise the security of 

the system or at the very least sour the user experience [31]. False accept rates are based on the 

probability that an unauthorised individual will be accepted as a valid member. False reject rates 

on the other hand describe the probability that a valid member will be rejected. However, bio­

metric systems have their benefits: they reduce the reliance on passwords, reduce costs in terms 



CHAPTER 3. IDENTIFIEDISSUES 70 

of support personal (help-desk) and user management, and reduce fraud in terms of identity theft 

or impersonation. 

3.4.3 A New Approach: Mobile Phone 

The thought of using a cellular phone as a physical security token is not a new idea, and is 

rather obvious when any amount of thought is spent on multi-factor authentication in an open 

environment. Mobile phones are pervasive, with a high percentage population penetration in 

developed countries, and are becoming more important in developing countries. In 2006, South 

Africa had 66% of the population as mobile subscribers [44]. By the end of 2005, 7.5% (3.6 

million people) of the population in South Africa had some form of Internet connection [125]. 

For many people in developing countries, mobile phones represent the only means to connect to 

the Internet. In fact, mobile phones represent the only connection to the outside world beside the 

dirt roads for many rural areas in Africa. It is obvious that GSM networks and other wireless 

technologies are feasible ways to connect out lying regions that are lacking in the most basic 

of amenities, namely running water and electricity. Even in urban areas, mobile phones are 

pervasive enough for the assertion that any person who connects to the Internet (via a fixed-line 

or broadband connection) has access to a cellular phone to hold true. The mobile phone is a 

device so entrenched in the urban dweller's daily routine that it is never far from its user. Take 

a moment to think, as a regular person, how soon you would notice the loss of a cell phone as 

opposed to the loss of a credit card sized smart card token. 

RSA Security Mobile is a solution that generates a one-time password delivered to the user's 

mobile phone, pager or email address to be used to log in to access protected resources [104]. 

SIM Strong has a similar approach, where the mobile phone is used in conjunction with Liberty 

Alliance standards [118]. Here a user has the choice to interface the SIM directly with the PC 

via specialised connections and card reader hardware and software, or use the phone to send a 

SMS to the server. This approach also sends a session ID to the phone so that the user is required 

to correctly enter information into the browser. 

Wu, in a PhD Thesis that focuses on counteracting and fighting phishing from the user interface, 

asserts that the one-time password is not suitable from a user point of view [126]. In that the one­

time password is liable to be mistyped by the user, and poses usability questions for the system. 

Wu proposes a more usable approach, where the cell phone is used to approve a session so that a 

random session ID is generated and delivered to the phone. This also relies on the user to check 

the generated session ID against that which is displayed in the browser once the session has been 
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approved. Another advantage of this approach is that the user will be alerted of an attack when a 

request for a session arrives at the user's cell phone that the user did not personally initiate. 

Another approach using mobile phones is to make use of a "location factor" [76]. A mobile 

network operator can determine the physical location of a mobile phone. The accuracy of deter­

mining the location of a mobile phone depends on how dense the area is in terms of cells that 

make up the mobile network. It is proposed that authentication to certain systems can only be 

done when the user is in a specific location. For example, only by connecting the phone to the 

PC connected to a network can a user be authenticated to access the network. 

A slightly different approach by Abdelhameed et al. [2] incorporates the use of a mobile phone 

in authenticating a user to a laptop. However, the model does not make use of the mobile phones 

GSM network, but rather connects to the laptop via Blue-Tooth. The system allows for Zero 

Interaction Authentication (ZIA) that strictly requires that the users mobile phone be within 

Blue-Tooth distance of the laptop. The mobile phone is used as a physical token that must be in 

possession of the user in order to access the laptop. 

A similar approach to the framework presented in Chapter 5 is provided by MacDonald and 

Mitchell in [81]. Here the focus is on the use of a mobile station, comprising a mobile device 

and SIM card connected to a GPRS mobile network, as means of authenticating a user to a web 

service and enabling on-line transaction payment. This uses the mobile operator as a Trusted 

Third Party in conjunction with a Content Provider web service. 

3.5 Chapter Summary 

Privacy is shown to depend on how personal and confidential user information is stored and 

how it is disclosed. Privacy to the user represents control over their own information, in that 

they decide when to disclose that information. Pseudonyms can add a layer of protection by 

creating an alias through which users can transact with in the environment. Credential disclosure 

protocols, especially through trust negotiation, can control the gradual release of confidential 

information that results in mutual authentication. It further behooves the user to be aware of the 

privacy practices of an organisation they interact with as privacy polices should stipulate what 

information is captured and how it is processed. 

The inability to distinguish the identity of a subject within a population is the basis for anonymity. 

This can protect individuals while providing a means for attackers to commit fraud. In that, 

mechanisms for providing and enforcing accountability should be available. Anonymity finds 
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place within the communication channel, obfuscating traffic such that observers are unable to 

link a message with its participants. Two common approaches are the use of proxies and trusted 

third parties. 

Approaches to multi-factor authentication find that biometrics are considered invasive and may 

compromise the privacy of individuals. Furthermore, physical tokens are desirable if they do not 

impact on the user experience. The main purpose of Section 3.4.3 is to expose the properties 

of the mobile phone as an ideal security token. The following chapter discusses two abstracted 

models for achieving privacy and anonymity. 



Chapter 4 

Achieving Privacy and Anonymity 

4.1 Chapter Overview 

In the previous chapter we discussed the concepts of privacy and anonymity. Although closely 

related, these separate concepts involved different approaches. Privacy is shown to depend on 

the nature of the storage and disclosure of credentials and personal information. A concern is 

that once information is divulged in a networked environment one has no or little control over 

how that information is used or disseminated. Anonymity, however, is the protection of one's 

identity by keeping it secret or hidden while in communication. This is not an easy feat within a 

networked environment as one leaves traces of one's activities. This chapter presents two models; 

a model to provide anonymity for participants in communication within an open environment, 

and a second model to address issues of privacy. 

Section 4.2 presents an abstract model that describes an approach to anonymise traffic over the 

Internet. It does so by describing an Identity Agnostic layer which is responsible for obfuscating 

the communication channel and traffic. While anonymity is ideal for the user there must be 

balance for the administration of the domain in terms of accountability. The actual model is 

described in detail in Section 4.2.1. 

In an effort to provide privacy as well endow the user with control over their personal information 

a model for privacy is presented in Section 4.3. The idea is to unify the accounts from different 

domains that belong to the user into a meta-identity scheme. The model is formulated in Section 

4.3 .1. The chapter summary is provided in Section 4.4. 

73 
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4.2 Towards an Identity Agnostic Layer and Anonymity 

The physical Internet, as discussed in Woodcock [124], is a global conglomerate of smaller 

networks that are able to communicate and transfer information amongst themselves. These net­

works are arranged and identified by a hierarchical structure of domains called the Domain Name 

System (DNS). The DNS is able to describe and assign unique names to individual networks, al­

lowing for the growth of the Internet. Within each domain there exist machines, such as servers, 

gateways, and routers, that are responsible for network administration and management, acting 

as controllers of the underlying physical network. 

The conceptual or logical view of the Internet is such that it can be viewed as a cloud, made up 

of machines, end users, and particular services. This allows virtual layers to arise, regardless of 

physical properties and location. Upon this abstractions can be made, as illustrated by Figure 

4.1. One such abstraction is an Identity Agnostic (IA) layer. 

Figure 4.1: A conceptual view of the Internet 

Within the Internet there are protected resources that require registered users to go through some 

authentication process to access these resources. Registered is a loose term for describing a user 

who has completed some form of registration with an identity-issuing authority. The registration 

process encompass the broad range of requirements and restrictions that can be imposed on a 

user. For instance, it is case of website membership that a user be registered to make use of that 

website. Protected resources are digital resources that are secured against free and general ac­

cess. Securing a resource entails creating processes that control access to the resource in such a 

way that a user has to be authorised and authenticated before access is granted. For example, it is 

required of an Ebay.com user that they log in by supplying their user-name and password before 

engaging in any bidding activity. Figure 4.1 also depicts an anonymous layer, describing users 

and resources whose communication and access is regarded as open. To clarity, if a resource 

is not protected and allows unfettered access within the bounds of normal physical and logical 

constraints, such as bandwidth quota or the number of connections, it can be considered a part 

of the anonymous layer. Users whose identity do not matter, beyond the normal characteristics 
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and properties attributed to a host, such as IP address and OS/Browser infonnation, can be con­

ceptualised as being within the anonymous layer. Although the word anonymous is used, it is 

inaccurate to describe the entire communication transaction as anonymous, as the participants of 

the transaction, and even the contents of the transaction may be discovered. Rather, the usage is 

in the sense that the identity of the user is of no consequence in that user's pursuit of available 

resources. This is typical of general web browsing. 

The registration of users can be used as a means of controlling bandwidth and traffic between a 

content provider and users. The content is still freely available, however, its access is controlled 

by the fact that the user has to have a registered account. Once authenticated to the content 

provider, the provider is able to control the amount of data downloaded from the site by that par­

ticular user. It is still possible to control bandwidth usage, without requiring user registration, by 

incorporating download scripts that can throttle the download capabilities of a host. By making 

resources protected and incorporating the registration of users to access those resources, then 

greater control is generated by the domain or service provider. 

The Basis for an Identity Agnostic Layer 

If the Internet can have its constituents categorised as registered, protected or anonymous, then 

it can be put forth that there can be a layer that embodies all three. An Identity Agnostic layer 

can be described as a virtual layer of the Internet that allows quasi -anonymous activities to take 

place. The qualifier "quasi" is employed to denote that accountability is not forsaken. But 

rather accountability is a core concern, where the IA layer is a balance between user anonymity 

(protecting the user) and accountability (protecting the domain). 

In Section 3.3 we covered the concept of anonymity, showing how anonymity can be used to 

protect the user. Specifically, observing the channel can reveal infonnation that can empower the 

attacker to orchestrate more sophisticated attacks against the system or users [67]. Thus from the 

perspective of the user it is better to have their identity obscured and their traffic secured against 

observation or modification. 

From the perspective of the organisation, which has financial interest in the correct operation 

of their networks and systems, it is better to have confidentiality and accountability so as to 

protect the domain. Accountability entails the enforcement of decisions made pertaining to ac­

cess control and authorisation, whereby actions are attached to a particular user. This allows 

any monitored breach in policy or system security to be followed up and rectified. Rules without 
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associated negative consequences for transgressions are meaningless. In other words, not enforc­

ing a rule makes the rule redundant. For accountability, it is necessary that the system logs each 

particular action or event. Organisations have other reasons to have the logging of transactions, 

from legal obligations to meeting quality standards [18]. Furthermore, it is supported by Borcea­

Pfitzmann [18] that identity management systems should assist users by logging transactions and 

data transfers they engage in. 

4.2.1 Model for Anonymity 

In this section we present an abstract model designed to achieve an Identity Agnostic layer that 

balances anonymity and accountability. In order to provide anonymity one needs to obfuscate 

the message and the channel between communicating parties. Obviously this entails making the 

contents of the message secret and confidential, typically by way of encryption. But this does 

not ensure that the address of the sender and receiver remain anonymous. Furthermore, in an 

open environment one cannot control the communication channel, so attackers may intercept 

messages and be able to identify the sender and receiver. An perceptible approach to obfuscating 

the channel is not allow direct connections between the parties, but rather create a complex 

route in which a message's final destination is not evident. Specifically, in routing the message, 

the original sender and ultimate destination remain secret whilst only the intermediate hops are 

visible. From this an attacker may not infer the identity of the sender and receiver unless the 

attacker controls the intermediate routing points. 

Figure 4.2 represents a model that describes the components that can be used to create an IA 

layer within the Internet. The user is protected by having the communication channel and the 

domain environment operate in such a way that it attempts to decouple the transactions of the 

user from the system. This is achieved by having two separate end points that exist within the 

Internet that represent secure point-to-point connection to participating parties. A participating 

party in this regard is a generic host or user, and a generic organisation domain or web service. 

As such, the participating parties, via their own particular connection to the Internet, connect to 

a secure anonymous server. The Secure Anonymous Server (SAS) is a machine that acts as a 

portal to the identity agnostic layer. 

Obfuscating the communication channel, as depicted in the diagram, means creating a virtual 

layer that operates between the two secure portal end-points. Approaches to providing this level 

of anonymity are covered in Section 3.3.1. However, it is worth noting that all the anonymous 

routing approaches covered in the afore-mentioned section requires the assistance of a Trusted 
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Third Party (TTP). Essentially, the common theme among the approaches is to expose a proxy 

machine that initiates the communication stream between a sender and the intended receiver. 

Additionally, a series of distributed machines perform the routing between the proxy end-points. 

This is observed in both Onion Routing [94] and MIX [90]. The use of TTPs achieves the 

anonymity of both the sender and receiver [67]. 

In order to assure accountability, extensive and accurate logging of transactions must occur. Such 

an activity has no direct bearing on the operation of the layer and is not included in the diagram 

for that reason. For all intents and purposes, consider the logging to be a hidden action. 

Secure Anonymous Server 

The SAS in Figure 4.2, although forming a visible point of attack, can provide authentication 

through the process of establishing the secure point-to-point connection or by means of multi­

factor authentication. The SAS must be able to maintain connection state in order to act as a 

proxy, as it routes incoming and outgoing traffic within the layer. However, the user and other 

participating parties must be registered with the layer. Identification of users should be based on 

temporary pseudonyms, used in decoupling user ID and user account. The SAS connected to the 

client should be aware of the link between pseudonym and user account by way of connection 

rather than a look-up table approach. This forms the accountability part of the approach, where 
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logged transactions are linked to particular entities within the system. It is necessary that this 

information be hidden from the public network, and be a part of the anonymous layer. 

Identity Agnostic Layer 

In order to attain an anonymous layer, the SAS represent entry and exit points to and from the 

layer. The layer, depicted in Figure 4.2, itself is made up of a peer-to-peer architecture where 

each node is a SAS. The reason for this design consideration is that each SAS can act as an entry 

or exit point for the layer, and that each node is a router. Thus increasing the complexity of the 

layer, and not limiting the potential of the entry and exit points. 

Communication between two clients is handled by the initiating client establishing a connection 

with a particular SAS, where another connection is created from some SAS to the indicated des­

tination. Once entry to the layer has been gained, a random path routing mechanism is engaged. 

For each packet, in between the two designated SAS, a new path over a minimum number of 

hops within the layer is established. 
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Figure 4.3: Peer-to-peer Identity Agnostic Layer 

Figure 4.3 depicts the peer-to-peer architecture of the anonymous layer, where each node is a 

SAS and the distance between each node is a single hop. A message sent to the layer should 

obfuscate the final destination, as well as the original sender. This is to protect the identity 

and thus ensure privacy for the user. The traffic within the peer-to-peer architecture should 

necessarily be encrypted [21]. This is to ensure the confidentiality of the message contents, as 

well as protecting the protocol of the layer. 
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Clients 

In order to connect to the Secure Anonymous Servers, some form of client application is re­

quired. This will handle client side authentication with the SAS. Hosts and organisation domains 

represent clients in this model. Clients will connect to a SAS using a secure point-to-point tech­

nology, such as SSLlTLS or IPSec [38], providing encryption of the traffic. This will protect the 

communication channel between the host and SAS from being easily observed by a third party. 

At most, an observer will be aware of a connection yet incapable of discerning the nature of the 

connection. However, a connection can be instantiated from either direction, as such, a mutual 

authentication process should be incorporated [85]. 

Transaction Logging 

A transaction log is a record of actions taken by users or systems, describing the characteristics 

of the action. The point is to track each message and connection created, capturing the source 

and destination node addresses, the time information, and the message size. Furthermore, it 

is possible to perform analysis of the logs such that non-obvious information may arise. For 

example, it might reveal weaknesses in the algorithm that handles the routing decisions, or even 

an alert that a particular node has anomalous behaviour. 

node i-------t---::::==::---t------j node 

a) b) 

Figure 4.4: Transaction Logging: a) Node Logging b) Log Sink 

The literature does not seem to provide for a secure means of logging transactions without the 

risk of compromise or subversion. However, a machine that engages in logging can be secured in 

the same manner as other machines so as to reduce the risk of being compromised. There are two 

options available in this model, as illustrated by Figure 4.4. Essentially these can be described as 
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either a decentralised or centralised model. Node logging, the decentralised approach, specifies 

that each node creates and stores its own transaction logs. This suited to the peer-to-peer topology 

of the anonymous layer. 

In the centralised approach, logs are transmitted from each node to a central location. A log 

sink in this model is a hidden node which has unidirectional connections from each node in the 

anonymous layer. Because traffic is transmitted in one direction, the log sink can be made to 

accept a certain type of connection. In that, the log sink will not be responding to unnecessary 

connections. Additionally the node will not send information out. This has the feature of re­

ducing the chances that an attacker may compromise the machine. It is also easier and more 

efficient to perform analysis on logs that are stored in a central location. The disadvantage of this 

approach is the increased use of bandwidth and the inability to discern the status of the log sink. 

4.3 Privacy Through The Meta-Identity Portal 

This section presents a model that attempts to provide the user with privacy and control over their 

own credentials. Privacy is a primary goal oflAM systems, in that confidential user information 

is protected from being used against the user and the system. Anonymity is also the protection of 

the users by removing identifiable features from an environment that camouflage a user within a 

set of users. A technique to achieve a level of privacy is the use of pseudonyms, where the link 

between a pseudonym and the user's identity/account is not public knowledge and should remain 

hidden to be effective [4, 29]. To provide a level of anonymity, it is required to then proxy the 

account access and to use pseudonyms. Effectively any attacker observing the channel and the 

flow of information between user and the lAM will not be able to discern the links between the 

pseudonym of the user's account and the actions of that user. 

4.3.1 Model For Privacy 

Privacy is achieved by the fact that a user's credentials will be used as little as possible, and 

control over user credentials will be resting with the user. There are of course, some accounts 

that will require a user's full credentials, where a pseudonym will not be acceptable. For example, 

a bank will require a customer's full set of details, where as a community forum typically only 

requires a valid email address. The portal will have a master account, which represents the user's 

real world identity, and upon which all the other client accounts are based. A user's credentials 
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will be stored in the master account. Existing accounts on other Identity Providers (IdP) will be 

managed from the portal. New accounts will be created using derived forms of user credentials, 

in essence account details will be pseudonyms themselves. In that the new account will have 

no discernable identifiable features of the user's real identity, unless of course, the user would 

like to disclose such information. Client IdPs will be categorised by whether they will accept 

pseudonymic credentials or require real credentials. 
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Figure 4.5: The Meta-Identity Portal Overview 

Figure 4.5 shows the overview of the model where the master account is used by the user and the 

meta identity portal to authenticate the user to accounts within various domains. 

4.3.2 Identity and Service Providers: Accounts Of The Domains 

In this context, a domain is made up of Identity and Service Providers, which are independently 

operated and have their own agenda and requirements. Figure 4.6 gives an example of a domain, 

indicating the relationship between the user who has an account with an Identity Provider (IdP) 

that is connected to several Service Providers (SP), all of whom control access to resources. This 

is a typical model of federated identity, for more specifics refer to Section 2.2. 
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Figure 4.6: An example of a Domain 

Identity Provider 

An IdP is a system that stores user information (credentials and attributes) in an account. Account 

management is accessible through the authentication process. An account is created when a user 

discloses the required information and meets the conditions for joining the IdP. A typical IdP 

has a front end which authenticates a user when the user logs in, or authenticates a user against 

information supplied via the SP. The IdP has a back end that stores the user information, and 

logs transactions for accountability and quality assurance reasons. An IdP can be connected to 

several SPs in a "Web of Trust" [16]. 

Service Provider 

A SP provides access control to protected resources and services that authorises access to authen­

ticated users. Protected resources can be any digital resource that can be accessed or transferred 

in a networked environment. Generally, it is wise to separate your IdP from your SP so that 

should one be compromised, it will not necessarily mean the other will be compromised. 

Derived Account 

A user account is created and controlled within an IdP, which is basically a record of credentials 

and attributes that describe that user. This means that personal information of a user specifically 

required by an IdP is stored there. Should the identity store be compromised, the privacy of users 

is also compromised. It is assumed that a compromised identity store is one such that the security 

measures in place have been defeated or bypassed. A further consideration is that a user may have 
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several accounts with separate domains, such that there is duplication of personal information. In 

that, the same or similar sets of personal identity information belonging to a specific user is stored 

in several different locations under separate pretexts. An individual concerned about privacy and 

aware of the dangers may hesitate to disclose the same information to different domains, but may 

want to store personal information in a single place. This is the basis for the "derived account". 

/ Trust relationship 

Figure 4.7: An example ofa Derived Account 

A derived account, as shown in Figure 4.7, is where the credentials and attributes are not stored 

directly with the IdP but are based on a "master account". A master account, described in detail 

in the next section, is a single account that contains the user's personal identity information. For 

each derived account, each credential and attribute is a cryptographic derivative of the master 

account. This means that an account specific to a domain will not contain identifying information 

where the only link: is a pseudonym or a cryptographic reference. This, however, relies on the 

nature of the trust relationship between the meta-identity portal and the IdP. 

4.3.3 The Master Account 

A master account in the context of Figure 4.5 represents the base or root account on which all 

other accounts are derived. The derived accounts represent the nominal accounts managed by 

IdPs. In understanding the nature of the master account consider Section 2.2.5, which deals with 

Public Key Infrastructures (PKI). An aspect of a PKI is that the certifying authority is in effect 

a Trusted Third Party (TTP). This means that the participants and users essentially trust in the 

correct operation of PKI in order to continue with their business. The master account contained 

within the meta-identity portal acts in the same way that a certifying authority does; it allows 

everyone to trust a single entity rather than having to manage a complex web of trust. However, 

the implementation of such a scheme may not necessarily employ the same technology. 
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The purpose of the master account is to store credentials and attributes that mayor may not 

be certified. The decision to have personal information certified depends on the nature of the 

derived accounts the user intends to use. Certifying personal information involves an individual 

having their real world identity confirmed by a designated certifying officer [14, 122]. This 

entails providing physical proof of their identity in person, such as presenting an Identity Book 

or passport. 

4.3.4 Meta-Identity Portal 

The meta-identity portal, as illustrated in Figure 4.5, acts as a proxy between the user and do­

mains specific to the user. This is similar to meta-identity systems that tries to unify user accounts 

in the sense that different user accounts are accessible from the same location. Meta-identity is 

the convergence of control of multiple disparate accounts to a single point, this is discussed in 

further detail in Section 2.2.4. It also represents a single system to which the user must authenti­

cate in order make use of the myriad accounts under the user's ownership. A feature and benefit 

of such an approach is Single Sign-On. Additionally, the meta-identity scheme fosters a user 

centric environment. 

The user engages in a process that requires that user authenticates against their master account. 

Once authenticated the user is free to proceed in a manner of their choosing. Access to services 

in different domains is proxied against the master account, without the user being required to 

divulge private information. Since the portal acts as an intermediary, it becomes a trusted third 

party. 

The portal itself should allow connections through secure point-to-point technologies. For ex­

ample, SSLlTLS or IPSec [38]. This has the feature of mutual authentication of both the portal 

and the user. Furthermore, the communication traffic is kept confidential, as it is encrypted. 

4.4 Chapter Summary 

In this chapter, two separate models are presented in an attempt to address issues of privacy and 

anonymity. The model for anonymity is such that it obfuscates or hides the identities of parties 

in communication. This is achieved by postulating a virtual layer called an Identity Agnostic 

layer, where it is posited that it is possible to achieve anonymous communication in an open 

environment while still assuring a level of accountability. 
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The second model, a model for privacy, is achieved by incorporating the meta-identity approach 

of unifying the control of disparate user accounts to a single location. This follows the user 

centric paradigm, giving control of personal information to the user. Single Sign-On, as a side 

benefit, may enhance the user experience. Through the use of a master account and pseudonyms 

other accounts are designed as cryptographic derivations. The disclosure of personal information 

is then at the discretion of the user. 

Chapter 5 attempts to address the lack of a pervasive and ubiquitous solution to multi-factor 

authentication. The solution is presented as a generic framework in an effort to follow the tenets 

of de-perimeterisation. 



Chapter 5 

Mobile Phone Authentication Framework 

Solution 

5.1 Chapter Overview 

Chapter 4 covered privacy and anonymity, presenting abstract models to remedy those issues 

identified in Chapter 3. This chapter aims to present a generic framework that addresses the 

lack of a pervasive and ubiquitous solution to multi-factor authentication. The generic approach 

attempts to broaden the applicability of such a framework, rather than as a solution to a specific 

problem domain. This approach makes use of mobile phones, mobile operators and their GSM 

network. 

The layout of the chapter is: a discussion on the security aspects of mobile devices and GSM 

networks in Section 5.2. This is to briefly detail the security environment in which these en­

tities exist, such as the mechanisms in place and their possible shortcomings. However, since 

these considerations are typically outside of the control of the framework, they are discussed for 

completeness. 

Section 5.3 details the environment in which the user exists, introducing aspects of the framework 

that are relevant to the user. These are the requirements of the user in terms of the components 

the user has, and clarifies specifically what the user is. 

Section 5.4 encompasses the functionality of the mobile phone and SIM applications that make 

up the framework. The considerations of the mobile phone environment are covered in Section 

5.2.1. 

86 
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The role of the mobile operator within the framework is detailed in Section 5.5. These cover the 

operation of the different servers and their interfaces that comprise the mobile operator environ­

ment. 

Section 5.6 briefly covers the web of trust domain environment, specifically the web service that 

provides an interface between the mobile operator and the user. 

Once all the environments have been introduced and explained, Section 5.7 describes the inter­

actions between these environments and under what circumstances communication takes place. 

Finally, the chapter concludes with Section 5.8. 

5.2 Security Considerations 

Since this framework incorporates mobile devices that make use of GSM networks, it is relevant 

to briefly discuss the security considerations of these entities. In this section we cover the security 

environement of the mobile equipment and SIM. A further discussion concerns the security over 

the GSM network. 

5.2.1 Mobile Phone and SIM Security 

Mobile devices, such as phones and personal digital assistants, are computing platforms in their 

own right. This is due to the fact that they have hardware components similar to other computing 

platforms. In other words, mobile devices have processing and memory capabilities, as well 

as various operating systems that allow applications to make use of these resources [45]. The 

mobile phone as computing platform is then as fallible as other platforms, and relies on the OS 

to secure the environment. In response, there are anti-virus applications for mobile devices that 

aim to protect the device from malware. 

However, there is a separation from the mobile phone and the SIM of a phone. A mobile phone 

is comprised of the Mobile Equipment (ME), used for GSM protocol communication, and the 

Subscriber Identity Module (SIM), used for security related functions, such as cryptographic 

functions [111]. Communication between ME applications and the SIM application is handled 

by the SIM Application Toolkit (SAT) [1], a standard that provides mechanisms which allow ap­

plications, existing in the SIM, to interact and operate with any ME which supports the specific 

mechanism(s) required by the application. The SAT allows for operators to create specific appli­

cations that will reside on the SIM, with a means for interaction between the ME and SIM [117]. 
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Since the operators own the SIM , they can use these applications to provide operator-specific 

services to subscribers. An added advantage is that implementations of SAT are GSM network 

technology independent, such that it can blend seamlessly between 3G and 2G networks. 

An alternative to employing SAT as a means to enable application communication over GSM is 

to use Unstructured Supplementary Services Data (USSD). It is a session-oriented technology 

transmitting data as clear text. However, USSD suffers from attacks on the GSM backbone, 

where, with the appropriate tools, it is possible to intercept and modify messages [117]. Although 

SAT also suffers somewhat due to interoperability issues between different SIM vendors, SAT 

remains the more secure technology, which is naturally structured in a traditional server-client 

architecture. 

5.2.2 GSM Security 

In Kasera and Narang [63], network access security is used to encompass GSM network and 

"general security over the air" concepts. This includes four important features: 

• Mutual Authentication 

• Data Confidentiality 

• Data Integrity 

• User Identity Confidentiality 

Mutual authentication entails the serving network verifying the identity of the subscriber in the 

user authentication process, and the subscriber's network authorises the serving network. In 

some cases, the serving and subscriber networks are the same [54], however, a serving network 

may be an intermediary network. Data confidentiality is the encryption of the contents of a 

message being transmitted over the radio network. Data integrity is the process by which the 

message is verified that it is unchanged. This is based on encryption keys established at the 

time of connection and using it to create a 32-bit Message Authentication Code (MAC) which 

is appended to the end of the message. The received MAC is compared with the computed 

MAC of the received message on the receiving end of the communication stream. User identity 

confidentiality is achieved by creating a temporary pseudonym to be used on the radio link of the 

network. This is handled by the local location area where the user is registered. This is based 
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on the Home Location Register (HLR) value for the user, which tracks the global location of the 

user [63]. 

GPRS uses a new ciphering algorithm optimised for packet data transmission [89], but uses the 

same authentication mechanisms as GSM. Gateways are provided by the operator that are able 

to route messages over GSM using 3G protocols to and from IP-switched networks [127]. The 

payload of such messages are encrypted by normal means of the mobile equipment, though this 

does not carry over to the IP network, unless of course, the IP payload itself is encrypted. 

In short, GSM security is established such that a mobile application does not need to know about 

the protocols to affect the process. 

5.3 The User Environment 

This section introduces the different components of the framework and their respective environ­

ments. A user is described as an end user of services, and a subscriber is a person with mobile 

phone and has an account with a mobile operator. This framework details how an average user 

and subscriber can make use of the mobile phone as a second factor in authentication within 

a Web of Trust (WoT) domain. A WoT is a group of organisations that form a single security 

domain using Federated Identity technologies. 

5.3.1 The User 

A user has a mobile phone and is a subscriber to a mobile operator. A user also has a workstation, 

a computing device that has some form of a connection to the Internet. A user has services and 

resources that they will want to access, as well as information to be protected. 

5.3.2 The Workstation 

A workstation in this context is defined as any device that is capable of computing, digital data 

storage and provides the same functionality as a Pc. For example, a desktop PC, laptop or a PDA. 

Furthermore, this workstation needs to have a connection to the Internet and a Web Browser. 
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5.3.3 The Browser 

A browser can be viewed as a communication tool that represents hardware and operating system 

independent lightweight client software that bypasses inter-operability concerns. Using a web 

browser to connect to a web server ignores the underlying operating system of both the client and 

server machines. The security of the browser environment cannot be greater than the security of 

the underlying operating system, where the security of the browser protocols cannot be greater 

than the security of the browser environment [93]. Although it is outside of the scope of the 

discussion, the security of the underlying operating system is a concern, where a compromised 

operating system allows the possibility for input and data from the user to be captured. 

Within the context of the framework, the browser is the client software that provides access to 

protected resources over the Internet to the user. Here, cookies are used for temporary informa­

tion persistence, maintaining connection and user state information. The WoT domain identity 

and access control-related protocols are HTTP-based, meaning the browser does not need spe­

cialised software. 

5.4 The Mobile Phone Environment 

This section is to provide a conceptual view of the GSM token web service client for the mobile 

phone, exploring the functional requirements of the client. Together, the ME and the SIM of 

a phone comprise the subscriber client for the GSM token web service. However, in order to 

be implementation agnostic, the logic and the user interface are separated. In other words, the 

phone specific component on the phone is restricted to the User Interface (UI). A SIM application 

performs the program logic. The SIM is protected by a PIN (Personal Identification Number), 

while the ME application is password protected. 

The SAT is suited to user-oriented services of a request - response nature, while also offering 

opportunity for server-initiated transactions. SAT is ideal for the approach of this framework 

because the mobile application has to respond from both user initiated input as well as from the 

mobile operator side. 

This is demonstrated in (1) and (2) in Figure 5.1. A Proactive command is the mechanism 

for the SIM to affect changes in the ME environment, while the Responsive command reacts 

to calls from the ME. The GSM communication interface of the ME is also controlled through 
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Figure 5.1: The ME and SIM conceptual view 

Proactive commands given as (3) and (4), where all GSM network communication utilises the 

cryptographic functions of the SIM. 

5.4.1 SIM Application 

The SIM of a mobile phone controls access to the network, requiring the subscriber to input 

a PIN to authenticate the user and the phone, using a valid IMEI (International Mobile Equip­

ment Identity) number, to the GSM network [64]. The SIM operating system controls read and 

write operations, presenting a limited view to the mobile phone application layer, via the SIM 

Application Toolkit [1]. 

The SIM application will do as much of the logic processing as possible, in order to be as im­

plementation and phone hardware independent as possible. If the ME application is used for 

information display, storage and user interaction, then the SIM application is used for building 

and unpacking messages, making use of cryptographic functions ofthe SIM, and interfacing with 

ME GSM communication module. Figure 5.1 shows an overview of the mobile environment, and 

the functionality of the SIM application. The SIM application, for outgoing communication, is 

responsible for building the message in response to user input. The message is encrypted using 

the features provided by the SIM, and transmitted to the GSM network via the SAT using the 

ME GSM network interface module. Unpacking messages involves firstly decrypting the GSM 

message and then extracting the message contents, displaying the relevant information to the 

user. Table 5.1 gives a list of message types and their description. 

The ME application responds to the user input, as well as input from the GSM Token Web 

Service. The SIM application will run in the background until accessed via the ME application or 

an Alert notification is received. An Alert is when the mobile operator server receives a request 

for session from the WoT domain, in order to notify the user, the server sends an appropriate 
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I Direction I Message Type I Description 

In Token Receipt Receives the GSM Token 
In Alert Receipt Receives an Alert for a session, generated by the WoT 

domain concerned 
Out Token Request Creates and sends a request for a session 
Out Alert Response Sends an indication of the action to be taken for a 

particular Alert 
Out End Session Indicates which session to end 

Table 5.1: GSM Token service messages 

message to ME/SIM application which then alerts the user. The display is updated with the 

relevant information, and the user can start interacting with the application. 

5.4.2 Mobile Phone Application 

The ME contains an application space where the phone specific user interface is run. The ME 

also houses the mobile phone communication interface that is used for connecting to the GSM 

network. The purpose of this application is to secure the access of the GSM token service with a 

clear, concise and unambiguous user interface. Access to the client application features secured 

through the use of a password, which the user enters upon start-up of the application. The 

ME application is phone-specific and is predominately used for the User Interface (DI), which 

displays relevant information to the user and captures input from the user. 

The ME application will display the list of currently active sessions, presenting information 

concerning each session, with options for the session to be terminated. The UI will display 

the list of unread Alert notifications, presenting information concerning each alert, and allowing 

the user to respond to the alert. The user can request a new session by choosing from a subset 

of parameters used to describe the nature of the request. Parametric information occurs as the 

intended WoT domain, the length of the session, and other implementation-specific criteria. The 

user should be able to decide the mechanism to be used in connecting to the Pc. 

Further features should be considered at the time of implementation, such as detailed user infor­

mation feedback on operations, value-added services, advertisements, and new services. How­

ever, such considerations are implementation specific, whereas the focus is on the core functional 

aspects of the mobile phone two factor authentication scheme. 
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5.5 The Mobile Operator Environment 

The mobile operator web service provides two different interfaces. The first is a connection to the 

GSM network to interact with the mobile phone. The other is a non-public interface over a public 

network for the different Web of Trust domains to verify a security token. Together, the follow­

ing sections describe the means for providing a scalable and generic two-factor authentication 

scheme. 

5.5.1 Token Request and Issue Service - TRIS 

This interface is provided over the GSM network, such that it is only accessible from a valid 

subscriber whose phone is enabled to make use of such a service. The purpose of the web service 

is to provide a challenge-response mechanism during the authentication process. A request for a 

GSM Token can be initiated in two ways: Firstly, a mobile subscriber can initiate a request when 

that user intends to make use of services that require a GSM Token. The user of the mobile phone 

accesses the service via an application on the mobile phone which makes use of a protected SIM 

feature. The SIM on the mobile phone is PIN protected, where the subscriber is prompted when 

the phone is turned on. The mobile application is password protected, which the user must supply 

when the application is started. 

Secondly, a Web of Trust domain can initiate the request procedure when the user tries to access 

protected resources. The web service sends an alert, describing the nature of the request, to the 

subscriber's mobile phone, where the subscriber can decide to authorise the request or not. With 

this feature it is possible for the subscriber to be alerted to unauthorised attempts to access the 

user's account. 

There are two cryptographic keys used for a token; the PseudonomKey is derived as crypto­

graphic key that uniquely identifies a session for a particular subscriber, and the TokenKey is 

created to encrypt the body of token. When a token is created, a Subscriber (PseudonomKey, 

TokenKey) tuple is added to the list of current sessions, where the Subscriber value identifies a 

unique subscriber. 

5.5.2 Token Validation Service - TVS 

When a user tries to access protected resources in a partiCUlar Web of Trust domain, the user 

may be required to present a GSM Token. The Token Verification Service (TVS) is used by the 
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Web of Trust domain to validate the GSM Token presented by the user. This can be as simple 

as returning a "yes" or "no" answer, though further assertions about the token and session can be 

made. When the TVS receives a token from the WoT domain web service, it decrypts the token 

using the TokenKey in order to verify that the contents of the token have not been tampered with. 

The TVS then checks the validity period of the token, given as the ValidityPeriod field of the 

token, such that the session is either approved or refused. 

The mobile operator environment will necessarily track each active session, each outstanding 

request and alert. This is so that user-related actions can be logged to provide accountability. 

5.5.3 GSM Token Structure and Validity 

The point of cryptography is to make the cost of the work to retrieve the secret infonnation 

greater than the value of the infonnation itself [38]. A token can be viewed as a cryptographic 

container for relevant authentication and authorisation infonnation. Even though a digital token 

is encrypted, it is important not to disclose any potentially confidential infonnation that, should 

it become public, could potentially compromise the system or the user. 

The TRIS creates a token to issue with two major fields, as shown in Table 5.2; the header is 

concerned with communication, and the encrypted body is to protect token specific infonnation. 

The header contains a WebServiceHandle field that points to the address of the WoT domain web 

service. 

The body is encrypted in order to protect the contents of the token against tampering. The body 

has a TokenlD field, uniquely identifying this particular token. The GSM Token will record the 

date and time of the explicit range in time for which the token is valid, particularly the time 

between when the token was issued and when the token will expire, given by the ValidityPeriod 

field. The PseudonomKey field describes the temporary key assigned to the session, which is 

used on the mobile operator side to identify the session requested by the subscriber. 

5.6 The lAM Environment 

A Web of Trust domain can be viewed as a single security domain in which authentication and 

authorisation of federated users occurs. A Service Provider (SP) provides access control to pro­

tected resources that authorises access to authenticated users. Protected resources can be any 
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I Message I Field Name Description 

Header WebServiceHandle The Address of the relevant web service 
Body TokenID The identification number of this token 

ValidityPeriod The explicit range for which the token is valid, given 
by date/time 

PsuedonomKey The psuedonymic cryptographic key identifying the 
session 

Table 5.2: Structure of the GSM Token 

digital resource that can be accessed or transferred in a networked environment. An Identity 

Provider (IdP) is a system that stores user information (credentials and attributes) in an account. 

A typical IdP has a front end which authenticates a user when the user logs in, or authenticates 

a user against information supplied via the SP. Typically; users are authenticated when they 

present a user-name and password. The IdP has a back end that stores the user information, and 

logs transactions for accountability and quality assurance reasons. An IdP can be connected to 

several SPs in a Web of Trust. 

5.6.1 WoT Domain Token Service - DTS 

For a generic framework, the structure of the WoT domain and the communication protocols 

employed should be viewed from a high level of abstraction. An examination at depth will 

yield implementation-specific considerations, detracting from the purpose of the framework. It 

is important to note that web services are described at a high level of abstraction, where im­

plementation goals can be achieved through several different approaches. With modular design, 

independent components, based on open standards, can be integrated into the existing system, 

providing extended functionality [41]. Such that, a web service in the WoT domain the can pro­

vide two interfaces, one with reference to the autonomous token transport mechanism described 

in Section 5.7.3, and the mobile operator specific interactions in Section 5.7.1. The purpose of 

the first interface is to transport the GSM Token to the WoT domain in a secure and confiden­

tial manner. The second interface is there to connect to the mobile operator Token Verification 

Service, which will check the validity of the token. 
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5.7 Interactions 

This section describes the interactions between the major components, as illustrated in Figure 

5.2. Section 5.7.1 describes the nature of the interactions within the framework between mobile 

phone specific applications and the TRIS. Section 5.7.2 details the connectivity between the PC 

and mobile phone. Section 5.7.3 describes the communication process between the user and the 

Web of Trust. Finally, Section 5.7.4 describes the back channel connection between the WoT 

domain and the TVS, as well as the interaction with the TRIS. 

Web of Trust Domain 
obile Operator Servers 

(4) 

(5) 

Figure 5.2: Overview of the framework 

5.7.1 Mobile Phone and Mobile Operator Web Service 

The architecture and security concerns of GSM networks, including General Packet Radio Ser­

vice (GPRS), are well documented [63, 64, 89]. Access to the GSM network is controlled by 

the SIM card and its PIN code, where authentication of the user on the network generates a 

session key to prevent abuse, with encryption of communication over the radio interface, con­

cealing the identities through temporary identity codes. Security methods in GSM protocols are 

standardised, specifying how each component interacts with each other and the range of their 

actions [63). Standards allow for wide spread adoption and integration, giving GSM networks 

global relevance and applicability [37]. GPRS is a data value-added service that allows digital 

information to be sent and received across a mobile telephone network [62]. GPRS, using the 

3G (third-generation) protocols, is suitable for transferring data over the GSM networks, and can 

support mobile web browsing and Internet applications [110]. 
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In this framework (1) of Figure 5.2, an interface between the mobile operator web server and the 

mobile phone is created using GPRS to transmit data in the form of packets. 

5.7.2 Mobile Phone and PC 

One ofthe goals of a generic framework is that it should not rely heavily on the underlying imple­

mentation, but should rather integrate seamlessly regardless of the underlying architecture. In this 

framework (2) of Figure 5.2, it is essential to establish a connection between the Mobile Phone 

and the PC so that the potential of the Mobile Phone as a physical token can be realised. This 

can be achieved by either a direct connection over USB, Infra-Red or via a Windows technology 

such as Bluetooth. However, the generic nature of this approach will be diminished should an 

implementation of the framework be required to develop several versions of an application to 

facilitate the connection for each of the different operating system platforms and technology. 

In order for a browser to interface with a mobile phone, the browser will have to make use of 

operating system specific services. Some browsers, such as Mozilla's FireFox, allow third parties 

to create plug-ins and extensions that can make use of operating system-based services without 

being specifically developed for the host operating system [115]. The approach employed in 

the FireFox browser is called XPCOM (Cross Platform Component Model) and is used to sep­

arate the implementation of a component from the interface, where an interface is a formalised 

communication channel. This is similar to Microsoft COM interfaces [30]. With such mecha­

nisms, the browser becomes flexible client software that allows the framework to achieve relative 

freedom from operating system specific concerns. 

5.7.3 User and Web of Trust Domain 

In terms of the framework (3) of Figure 5.2, interactions between the user (via the web browser) 

and the WoT domain are either user-related or related to second factor authentication. User­

related interactions are specific to the WoT domain, where the communication protocols used are 

oflittle concern. This section is to describe the interactions related to second factor authentication 

without becoming protocol and implementation specific. 

Since the WoT domain may exist already, the second factor authentication functionality must 

be incorporated into the domain. A web service can be employed and integrated into the WoT 

domain such that it will provide an interface for the user to transport the GSM Token. Since 
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usability is a goal, the web service is non-interactive, providing a level of autonomy where the 

user is only notified to the success or failure of the procedure together with suitable feedback. 

The browser plug-in should be enabled with an interface to interact with the web service on the 

WoT domain side. 

The token is temporarily stored in the browser's memory space once the browser has acquired 

the GSM Token from the mobile phone. It is then important to transmit the token to the WoT 

domain so that the authentication process can continue. A GSM Token is created for a particular 

session with a particular WoT domain, where the browser will open a connection to that WoT 

domain's web service, based on the WebServiceHandle field. Once a suitably secure connection 

has been created, regardless of the underlying technology used, conceptually the token is passed 

to the DTS for it to be verified. 

5.7.4 Web of Trust Domain and Mobile Operator Web Service 

The connection between the WoT domain and the mobile operator Web Service is conducted in 

secret using a private back-channel over a public or private network. It is possible to create a 

secure point-to-point connection using SSLlTLS or IPSec technologies [38], providing features 

such as mutual authentication and confidentiality. The purpose of the back-channel connection 

is two-fold; one is to initiate a session request should a user try access protected resources, and 

the other is to verify the validity of a token. Should a user try access protected resources without 

first presenting a token, the DTS (5) of Figure 5.2 engages the "push" feature of the service 

by connecting to the TRIS on the mobile operator side. After mutual authentication, the DTS 

informs the TRIS of the request. The TRIS then builds up a request as described in Section 5.5.1. 

Since the GSM Token arrives along the same path that is used by the user to connect to the 

WoT domain, it is necessary for the token authenticity to be verified. The WoT domain verifies 

the validity of any token received from a user through the use of the DTS. The DTS encrypts the 

received token with its own key such that the DTS can be authenticated by the TVS of the mobile 

operator. In fact, mutual authentication can occur when the secure point-to-point connection is 

created. The encryption of the token adds an additional layer of security. Based on the response 

of the TVS (4) of Figure 5.2, whether a token is valid or not, the requested access will be granted 

or denied to the user. The fact that a back channel is used to provide verification, where the token 

has value only after being verified, means that multi-path two factor authentication is achieved 

over two different network mediums. 
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5.8 Chapter Summary 

The framework presented in this chapter supports the notion that the mobile phone is an ideal 

means to provide a pervasive and easily manageable two-factor authentication scheme over the 

Internet. As seen, the generic approach of this model allows greater applicability over many dif­

ferent domains, allowing for interoperability in terms of the De-Perimeterisation concept. Since 

increasing factors of authentication, and by creating a mechanism where the validation of the 

factors occur over different paths (networks), it increases the security of such an authentication 

process. An analysis and discussion of chapters four and five is presented in the next and final 

chapter before the conclusion. 



Chapter 6 

Analysis and Discussion 

6.1 Chapter Overview 

Chapter 4 presents a model for anonymity and a model for privacy. These models are in response 

to the issues discussed in Sections 3.3 and 3.2 respectively. Chapter 5 describes a framework 

incorporating a mobile phone as a second factor of authentication. This is based on the discussion 

in Section 3.4. In this section we analyse what each model does and discuss the assumptions and 

problems faced by each model in addressing their particular issue. 

Section 6.2 analyses the model for anonymity. The model for privacy is discussed in Section 6.3. 

The mobile phone two-factor authentication is analysed and discussed in Section 6.4. 

Before concluding this thesis, we will discuss a series of scenarios in Section 6.5. The goal is to 

show how these different models may be used together in some common scenarios. The chapter 

summary is available in Section 6.6. 

6.2 Model for Anonymity 

The issue of anonymity within an open environment is described in Section 3.3. We find that true 

anonymity is difficult to achieve since entities leave traces of their actions within a networked 

environment. Anonymity is a desirable feature because it protects the identities of parties in 

communication. A model is presented in Section 4.2 that depicts how anonymity can be achieved 

in an open environment. This section analyses how the goals of the model are achieved. The 

assumptions and problems faced by the model are also discussed. 

100 
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What the Model Does 

The model provides anonymity in both the message and the channel. Since each message is 

encrypted no identity information can be discerned from the message contents. However, the 

routing information concerning the addresses of the sender and receiver are still available. This 

is dealt within the channel by decoupling the direct connections between the sender and recipient 

through the use of an Identity Agnostic layer. A series of intermediate nodes are used to route 

messages between the sender and ultimate receiver. Such that, within the layer the sender from 

two nodes back is not known, as well as the destination after the next node is not known. The 

routing of messages within the layer is achieved with a degree of randomness so that the same 

path is not used twice in quick succession. 

Accountability is achieved by extensive logging, thereby associating actions and transactions 

in the layer with the users and nodes that performed them. The information contained in the 

logs should be confidential (i.e. encrypted), in that only the system should be able to retrieve 

any meaningful data. It should be possible to perform an analysis of the log data, looking for 

anomalous behaviour of nodes and routing effectiveness. 

Through using secure point-to-point connections, mutual authentication between nodes and clients 

occurs. Mutual authentication, where two entities in communication authenticate each other, is 

considered to be the better approach, as discussed in Section 2.3.3 and 3.2.2. Furthermore, en­

cryption occurs with these types of connections [38]. 

Assumptions 

The IA layer can be considered a Trusted Third Part (TTP), in that it is an entity that operates 

beyond the control of its participants and is based on a trust relationship stipulated by usage 

policies. The assumption is that the TTP will behave in its intended manner, that it will not 

observe the traffic and monitor user actions beyond the normal logging activities, and that it is 

not subvertable. A further fear is that the TTP will be in a position to fully observe the patterns 

of user behaviour, and sell this valuable information to the highest bidder. This may occur after 

a period of operation where ownership is transferred through sale or litigation. It is assumed that 

this will not occur, and that the IA layer is not under the control of essentially malicious parties. 
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Problems 

Should the system be compromised, attackers would be unable to modify the logs due to en­

cryption. However it might be possible to corrupt or delete the logs. This problem gives favour 

to making the logs centralised and hidden, as discussed in Section 4.2.1, although it might be 

possible to form an attack model when a node is compromised. This depends heavily on the 

protocol employed by the layer, as well as the manner in which individual nodes and machines 

are secured. Securing machines naturally entail the defence in depth approach, see Section 1.3.3. 

The nodes themselves provide points of attack, where malicious observers may routinely test the 

security capabilities of the nodes, looking for pliable weaknesses. 

Functions that generate random numbers are not truly random [102], meaning that over long 

enough periods of observation, patterns may be discernable. This holds true in the case for any 

routing algorithm that employs pseudo-randomness if it is assumed that the environment is fully 

observable. Information can be gained through observing patterns and then using that to plan 

an attack on the system [67]. A possible solution to this problem, in the case of inter-nodal 

communication, is to broadcast to every node. Such that only one packet is valid while the rest 

of the packets are decoys. Since all the packets are encrypted the data will become stale before 

the attacker can find the correct, which involves breaking the encryption protocol and verifying 

the correct packet payload. However, the drawback with this approach is a severe increase in 

traffic overhead, becoming less scalable as more nodes are added. 

6.3 Model for Privacy 

This section analyses what the model for privacy does, including the assumptions and the prob­

lems faced. The issue of privacy is described in Section 3.2. Privacy is seen to be the control over 

the disclosure and usage of personal information, specifically the protection of that information 

not being used outside the interests of the owner of that information. A model for privacy is 

presented in Section 4.3 that attempts unify control of credentials from disparate accounts in a 

user centric approach. 

What the Model Does 

Privacy is attained by following the user centric paradigm of meta-identity, which is discussed 

in Section 2.2.4. This entails giving discretional control over personal information to the user 
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instead of the administration. User centric credential management means that users can protect 

their personal information by deciding what credentials to disclose and when to disclose them. 

Fine-grained control is given by unifying the management of disparate accounts from different 

domains into a single system. Single Sign-On is side benefit meta-identity systems where users 

authenticate to the system itself, which acts as a proxy for the user's other accounts. Mutual 

authentication is once again achieved by employing secure point-to-point technologies. 

Furthermore, the protection of one's privacy can be achieved by trying to limit the amount of cre­

dentials disclosed. By creating accounts where credentials are cryptographic derivations based 

on a master account, the specific credential is not disclosed. This follows the same principle of 

pseudonyms, as discussed in Section 3.2.1, where the link between the pseUdonym and the real 

identity is kept hidden or secret. In the cases where a domain allows purely derived accounts 

anonymity is achieved, since the domain bases the account on the trust relationship with the por­

tal. And since the portal acts as a proxy the derived account is decoupled from the identity of the 

user. 

Assumptions 

The operation of such a model depends on the trust relationships built around the meta-identity 

portal. It is assumed that the Identity Providers and Service Providers are willing to enter into a 

trust relationship with the portal. In that, the IdP and SP are willing to accept log-in information 

from the portal. This hinges on the ability of the portal to provide the connection between the 

derived account and a bona fide identity should the need arise. 

It is assumed that for some domains the use of derived accounts is acceptable. In that the IdP will . 

allow the portal to store personal information locally instead of with the IdP. The IdP will receive 

cryptographic derivatives of the types of credentials the IdP requires in order for an account to 

be created. 

It is further assumed that since the portal acts as a TTP for all parties involved the portal is able 

to act as a certifying authority. For some types of accounts this might extend to the real world 

certification of an individuals credentials. 

Problems 

A problem for central certification schemes is "who certifies the root", a recursive problem where 

at some point a level of trust is going to be invested into an entity. This is discussed in Section 
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2.2.5. In order to create an environment where trust in a certification authority is acceptable a 

suitable infrastructure needs to be in place. In that, the portal may need to be associated with 

an entity that is inherently trustworthy, specifically an entity that is not inherently self-serving. 

That means that the certifier of this identity is required to be an authority that has real and 

fixed ties to the real world and is in a position to enforce that authority. In that, credible proof 

presented in person is included in the creation process of the master account which is certified by 

the authority. For example, telecommunication companies, including both fixed-line and mobile 

operators, and financial institutions. Both have considerable ties to real world assets, as well as 

an invested concern in the economy in which they reside. So the problem here is the lack of an 

infrastructure and controls in which the meta-identity portal scheme can flourish. 

By moving personal information and incorporating disparate IdP account control to a single lo­

cation, the portal becomes a single point of attack and failure. It may become necessary to 

incorporate multiple factors of authentication into the log-in process. To avoid theft and inad­

vertent disclosure the stored information should be necessarily encrypted with the cryptographic 

keys stored elsewhere. To mitigate attempted destruction or corruption of the information, a 

backup plan should be incorporated into the portal scheme. Furthermore, a distributed approach, 

where different types of information, credentials are stored in different location with different 

process to retrieve them, may introduce greater complexity. So instead of storing the complete 

set of credentials belonging to a user in a single location, several locations would be used to store 

different subsets of the credentials. 

A problem arises when the Portal architecture becomes a single point of failure. If the Portal 

system (whether it be a single machine or a distributed cluster) were to be compromised and the 

account data contained copied or deleted, the system as a whole would be useless or defunct. 

This can be mitigated by ensuring proper measures are taken to achieve data separation and 

segregation, and by removing the direct link between various sets of credentials and accounts 

belonging to the same user. The Portal system may also be susceptible to Denial of Service 

attacks. By interrupting normal service to users, which may render linked accounts unusable, it 

would reduce confidence in the system. This is a universal issue, applicable to every system in a 

networked environment. 
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6.4 Mobile Phone Two Factor Authentication Framework 

In order to provide a pervasive multi-factor authentication scheme for an environment such as 

the Internet, one has to consider approaches in light of the user experience. A desirable scheme 

will be an approach that incorporates increased security without sacrificing usability. Section 

3.4 covers the different types of factors that can be used in the authentication process. The 

mobile phone is shown to be an ideal candidate as a security token, which forms the basis for the 

framework presented in Chapter 5. The focus is to provide a generic framework that has general 

applicability within the Internet, as opposed to being restricted to a single domain or system. 

This section analyses what the framework does, and describes the assumptions and problems 

faced. 

What the Framework Does 

The framework provides a generic and pervasive two-factor authentication scheme for use in an 

open environment. An aim of the framework is to extend the general applicability of such an 

approach, making it suitable for a wide range of systems and domains. 

As a second factor of authentication, the first being the standard user-name and password pair, 

the mobile phone is well suited for a number of reasons. Though discussed in Section 3.4.3, 

the mobile phone is a pervasive device that has its own computational and memory capabilities. 

The mobile phone is solidly entrenched in the lifestyle of the user, and is typically kept on their 

person at all times. One just needs to consider one's own habits concerning the mobile phone. 

As other physical tokens go, the mobile phone does not suffer from the same token management 

drawbacks of wide-scale deployment schemes. All the user requires is a specific SIM card that 

is issued by the mobile operator. The SIM controls access to the GSM network, as it contains the 

authentication details of the subscriber. The SIM will contain the application that communicates 

with mobile operator Token Request and Issue Service (TRIS), which is responsible for tracking 

session requests and issued tokens that describe authorised sessions. An application on the Mo­

bile Equipment side provides the user interface for the SIM application. This is because the SIM 

is a self-enclosed security domain, where access is through a published specification, in this case 

the SIM Application Toolkit (SAT). 

The incorporation of the GSM network is an additional network that is used in the authentication 

process. Firstly when the user authenticates to a domain via the Internet, entailing a single path, 

a cryptographic token is used to describe the session. Secondly the user initiates a second phase 
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using the mobile phone, which returns a second cryptographic token. The token is transmitted 

to the domain via the PC and Internet. By having a private back-channel connection between 

the domain and the mobile operator Token Verification Service (TVS), where the second token 

is verified, the second path is completed. In this framework, two paths are used to complete 

authentication process, thereby assuring two-factor authentication over multiple paths. 

The framework allows for both a credential push and pull, meaning that a session may be initiated 

by the user or the domain. A user simply engaging in activities within the domain may warrant 

the domain contacting the TRIS, which fires off an Alert to the subscriber's mobile phone. This 

has the feature of alerting the user to unauthorised access of the domain should the user's account 

be compromised. The other way entails a user initiating a session from the mobile phone. 

Assumptions 

The security of the framework depends on the assumption that the SIM and GSM security fea­

tures are strong enough to mitigate the risk that a compromise of either will result in a complete 

compromise of the system. In that, the security of the SIM or the GSM network are sufficiently 

decoupled that should either be compromised it will not compromise the entire system. 

For this framework to be feasible it is assumed that the mobile operators are willing to engage in 

such a service. Additionally, it is assumed that both the mobile operator and the various domains 

are inclined to enter into a trust relationship with each other. Ideally, the mobile operators offer 

the service to both subscribers and domains. 

Problems 

Although the SAT is based on a specification [1], there is an issue concerning the interoperability 

of the implementation from different vendors. This may result in a SIM vendor-specific imple­

mentation of the SIM application. Different mobile operators, who may not necessarily use the 

same SIM vendor, may use different implementations of the SIM application. 

Though the following are not problems per se, they do represent security concerns for the frame­

work. For any system, there will be certain points offailure that will prove critical to the system's 

success. Examining these points and providing contingency plans is vital. The detection of, and 

recovery from, the compromise of components not directly in control of the user should be the 

responsibility of the system. The environment of the user is restricted to the standard "Best Prac­

tices" controls, such as current anti-virus software and operating system hardening techniques. 
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Loss of phone 

Due to the habits of mobile phone subscribers, people are prone to notice the loss of a phone 

quickly. Furthermore, the typical behaviour of a person with a lost phone is to contact the police 

and the mobile operator to report the loss (or theft), and have the phone blacklisted. Blacklisted 

phones, using the IMEI number, are unable to connect to the mobile network. Should the phone 

be lost or stolen, upon the notification of the loss, the user's account will be suspended until a 

new phone and SIM card is issued. Mobile phone theft is a common petty crime around the 

world, with mobile companies releasing phone software that detects whether or not a phone is 

stolen, which can delete the phone's data. 

Compromise of User machine and Phone 

Any computing platform is susceptible to different forms of attack, from the network to more so­

phisticated software, of which it is up to the user to follow the "Defence in Depth Best Practices" 

in terms of securing a machine and operating system. Running updated anti-virus and spyware 

software is one necessary method. Should there be any evidence of a machine or a phone being 

compromised, usage should cease immediately, and correction procedures followed. 

6.5 Scenario Discussion 

This section attempts to bring the models presented in Chapters 4 and 5 together in a series 

of scenarios. This is the essence of de-perimeterisation, as discussed in Section 1.3.2. De­

perimeterisation is a security design paradigm for open environments centred on secure commu­

nication and unhindered information flows. As guiding principles, it is a set of solutions that are 

modular and decoupled components that focus on interoperability based on open standards. 

The three scenarios that are discussed increase in security requirements and risk. The purpose is 

to demonstrate the benefits of the models in the face of adversity in a hypothetical manner. 

6.5.1 Setting the Scene 

Bob is an average user of the Internet, in that he engages in general web browsing, and from time 

to time makes on-line purchases of goods and services. Bob is also a mobile subscriber with 
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Alpha Mobile. Bob decides to make use of the two-factor authentication service offered by his 

mobile operator. Bob is issued with an updated SIM card for his mobile phone, and an account 

linked to his phone. The cell phone application that allows access to the phone's security token 

functionality is accessible through the use of a PIN. 

Bob decides to link his on-line banking account to the services offered by Alpha Mobile. Due 

to the nature of the relationship between Alpha Mobile, the bank allows Bob to authorise trans­

actions through his mobile phone. The bank can issue challenges to Bob via the Alpha Mobile 

service and application residing on his phone. In order to proceed with the transaction Bob will 

have to respond with the appropriate information. Bob is alerted to any bank transactions pending 

his authorisation, of which he can decide to accept or decline. 

As it so happens, Bob opens up an account with the meta-identity Portal service administered 

by Primary Privacy. Bob decides to let his mobile phone subscriber account become the master 

account, allowing his phone to become a physical security token with that account. To achieve 

this Bob visits the nearest retail office of his mobile operator and presenting physical proof of 

his legal existence. The mobile operator issues a physical certificate containing his credentials, 

which is created from the lowest level of abstraction of an individuals real world identity. Bob 

then goes to the offices of Primary Privacy with mobile phone, certificate and legal documents 

in hand to initiate the creation of the Portal master account. The master account is used to 

administer and access Bob's other accounts, and is accessed through a user-name/password pair. 

In addition to the security measures taken above, Bob opts to make use of an Identity Agnostic 

service offered through Capital, a TTP. Capital anonymises the communication traffic between 

Bob and the client nodes that interact directly with Alpha Mobile and the web sites that Bob surfs. 

It is given that Bob implicitly connects directly to a participating Capital Secure Anonymous 

Server (SAS) in order to access the Internet for both general web browsing and services. 

The Perspective of the Attacker 

Within the environment lurks Simon, a malicious individual, who is intent on building up a 

comprehensive identity profile on Bob and his activities. For the sake of discussion, Simon does 

not know any particulars about Bob, nor with whom he banks, nor his current mobile operator. 

If this information were known to Simon it would be a case of preparing to attack the points of 

contact within the environment such as Capital, Primary Privacy and Alpha Mobile servers. 

Simon has competent skills in active and passive based methods of information acquisition. Si­

mon is also well placed to intercept traffic between Bob and his initial point of contact with the 
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Internet. Simon, however, mayor may not be able to compromise the machines known as points 

of contact, as discussed above. 

Simon is initially aware of the traffic originating from Bob's connection to the Internet, this is 

the first point of contact. Due to Bob using the IA service from Capital, the traffic is necessarily 

encrypted. Simon tracks the destination of the outbound traffic, as well as the origination of the 

inbound traffic. Simon cannot discern the nature of the communication at first. After some inves­

tigation Simon uncovers the interaction between Bob and the SAS belonging to Capital. This can 

be achieved by correlating the IP addresses of the outbound traffic to known Internet services. 

This becomes the second point of contact. Without compromising and reverse-engineering the 

IA system protocol Simon will not be able to discover the ultimate destination of Bob's traffic. 

Low-Level Security: The Community Forums 

Bob joins an on-line community for developers, requiring registration to control access to other­

wise free resources and public spaces. Bob is required to disclose his name, email address and 

other non-critical information. The community web site has an established trust relationship with 

Primary Privacy, the Portal service. As such, the Portal account is deemed sufficient for registra­

tion by allowing the details derived from the master account to be used. In that Bob chooses a 

username, acting as a pseudonym, to link to the master account. The details that are required by 

the community web site are then cryptographically derived from the master account. Bob assigns 

this account to a low security level, only requiring Bob to log on to his Portal account. At this 

level, the Portal provides Single Sign-On functionality, as well as protecting his privacy. 

If Simon were to discover the community site as a possible third point of contact, preparations 

can be made to actively pursue Bob's relationship with the site. At this juncture, Simon acquires 

the entire user base of the community site. This does not help as Bob's account is protected by 

a pseudonym which is linked to his Primary Privacy Portal account. Since the details of Bob's 

account are obfuscated through encryption, there are no apparent correlating links that Simon 

can find. If Simon were to go through the laborious process of tracking each individual's activity 

then Bob's identity would still be protected by the IA service. 

In the absence of the IA service Bob's interaction would be revealed through linking Bob's 

account and the first point of contact. Having access to the user data would allow Simon to make 

the connection between Bob's community account with Primary Privacy's Portal service. This 

would allow Simon to add the fourth point of contact to Bob's identity profile. 
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Medium-Level Security: The Amazon.com Connection 

Primary Privacy has an established trust relationship with Amazon.com, where Bob shops regu­

larly. Bob decides to link his Amazon account to his Portal account, which is deemed to be of a 

middle security level. Bob logs into the Portal, indicating a desire to access his Amazon account. 

The Portal acts as a proxy, opening up a connection to Amazon. 

When Bob is ready to make a purchase, instead of sUbmitting a valid credit card number, he 

indicates payment via his bank account. The bank then sends a challenge to Bob on his phone 

requesting authentication for his intention to make a payment for that amount. Amazon.com will 

only ship orders once confirmation of payment has been received. 

In this scenario Simon still has two points of contact; Bob's Internet connection and the network 

of Capital Secure Anonymous Servers. The other possible points of contact are the Amazon 

servers, Bob's phone, the bank and the Portal server. 

If Simon could compromise Bob's Amazon account then Simon would be able to glean the 

contact information Bob had disclosed to Amazon, such as his postal and email address, and 

mobile number. Simon could then conduct a search of the area to find what banks operated there. 

Simon could employ phishing attacks against Bob to have him disclose banking details, or tempt 

Bob into installing malicious applications on his mobile phone. However, if Bob had opted to 

assign an appropriate security level to his Amazon account, then use of that account could be 

monitored and protected by the Portal service. This may reduce the risk of identity theft by 

incorporating the services of Alpha Mobile. 

High-Level Security: The Bank 

Bob does most of his bank transactions on-line. His bank account is linked to his portal Master 

Account, which he has marked as a high security level. In order to ensure the additional security, 

Bob can only access his on-line bank account using the combination of cell phone and master 

account. Bob logs on to the Portal to access the master account, indicating a desire to access 

his bank account. At the same time, Bob uses his cell phone to request a session for his bank 

account. Only when these corresponding two requests are made can Bob access his bank account 

to engage in transactions. 

Simon is aware that to compromise both the connection between Bob and his bank, and the 

connection between Bob's Alpha Mobile two factor authentication service and the bank would 

take exponentially more work than compromising either. As such, fraud is easier to commit 
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through identity theft rather than outright cracking systems. If, at this point, Simon had managed 

to glean Bob's banking details and attempted to defraud Bob of his money by transferring to 

another account, or making payments using Bob's account, then Simon would fail. Bob would 

be alerted to this criminal activity through his mobile phone when it requests payment or transfer 

authorisation. 

6.6 Chapter Summary 

For each of the models presented in this thesis we have analysed and discussed what the model 

does, as well as assumptions made and the problems faced. The model for anonymity is shown 

to depend on the TTP that comprises the Identity Agnostic layer. Transaction logging and the 

providing of accountability depends on the security of the layer, both in terms of the protocols 

and machines performing the logging. The model can provide a level of anonymity, protecting 

the contents of the message as well as the identity of participants within the communication 

channel. 

The model for privacy depends on the ability to create trust relationships between the domains 

and a centralised or distributed meta-identity portal. In that whether the use of derived accounts 

are acceptable or not depends on the nature of an account within a domain. The master account 

concept suffers from the same issue as certifying authorities, the issue regarding that which forms 

the root of a trust relationship. However, the user centric paradigm associated with meta-identity 

still provides a level of privacy for the user. 

The mobile phone two-factor authentication framework depends on the strength of the SIM and 

GSM security features and as well as the willingness of mobile operators to engage in such a 

scheme. Besides the interoperability issues facing the implementations of the vendor-specific 

SAT, the framework provides a scheme using a pervasive device firmly entrenched in the user 

lifestyle. The approach itself can be used to increase the security of any domain within an open 

environment. 

The scenario discussion brought the models together in an attempt to illustrate possible applica­

tion. As such the models can be applied in a manner of different ways so as to operate indepen­

dently of one another without impeding one another. However, the real value comes from the 

synergy of allowing the models to complement each other. As each model has weaknesses or 

short-comings, it may be possible to co-ordinate the models in such a way to overcome them. 

The conclusion of the thesis is presented in the final chapter. 



Chapter 7 

Conclusion 

7.1 Problem Statement Revisited 

The problem statement, presented in Section 1.2, gives the goals and aims of the thesis. Specif­

ically, this thesis performs an investigation into issues concerning Identity and Access Manage­

ment solutions, with a focus on open environments. These reduce to anonymity, privacy and 

multi-factor authentication within an open environment. 

Section 3.3 describes the concept of anonymity, as it is a concern for users and systems within 

a networked environment, in that the security measures can be thwarted through the observation 

of the environment. By an attacker observing the communication channel and monitoring the 

interactions between users and systems over a long enough period of time, it is possible to infer 

knowledge about the users and systems. This information can be used to compromise user and 

system security. Approaches to providing anonymity are explored. 

Privacy entails the user account representation and management, such that the disclosure and 

usage is a function of control of the owner of the information. Section 3.2 addresses the idea of 

privacy and how it can be achieved in an open environment. Once information is published or 

divulged on the network, there is very little way of controlling the subsequent usage of that infor­

mation. Privacy is identified to be important in two areas; where and how personal information 

is stored, and how it is disclosed. 

In Section 3.4 the inherent weakness of single factor authentication mechanisms is addressed. 

By increasing the factors used in authentication, the amount of work required to compromise the 

system increases non-linearly. Within an open network, several aspects hinder wide scale adop-
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tion and use of multi-factor authentication schemes, such as token management and the impact 

on usability. Biometric approaches, due the costs involved as well as perceived invasiveness, 

are shown to be unsuitability for wide scale deployment. There is a discussion surrounding the 

mobile phone as security token, supporting the notion that it best suits the role. 

The identification of the above mentioned anonymity and privacy issues result in the development 

of models that attempt to address these issues. A generic framework, derived using open systems, 

is used to solve the pervasive multi-factor authentication problem. The models and framework 

are analysed and discussed. 

7.2 Achievements 

As per the issues declared in the problem statement, the thesis focuses on addressing these issues 

from a high level of abstraction with reference to real world implementations. Chapter 4 presents 

the models that address anonymity and privacy. 

Providing anonymity, presented in Section 4.2, is a matter of protecting the contents of the mes­

sage though encryption, and hiding the identities of the sender and receiver of the message. This 

is achieved by creating an Identity Agnostic layer that effectively obfuscates the communication 

environment through decoupling the direct connection between the sender and receiver. Further­

more, by incorporating decoy traffic and introducing complexity to the routing mechanisms of 

the layer, the problem of prolonged observation is mitigated. Accountability, the converse of 

anonymity, is provided by secure transaction logging within the layer. 

Meta-identity is shown to embody the user centric paradigm, with the development of a model 

that incorporates the unification of control of disparate accounts into a single location. The 

model is described in Section 4.3, where privacy is achieved by giving control over the use and 

disclosure of personal information to the user. By developing the concept of master and de­

rived accounts, it is possible to provide further privacy through the non-disclosure of credentials. 

However, this depends on the ability to create trust relationships between the domains and a 

centralised or distributed meta-identity portal. 

The mobile phone two-factor authentication framework is presented in Section 5. The mobile 

phone is shown, in co-operation with the mobile operator and GSM network, to be an ideal 

security token. Having its own computational and memory capabilities, makes the mobile phone 

flexible, adaptable and extremely useful. As it is a pervasive device firmly entrenched in the user 
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lifestyle, it does not impact on the user experience. The approach itself can be used to increase 

the security of any domain within an open environment. 

Chapter 6 performs the analysis of the each of the models. It provides the assumptions and 

problems faced by each model. A discussion, based on a series of scenarios, shows how the 

models may operate together, following the paradigm of De-P. However, since these models 

are brought together in a series of hypothetical scenarios, it is difficult to accurately judge their 

applicability to real world situations from a technical perspective. Though, as models, there is 

value in adopting a multi-faceted approach to security, privacy and anonymity. Approaches to 

resolving these issues should be layered yet be independent, and interoperable. 

The goal of this thesis is to identify key issues in the open environment, and as a result the models 

presented in Chapters 4 and 5 are developed. A technical implementation would be subject to the 

limitations of the technology used in that implementation. As such, a high level of abstraction is 

used when dealing with the models. 

7.3 Future Work 

There is much scope for future work based on this thesis. Firstly, there is scope in implementing 

a framework of the model for anonymity. This can entail creating the Identity Agnostic layer 

in which the different implementations mentioned in Section 3.3.1 can be used. The measuring 

of bandwidth usage and the communication overhead, the monitoring of the routing decision 

algorithm and other information can rate the fitness of the different approaches. There is also 

scope in implementing a fresh approach, based on the Agnostic Identity layer. 

Secondly, future work can done by exploring the concept of meta-identity systems especially 

within the context of open environments such as the Internet. There is room for exploring the 

conditions required for the general acceptance of the master/derived account concept. This en­

tails canvasing the different types of Identity Providers to gauge what their requirements are in 

order to achieve such an approach. Then indeed there is scope for implementing a meta-identity 

system and evaluating it against available systems. 

Thirdly and finally, there is scope in implementing the generic mobile phone two-factor authen­

tication framework. However, this requires the backing and support of a mobile operator for 

access to the needed equipment and technology components. 
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Appendix 

8.1 Glossary 

2G second generation 

3G third generation 

De-P de-perimeterisation 

GPRS general packet radio services 

GSM global system for mobile communication 

HLR home location register 

HTTP hypertext transfer protocol 

IMSI international mobile subscriber identity 

IMEI international mobile equipment identity 

IP internet protocol 

IPsec IP security 

MAC message authentication code 

PIN personal identity number 
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